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Function IncrementalFeatureJoining

inputs:

- X: a n*f matrix of values (n samples with f features)

-Y: an*1 matrix of target values (labels of n samples)

- Minlnc: first parameter of the proposed method

- DistanceFromBest: second parameter of the proposed
method

- MaxRemainingSubsets: third parameter of the proposed
method

Outputs:
- BestSubset: the output of proposed method

1 BestPrecision = 0;
2 BestSubset = [];

3 for a= 1. NumOfFeatures

4 FeatureSubset = {a};

5 XX = X(FeatureSubset);

6 Precision = EvaluateSubset(XX, Y);
7

8

Add (FeatureSubset, Precision) to Subsets (1)
end

9 for i=2: NumOfFeatures
10 if (isempty(Subsets(i-1)))
11 break;

12 for a=1: NumberOfSubsets in Subsets(i-1)
13 CurrentSubset = Subsets (i-1, a). FeatureSubset;

14 CurrentPrecision = Subsets (i-1, a). Precision;

15 for b=1: NumOfFeatures

16 NewSubset = [CurrentSubsets, b];

17 XX = X(NewSubset);

18 Precision = EvaluateSubset(XX, Y);

19 if (Precision>BestPrecision)

20 BestPrecision = Precision;

21 BestSubset = NewSubset;

22 end

23 if (Precision >= CurrentPrecision + Mininc &&

Precision >= BestPrecision - DistanceFromBest)
24 Add (NewSubset, Precision) to Subsets(i);
25 end

26 end

27 end

28 if(|Subsets(i)|)

29 Keep best MaxRemainingSubsets subsets
and ignore others

30 end

31 end
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Subsets (1)
F1,552

F249.6

Fi,39.6 | F453.0 | Fsdll

Fed48.9 | Fr533

Xm, Fz},55.5
V F P84
Xm,r.),se.z
b (R IE

X{F:,Fr},ST.S
X{n, F2},60.7
\/ {F1, F),715
X0

LS9 dod w95l b ol )l

MinINC: 0.5
DistanceFromBest:2

1R, 2, F3.F4,Fs5,Fg, F7}

MaxRemainingSubsets :5

X{F:,Fe},ss.z

{F1,F},552

X{Fs, F-},58.9

{Fe, F),54.8

L L X J
Subsets (2)

{F1, F5},64.7 {Fz F1},63.9 {F2, Fa},64.1 {F1,F7},64.5
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ABSTRACT

Intrusion detection is an important subject of research in the cyberspace field. In an Intrusion
DetectionSystem (IDS), redundant and irrelevant features have a negative impact on the IDS performance.
Therefore, an appropriate feature selection method is an important part of IDSs for eliminating unrelated
and redundant features. In this paper, a new feature selection method is proposed that joins features level to
level and step by step to select a subset of proper features in order to finally detect intrusion more
accurately and speedily. The purpose of the proposed method is applying it in intrusion detection systems to
distinguish a normal the connection from an intruding connection to the network. The experiments on the
NSL-KDD dataset show that the proposed method in comparison with other methods selects only six
important features among the 41 features in the baseline, and can detect an intrusion with precision above
99.58% by relying only on these six features. In other words, the proposed method's failure has been 42 in
10,000 connections of the network and has correctly identified other 9958 regular connections and labeled
them as normal. Finally, improvement in the algorithm runtime and the percentage accuracy of the
proposed method in comparison with other methods has been verified and reported.
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