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1 W<0;/*written pages */

2 WX«0;/*pages written then executed*/
3 foreach e € 7 do

4 switch the value of e do

5 case write access w(p)

6 WWu{p}

7 case instruction execution x(p)

! Exception
2 Memmory Dump
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26 Dump process memory

27 reconstruct B’ by setting OEP to be addr_exec(k)
where:

28 k= arg min,lost_exec(k)>max(lost_writen(i))
29 return B’
iy B wiyssl H(A) S5
(A USG50 oadools lid 1,631 jo
48,5 e wiloads alig a5 glabibl> Glin gl W @
)lséb 5&;‘0&.\»‘?‘ O 9 OMM}: as G)l?u!.\a 6‘]: WX e
s 00 44_9;
Sl 0dls 48,5 Sy cceslal >
log 1y absdls 4y yiligs o yws W(P) lawgs €1 slayg, @
RSP

ool 8 b 3 ot

3am el (585 . enl Wodcgaze s WX oS s (6 500
Sbyhs et o>l 8 il o L8 cadaiie oS gl 2]
Sl ly 8l caies jauid (399 o (VY L) o) s |
W a5 obaly) colul aalys o, sabaiiy olxao sl
Al daler adsie dil,d b ools auxid (g)l8las 3T (wlends
Ll ojlal ot Slezld Oige pl ;e 0 ((VF L3
o aSulilas ols wales aelsl (5,5 4wl g 00 STay
)l.l (IR M‘? fv».‘aa.? 0)1.350 WX 9 W 6L¢bd£9.o_’>r.o PR ﬁLoA
Ll 5 8 bsh a5 olag)] j2a) K5 )18 (o) 090 S0
(Xloals oolo Jeves;

popes —0dSALD g Dl laid HLaSl al> e bl o
ey 0DAlhg Slraw ‘QLQS s Do o8 (o ou\...';';‘):?‘
eor @ Sl e wb ple QLiSHL ST nlply ed o
a8 Wb 4SS cpl 4 s Tzl osiledl Job jo aladl> soe
plod Gl yiws oy 5 0alie & (35 i ysSl Cal 45708
gz &S gl 4 cwyiws ol L ol alkdls Clxas
U"JB‘ Le(a JL.A ‘5‘JJ WOy ».\Sb|9> oD ;_0.95».4 £ R A o ywd
oled (55, » sl 0 a5 0g walg> wde glaxan gy, p aliyl
oyge GBIl o s Sooo ey wish o didigh i
9 Vb ol S5y ool Jdoar piysS Gl colesye g el
RG] NIV PE=S N S PO

8 if peW then

9 WX—WXU{p}

10 case system-call invocation s

11 if se{dangerous system calls}AWX=0 then
12 foreach p e W do

13 r<Scan(p)

14 if r=MALICIOUS then

15 halt execution

16 return

17 invoke the system-call handler for s
18 W0
19 WX<0

oleiin gy wia sl ol aan (V) JSib

1 Input: A packed binary program B

2 Output: a reconstructed PE file containing unpached

program codes

3 STEP 1:

4 Load the packed program into memory

5 for all p in the program’s memory pages do

6 Permission(p)|=W//recmovewritepermission

7 end for

8

9 STEP 2:

10 while B is running and T,yntime<Tthresh dO

11 a: The address of the page fault

12 t: The page fault type t e{WRITE, EXECUTE}
13 p—page(a)

14 if t=WRITE then

15 permission(p)|=(W|X)// Writble but non-executable
16 lost_writen(p) « current time

17 end if

18 if t=EXECUTE then

19 permission(p)|=(W|X)// non-Writble but executable
20 lost_exec(p) « current time

21 addr-exec(k) < a

22 end if

23 end while

24

25 STEP 3:
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Improving Omniunpack Alghorithm in Generic Unpacking
PE File with Page Monitoring

Y. Shakoori, S. Parsa®

Abstract

Analysts used file signature comparison to detect malware and analyze the behavior of the
executable file in the past. To prevent signature examination, the authors of the new and advanced
malware used obfuscation methods to hide information, of which packaging is the most important
and the most efficient one. This method encrypts and compresses the code, without harming the
behavior of the original executable file and the code is obscure until it is executed. The methods that
are now used to unpack these files are often methods that are specially designed for each type of
packer for that file. There are other methods, such as Renovo and OmniUnpack for reopening that
are known as public reopens, and actually cover the weakness of previous approaches which is the
need to know the type of packager, but their main problem is finding the original point. The main
entry of the program is the end of the unpacking section. Our approach to fix this problem is a
method that detects this point using tracking memory pages and monitoring pages, then executes it,
and then dumps the memory for creating a new file that has been unpacked. Our method has two
advantages: first, there is no need for knowledge of packaging type, and second it can also be used
for packers that are created in the future. Finally, in the evaluation section, we have shown that this
method has a very high performance for current packers and more than 90% of them can be
unpacked with it, so it can be used on an antivirus engine.

Key Words: Generic unpacking, Packing, Tracking page memory, Static analyze, Dynamic
analyze, PE file
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