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Analysis and Detection of Worm Propagation Behavior

M. H. Alaeiyan, SH. Sadeghnia, S. Parsa™

Abstract

The number of malwares, which is the most important communication networks security challenge,
increases quickly. Malware cause financial and physical harm to individuals and organizations.
Worms are a type of malware which spread through emails, p2p networks and Internet connections
automatically. Therefore, identifying various propagation behaviors of worms helps us to classify
them. To classify worms, both benign and malicious programs are executed within a sandbox to
screen API calls. Thus, we analyze the sequence of extracted API calls to derive propagation
behaviors. Propagation behaviors are defined as propagation features. Further, random forest
algorithm classified worms’ families with an accuracy of 100% while the features which are
obtained by Aprior algorithm classified worm families with an accuracy of 96.66%..
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