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Algorithm 1: Check edge deletion

Function EdgeDeletionCheck(v, w, M, K)

Input: An edge e = (v, w) € E, Graph adjacency matrix M, (K,1)-
anonymity, model parameter K.

Output: A boolean indicating whether the input edge has been
deleted.

1. flag =true;

2. M(v,w)=M(w,v)=0;  %delete edge (w,v) %
3. if (sum (M(v,:) ) < Kor sum (M(w,:) ) <K)

4. flag = false;

5. end

6. return flag;

end
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Algorithm 2: Edge Deletion
Function EdgeDeletion(M, K, NumAddedEdges, DelAbleEdges)
Input: Graph adjacency matrix M, (K,1)-anonymity, Number of
added edges, List of deletable edges € E.
Output: New (K,1)-anonymity graph
1. Num = length (DelAbleEdges);
counterDel = 1;
sort DelAbleEdges based on their betweenness values
fori=1: Num
if (counterDel <= NumAddedEdges)
DelFlag = EdgeDeletionCheck(DelAbleEdges(i,1),
DelAbleEdges(i,2), M, K);
7. if (DelFlag)
8. M(DelAbleEdges(i,1), DelAbleEdges(i,2)) = 0;
9 M(DelAbleEdges(i,2), DelAbleEdges(i,1)) = 0;
10. counterDel = counterDel +1;
11. end
12. end
13. end
14. return graph(M);
End
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ABSTRACT

In recent decades, in view of the widespread use of graph data in different applications, for instance
in social networks, communications networks, etc. many researchers have investigated different
anonymization approaches for such data. Although relational data anonymization is mature enough, graph
data anonymization is a challenging and relatively new field of research. One of the most important
anonymization models against identity disclosure risk in graph data addresses the number of links a node’s
neighbors have, in the graph. In this paper, an improved method is proposed that realizes this model using
both edge addition and deletion to the original graph. The application of the method to a number of
different real-world graphs confirms that the method can produce more useful graphs in terms of one of the
most important characteristics in such data, i.e., the Average Path Length in the graph and graph structure
will undergo less change.
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