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PSO-WSCS Algorithm for Security Task Scheduling
BEGIN

1. ggt the number of particles to p and dimension of the particle to n;//
p:

2. Set the gbest and pbest to zero.

3. for each particle i=1to p

4. Randomly create particle population[i] and velocity[i]
5 pbest[i]= population[il;

6. gbest= the best solution on current population

7. end for

10. t=0;

11. while (t<number of iteration)

12. for each particle i=1 to p

13. Cycle=0;

Update the velocity and position of particle on Eq. (4,5)
14. Check Bound of position of particle

while Bound of position is violated,

the position must be updated by random values

15. Calculate fitness function for each particle on Eq.6;
16. If (fitness function(current particle i) is better than fitness

function(pbest[i]))
17. { pbest[i]= current particle;
}
Else
Cycle++;
18. end for

19. If Cycle > t/10
20. for(int g=1;q<=cycle;q++)
do{
int z=create random number (0,p)
population[z]= CreatePopulation();
Jwhile(CheckBound of position [z])!=true);

21. calculate the gbest;// the best between all pbest;
22. t=t+1;
23. end while

END
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® Heterogeneous Earliest Finish Time
* Deadline Earliest Finish Time
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Calculate Security function (Task t, Resource r)

1- Begin
2-Calculate sum of the S1, S2, S3
S1= Security distance between task t and resource r

S2= Security distance between input (output) data
of task t and resource r.

S3= Security distance between data and resource
channel

3- End
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ABSTRACT

While private clouds provide high security and low cost for scheduling workflow, public clouds in addition to
higher costs, are potentially exposed to the risk of data and computation breach. However, in real world, needs for
high performance resources and high capacity storage devices encourage organizations to use resources in public
clouds. Task scheduling, therefore, is one of the most important challenges in cloud computing. In this paper, whilst
considering the security issue, a new scheduling method is proposed for workflow applications in hybrid cloud.
Specifically, sensitivity of tasks, which has been considered in recent works, as well as security requirement for data
and security strength for both resources and channels are taken into account. The proposed scheduling method is
implemented in improved Particle Swarm Optimization (PSO-WSCS) algorithm. The goal function, is minimizing the
security distance of data and workflow from security strengths of resources and channels such that time and budget
constraints are observed. The proposed PSO-WSCS algorithm, which is based on original PSO with some
modifications, is compared with three similar scheduling algorithms, namely VNPSO, MPSO and MPSO-S4, in hybrid
cloud. Evaluations show the effectiveness of our algorithm in finding resources whose security aspects have high
resemblance to the security requirements. This is displayed by an average improvement of 40% in the studied samples.

Keywords: Hybrid cloud, Task scheduling, Security requirements of task and data, Security strength of
resource and communication paths
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