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alert tcp SEXTERNAL_NET any -> $HOME_NET
1024: (msg:"RPC sadmind query with root
credentials attempt TCP"; flow:to_server
established; content:"|00 01 87 B8|";
depth:4; offset:16; content:"[00 00 00
01 00 00 00 01|"; within:8; distance:4;
byte_jump:4, 8, relative,align; content:
"100 00 00 00|"™; within:4; metadata:
policy security-ips drop; classtype:
misc-attack; sid:2255; rev:10;)
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(00 89 9¢ e2 the request 1d, a random vint32

0000 00 00 rpe type (call = 0, response = 1)

00 00 00 02 rpc version (2)

00018788  rpe program (0x00018788 = sadmind)
0000000a  rpe program version (0x0000000A = 10)
0000 00 01 rpe procedure (0x00000001 = 1)
000000 01 credential flavor (1 = auth umx)
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! Engage in Deceptive Interactions

2 Abuse Existing Functionality

#Manipulate Data Structures

* Manipulate System Resources
Inject Unexpected Items

¢ Employ Probabilistic Techniques

" Manipulate Timing and State

& Collect and Analyze Information

® Subvert Access Control
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ABSTRACT

One of the most important threats of recent years in computer systems and cyber space is ambiguous
cyber-attack.Obfuscation at the level of attack means change of attack, without change in behavior and change in the

type of impact of attack on the victim In this paper, a new classification method has been proposed for modeling
cyber attacks, a method based on the technique of insertion attacks. In this method, by increasing the
wrong classification in attack strategies, the dependency between the warnings and precautions is separated, so,
by increasing the length of the attack, network security managers cannot easily distinguish cyber-attacks. The
proposed model is based on Bayesian algorithm  Tables and the assessment figures show the

proper formulation of the mechanisms provided for the sequence of attacks  so that the
detection of obfuscation attacks is far less likely than clean attacks. By increasing the sequence of attacks, the
correct classification accuracy tends to zero. The proposed method for obfuscation of the attacks due to the
ability to mislead the intrusion detection systems and to create uncertainty in the sequence of the observed attacks, has
better performance than the obfuscation logic at both code and action level.
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