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! Zero-day
2 Advanced Persistent Threats (APT)
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! Reporting

2 Historical Analysis

% Real-time Monitoring and Analysis
4 Security Operation Center (SOC)

® Computer Network Defense (CND)
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! Response
2 Restoration
® Computer Security Incident Response Team (CSIRT)
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ABSTRACT

Human errors in design and configuration of networks and systems are potentials for attacks. Security
Operation Center often used in wide networks, is a solution for continuous monitoring and detection, and
human workers have key role in it. Through study of visualization subject and comparison between
commercial samples of SOCs, this paper proposed a method that helping early detection in wide networks.
The proposed method (MAPSA) is adding a cyber-attack real-time visualization module in SOC which
SOC's analyzers may use it to early decide about modifications requirement in networks. This method leads
to human error reduction, growth of personnel's effectiveness and increase in speed of modification.
Therefore decreases the effects of attacks on wide networks.
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