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3- Stolen Smart Card Attack

4- Password Guessing Attack

5- Privileged Insider Attack

6- User Impersonation Attack

7- Proper Mutual Authentication
8- Forward Secrecy

9- Untraceability
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1- Wireless Body Area Networks
2- Challa
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10- Rhee
11- Kim
12 Scott
13- Chen
14- Yoon
15- Fan
16- Jiang
17- Wu
18- Cloud
19- Irshad
20- Denial-of-service attack
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1- Lamport

2- Offline Password Guessing Attack
3- Phishing

4-Biometric

5- Lee

6- Lin

7-Ku

8- Khan

9 Server Spoofing Attack
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2- Elliptic Curve Cryptography
3- Kobleitz

4- Miller

5- Fuzzy extractor
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6- Long term key
7- Online
8- Replay attack

1- Bilinear pairing
2- Bilinearity

3- Non-degeneracy
4- Computability
5- Anonymity
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1- Trusted Authority
2- Sensor nodes
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loads

free ¢: channel.
free s: channel [private].

[ T =P I

type biometric.
fun Xor(bitstring, bitstring): bitstring.

type nonce.
type timestamp.

11 fun Rep(biometric, bitstring): bitstring.
12 fun Gen(biometric): bitstring.

14 fun ECC(bitstring, bitstring): bitstring.
5 fun ECCI(bitstring, bitstring): bitstring.

17 fun L(bitstring): bitstring.

168 fun h(bitstring, bitstring): bitstring.

1% fun F(bitstring, bitstring, timestamp): bitstring.

20 fun e(bitstring, bitstring, bitstring): bitstring.

21 fun E(bitstring, bitstring, bitstring, bitstring): bitstring.

22 fun f(bitstring, bitstring, timestamp, bitstring, bitstring): bitstring.

23 fun G(bitstring, bitstring, bitstring, bitstring, bitstring, bitstring): bitstring.
24 fun 1l(bitstring, bitstring, bitstring, bitstring, bitstring, timestamp): bitstring.
25 fun g(bitstring, bitstring, timestamp, bitstring): bitstring.

26 fun Q(bitstring, bitstring, bitstring, timestamp, bitstring): bitstring.

28 free s0: bitstring [private].
29 type host.
30 free skij: bitstring [private].
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52 let TA(s0: bitstring, ppub: bitstring, P: bitstring) =
5 (*Sensor node registration phase*)

55 new IDj: bitstring;

56 let sj = h(IDj, s0) in

57 out (s, (ID3, sJ)):

58 (*user registration phase*)
in(s, RIDi: bitstring):

60 let Ri = h(RIDi, s0) in
61 out (s, Ri);
62 (*New login phase*)

64 (*Authentication and key agreement phase*)

let RIDi = Xor(DIDi, NTAy) in

67 let IDj = Xor(DIDj, NTAx) in

68 let Ri = h(RIDi, s0) in

let vli = G(DIDi, DIDj, Ti, Mxi, Myi, Ri) in

1 new TTA: timestamp;

2 let WIA = Xor (L(Ri), g(sj, (Mxi, Myi), TTA, Ti)) in
let HTA = g(WT&, sj, TTA, Ti) in

74 out (s, (WTA, HTA, (Mxi, Myi), TTA,Ti)).

63 in (g, (DIDi: bitstring, DIDJ: bitstring, Mxi: bitstring, Myi: bitstring, Ti: bitstring, vi: bitstring));

let (NTAx: bitstring, NTAy: bitstring) = ECCl(s0, (Mxi, Myi)) in
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let SNj(P: bitstring, ppub: bitstring) =
(*Sensor node registration phase*)
in(s, (IDJ: bitstring, sj: bitstring));

(*Authentication and key agreement phase¥)

let HTAL = E(WTA, s3j, TTA, Ti) in

1 = L B = O LD oo -

in (s, (WTA: bitstring, HTA: bitstring, Mxi: bitstring, Myi: bitstring, TTA: bitstring, Ti: bitstring));

if HTAl = HTA then
85 event userauthenticated(skij):
; new TJ: timestamp;
87 let Ri = Xor(WTA, E(sj, (Mxi, Myi), TTA, Ti)) in
88 new bj: bitstring;
89 let (Bxj: bitstring, Byj: bitstring) = ECC(bj,B) in
50 let (bxj: bitstring, byj: bitstring) = ECCL(bj, (Mxi, Myi)) in
91 let skij = 1((bxj, byj), IDj, L(Ri), L(sj), Ti, Tj) in
92 let wsnj = F(skij, IDj, Tj) in
let wj = Xor(L(sj), E(IDj, L(Ri), (Mxi, Myi), (Bxj, Byj))) in
94 out (g, (W'Jr vsnj, (ijl BYj)r TJ”
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7 let SNJ(P: bitstring, ppub: bitstring) =
(*Sensor node registration phaset)
in{s, (ID]: bitstring, sJ: bitstring));

(*Authentication and key agreement phase*)

82 in (s, (WTA: bitstring, HTA: bitstring, Mxi: bitstring, Myi: bitstring, TTA: bitstring, Ti: bitstring));
83 let HTAL = E(WT&, Sj, TTA, Ti) in

34 if HTAl = HTA then

35 event userauthenticated(skij);

86 new Tj: timestamp;

let Ri = Xor(Wr&, E(sj, (Mxi, Myi), TT&, Ti)) in

new bj: bitstring;

let (Bx]: bitstring, Byj: bitstring) = ECC(bj,P) in

let (bxj: bitstring, byj: bitstring) = ECCI(bj, (Mxi, Myi)) in
91 let skij = 1((bxj, byj), ID], L(Ri), L(s]), Ti, T9) in

92 let vsnj = F(skij, IDj, Tj) in
93 let wj = Xor(L(sj), E(IDj, L(R1), (Mxi, Myi), (Bxj, By]))) in
94 out (¢, ("‘YJ! VSIlj, (ij! BYj)! TJ”
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124 let sci(Ri: bitstring, P: bitstring, ppub: bitstring, Bioli: biometric, ID1i: bitstring, pwli: bitstring, gli: bitstring) =
(*New login phase*
in (s, (Rli: bitstring, Xi: bitstring, Yi: bitstring, zi: bitstring, IDj: bitstring));
127 let gli = Rep(Biocli, zi) in
128 let k1 = X¥or(¥i, e(ID1i, pwli, gli)) in
126 let PRW1i = h{pwli, k1) in
130 let x1i: bitstring = h(PRW1i,qli) in

new Ti: timestamp;

new m: bitstring;

let (Mzi: bitstring, Myi: bitstring) = ECC(m,P) in
let (Nxi: bitstring, Nyi: bitstring) = ECC(m,ppub) in
let RID1i: bitstring = h(kl, ID1i) in

let DIDi: bitstring = Xor(RID1i, Nyi) in

138 let DIDj: bitstring = Xor (IDj, Nxi) in

139 let R2i = Xor(Ri, h(IDii,gli)) in

140 let vi = £(DIDi, DIDj, Ti, (Mxi, Myi), R2i) in
141
142 out (¢, (DIDi, DIDJ, (Mxi, Myi), Ti, vi));

in (e, (wj: bitstring, vsnj: bitstring, Bxj: bitstring, Byj: bitstring, Tj: bitstring));
let Lsj = Xor(wj, G(IDj, L(R1i), Bxj, Byj, Mxi, Myi)) in

let sklij = Q(ID]j, L(R1i), Lsj, Ti, Tj)in

let vlsnj = e(sklij, IDj, Tj) in

if vlsnj = vsnj then

event sensorauthenticated(skij):

150 in (s, (R1i: bitstring, Xinew: bitstring, Yinew: bitstring, zinew: bitstring)).
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152 process

153 new s0: bitstring;
154 new ppub: bitstring;
155 new gli: bitstring;
156 new pwli: bitstring;
157  new IDIi: bitstring;
158 new Bioli: biometric;
159  new ppub: bitstring;
160  new P: bitstring:
161  new Ri: bitstring;
162 new Bioi: biometric;
163 new pwi: bitstring;
164  new k: bitstring:
165 new PRW1i: bitstring;
166 new IDi: bitstring;

169 ((!TA(s0, ppub, P)) | (!SNj(P, ppub)) | ('user(k, pwi, Bioi, ppub, P, IDi)) | (!sci(Ri, P, ppub, Bioli, ID1i, PRW1i, gli)))
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(*Query*)

event userauthenticated(bitstring).
event sensorauthenticated(bitstring).

[ Y S PV e ]

-1 &

query attacker (skij).

free SKij: bitstring.

F S N L I P B I FU I ST I SV WL R Y

query event (userauthenticated(skij)) ==> inj-event (userauthenticated(SEij)).
gquery event (sensorauthenticated(skij)) ==> inj-event (sensorauthenticated(SKij)).
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-- Query not attacker(skij[])
nounif mess(s[],RIDi_436)/-5000
Completing...

Starting query not attacker(skij[])
RESULT not attacker(skij[]) is true.

-- Query inj-event(userauthenticated(skij[])) ==> inj-event(userauthenticated(5Ki

i1
nounif mess(s[],RIDi_1088)/-5000
Completing...

Starting query inj-event(userauthenticated(skij[])) ==> inj-event(userauthenticat

ed(SKij[1))

RESULT inj-event(userauthenticated(skij[])) ==> inj-event(userauthenticated(SKij[

‘])) is true.

-- Query inj-event(sensorauthenticated(skij[])) ==> inj-event(sensorauthenticated

(SKij[1))
nounif mess(s[],RIDi_1847)/-5000
Completing...

Starting query inj-event(sensorauthenticated(skij[])) ==> inj-event(sensorauthent

icated(SKij[]))

RESULT inj-event(sensorauthenticated(skij[])) ==> inj-event(sensorauthenticated(s

Kij[]1)) is true.
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ABSTRACT

Wireless body area networks (WBANs) include many tiny sensor nodes which are planted in or around a
patient’s body. These sensor nodes can collect biomedical data from the patient and transmit these valuable
data to a data sink or a personal digital assistant. Later, health care service providers can get access to
these data through authorization. The biomedical data are usually personal and private. Consequently, data
confidentiality and user privacy are of primary concerns for WBAN. One of the most important factors for
providing security in e-healthcare networks, is authentication protocols which allow both parties to
authenticate each other. Recently, regarding this issue, Challa et al.[1] presented an efficient elliptic curve
based provably secure three-factor key agreement and authentication protocol for wireless healthcare
sensor networks. In this paper, firstly we identify some security flaws of the Challa et al.’s scheme such as
privileged-insider attacks, lack of forward secrecy and user traceability. Then, we present a three-factor
authentication scheme for (WBANs) and evaluate the security properties of our scheme formally via

“ProVerif”. Presented security analysis and comparisons show that the proposed scheme is an efficient
secure authentication scheme for WBANS.
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