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Legal Nature of Cyberattacks with Regard to the United
Nations Organization Charter

A. Tohidi*, M. Seyjani

Abstract

Cyberattacks are emerging as a new method of war, and entering hostility grounds. This war
method has made some ambiguities over the application of international laws because of its
intangible atmosphere. The borderline in this intangible atmosphere does not have its usability in
other contexts of international laws (land, sea, air, space). The main issue of this paper is to look at
the principles of the United Nations Charter and determine which one contains cyberattacks. Are
cyberattacks included in the principles which prevent the use of force? Are cyberattacks involved in
the principle of non-interference in the internal affairs of governments? What are the criteria for
rules and regulations of cyberattacks according to the principles of the United Nations Charter? Do
the governments under attack have the right to resort to legitimate defense and countermeasures to
confront these attacks? The criterion for identifying cyberattacks as a concept of assault is their
intensity and extent, which has also been addressed in the jurisprudence of the International Court
of Justice.

Key Words: Cyberattacks, Cyber Atmosphere, Non-use of Force, Non-Intervention in the Internal
Affairs of Countries, Legitimate Defense, Countermeasure

* Qom University - (ar.tohidi@gom.ac.ir) - Writer-in-Charge





