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* Differential attack
® Statistical analysis

B el s 43 00l s (s el o ]| o2 oS!
sl sivn ol lewo o1 5 5w U pgas slaools

el Y Copan]

ol ¥ it j0 abl e ) Oyseas allie pl dslol
e pgbal 6)LS5 5 09> 50 Gy SN (B0 j9e
A_S‘oé)_g 0y ali o U_" 6‘)" u}.w" Ai)Ja) 9 Sj}l.u Lgl.:l.qs.:‘
S50 50 ddgl Slodde Byme b oY sy j0 23y eunles
aialys byme solgituy by silsbo sBlesil 5 opal e,k
55 01 Gl o silwesly Slusz (B iz g 0

S asles Lo

Oy Lo, Y

25kl 650, slap oSl o Shos b)) &Sl 4 axgi b
olaseglio ol5ae 55 5 lagygasl (S0 pln 50 lap] s 4l »
GAun) 90 )3 dediee oz INlex Sl golass o
5 Wload 5 me EHles g lacyos] ol ol iy ol oz
At &5 S5z ge Glap oSl (S o ESup) 00 e
Sla Sy g oad (Byme diiwd gdl 4l (Jole Llogs]

el oads ools 708 laisl 4 gyl

2las 6,5 50y s pimaw (59 o> —V-Y

hosliial b s ngas laosly (5,50, Glopiuw (o)
Aoy ools 715 (s paize Djygody ;0 &S e Sy
a5 sl Gl 28 s ol bl yo aigh e bl
Calylo 1) oals oolizwl w6l &4y 2zl (SIS Sledbl (orlos

[A-a]

lowbjey pgeas bid alos o

iz b SO glls haad polye aS 05 co o8 alex ol jo
it gm0 gz S 51 oMbl g il oaiiie, gl
Less 9l prlae alom ol 50 K00 Ojle 4y 0l ()55,
Ll oS s e 0diite, paal (59, 3l ) mogar 3IS
2eal Cuoyd g g6 ol ot 4y 0 ooliiul (5,550, (b cprloe

DT sls o ) ot za,

Yp,l&o oolw pguad dbos .

‘;.09,49 J_J.Y kLJ S LQA] Jol_\.o OJ_M:).A) 6L€b)_\5_.a.)

! Cipher-image only attack
2 Known plain-image attack
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! Histogram
2 Correlation of adjacent pixels
% Peak Signal to Noise Ratio
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Abstract

The differences between textual and multimedia data, images for instance, the big size of images
for one example and the correlation of adjacent pixels for another, have led to insufficient
efficiency of traditional methods of cryptography and encrypting those data. This paper
introduces a new method for image cryptography, using chaos mappings and 1D memory
cellular automata. The method benefits from Piecewise linear chaos mapping in permutation
phase and Logistic chaos mapping and cellular automata in broadcast phase. The outstanding
characteristic of the introduced proposed algorithm is its capability of data verification in block
level that holds a great weight in military and medical functions where image data or part of it is
believed to be of great sensitivity. In this paper, the educational board of Cortex-M3 LPC1768 is
served for hardware implementation of the proposed method. The results of different studies
including key sensitivity assessment and statistical assessments depict the high level of the
sensitivity of the proposed method. Furthermore, assessment of various attacks revealed the
right level of resistance of the proposed method.
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