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Final hash

[#] Blue MidNight Wish jLuss ;28 als w550 :(¥+) JScib

fo: {0,132 — {0, 13"
Input Message block M) = (M}, M{",.. ., M), and the previous double pipe HU-1 = (H'~ ", H{ ", . H{TY).
Output: First part of the quadruple pipe QU] = (i, Q... olh.
1. Bijective transform of M7 ¢ H(=1)
W) = Pont ) - MOaH) .+ eionfd)  MOeHED) + afoni)
W}” _ IMU]—‘HU ‘l] o [ng]_’H[J 1] . [MJ]d’H1J 1:|] " [M[JJ:lej 13] o {M1 d;-HjJ 1.‘1)
wit = |Mf‘1—-Hf‘ ”> + (M e HI ”: + MPauf™) - WMPsHIM) + MlenlM)
Wi = Mm ch Y- MPsHY) & MO eHY) - [M“M,Hl’ N4 MU eHSM
wo = Mm_,ch 11 4 [Mm_,H[J 11 + MY Hu uy [Mg‘ﬂzbh'“ ny {thi & HICY)
we = IMU]_.HU 11 _ [MU]—‘H[J 11 + MYsH u Ny - MUeH!Y) 4 (MW ch“ by
wé;-:. — IMU]—‘HU 1]:' _ [MfJ]JH[J 1]} _ [M(J]de[J 1:|] _ [M[JJ HJ 13] + {M[]Jd;-HJ 13)
:EJ:I — Mt]]—‘Ht] 1] o [MEJ]—’H[J 1] _ I:Ml:J] H[J 1:|] _ [M[JJ J 13] o (M‘E].i d:,-HJ 13)
wit = |M¢‘]—-H“ ’h — (M e HE- ”: - [MEH;HE Mo+ [M"’:bw - (M[‘Jch\* By
wl = |M“]—-H“ Yy - MP»HT) + MPenf™) - MPer™") + MeHi)
wj[é:' — MU]—‘HU 1]:. _ [MEJ]JH[J 1]: _ [MU] H[J 13] _ [hﬂJJdJH‘J 1."] + {M[]Jd:,-H‘J 1-")
Wi = ,Mm_,h.cx Y- MPsHIY) - [M:Zud,h.zu N - MPeHIY) 4 {M['Jd;-H‘J n)
wj[lz:l — IMU]—"HU 1]:. + [MU]—‘H[J 1]: _ [M”]daH["‘”] _ [M[]Jd;H‘] 13] + {Mmd;-H‘J 1?)
Wi = M‘” H“ o+ P e+ MPsHY) + MU eRTY) 4+ {M,“l’ch,‘l By
Wil = |M¢‘]—-H“ ’h - [MU]—mH[’ ”: + MOsHEY) - MDD enl) - (MUeHLY)
Wi - el - el - wPen ) - adlenl ™) + odleni)
2. Further bijective transform of W,"),j —0,...,15:
QY = sy +H{TY; Q! s+ BTV Q) — W) + HETY; QY = sywi) + 1Y
Q;” — sy (W {J)} +H5U. 1); Qé” —s {W[J]) +Hu—1) Q{I) Sl{WU]) H{r—]] Q7[‘1] _ sz(wm] +H[1—1|
o) = sa(W, {”}+H“‘” = s4{w“])+H“‘”. Q‘” so(Wig ) + H,‘; Yl =suwly) +H“ Y;
1 -1 1 1)
Q"” — sy (W) + HSY; Q"” — sy W)+ R Q) —sawi) + HTY: oY = so(WiY) +H“ ;
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fi: {01 — {0, 13"

the first part of the quadruple pipe QF = ( Q“]J Q“] Weli ”).
QOutput: Second part of the quadruple pipe Q;:‘ = Q[” Q%.] e Q[’f').

Input: Message block MU = {M‘:.:'\, MIIJJ MJJ} the previous double pipe HI-1) = = (Hy ) U,Hlu U,- : -;Hjus ”:' and

1.1 For ii = 0 to ExpandRounds; — 1
Q” 116 = expand (ii +16)
1.2 Forit = ExpandRoundsq to ExpandRounds, 4+ ExpandRounds; — 1

Qi) 16 = expandy i + 16)

1. Double pipe expansion according to the tunable parameters ExpandRoundsy and ExpandRounds,.

[F] f1 o o Shos F) S

Folding f, : {0,1}7" — {0,1}™"

Input Message block M) — (M, M{", ..., M),

. [ ] ]
quadruple pipe Q{” — (QU] QU] Qg;], QEL, ?{I )
Output: New double pipe H() — (H;’ ul.., H.',{i, ).

1. Compute the cumulative temporary variables XL and XH.

XL = ol & o & ... & o)
xH= XL & QY & o & ... & QU

2. Compute the new double pipe H!'):

Hl - (SHLS{XH) & SHRS(QL)) & MH]J + ( ool @l
HY — (sHR?(XH) & SHLA(Q})) & M{))  + (xLe Qe
a - (sHRS(XH) & SHLS(Qj)) @ M{')  + (xL®Qy @ Q)
ao - (sHR'(xH) © SHL3(QY) & M) + (xLo0F @ ol
H - (suRP(xH)®  QF @eM) + (xLe ol o)
Hi — (sHLS(xH) @ SHROQY) @ M) + (xreQl e
u - (SHR‘l{XH)k b SHLE(QL) u:.-Mg“j + ( o0l ol
u — (sHRM(XH) & SHL2(QY) & M) + (xLe o & QY
ul —rorr*(H) + (xHe Q) eM) + (sHI¥XL)eQleqy
H® —ROTLO(H() + ( Ha 9 (}_'.-ML“J + {SHRE‘[XL} ool @ ql”
H}{,‘ —rOTLY(HY) 4 (xH @ Q‘” eMy) + (SHLS(XL)® Ql) & Q)
HY —rOTL2(H) 4 (XH @ D e Mﬂ]) + (SHL‘*EXL} @ Qi @l
Hi) —ROTLB(H[) + (xH e Q) eMp) + (SHR(XL) QW e
u® —roTLM(HY) + (XH @ ) u.-..M;f;) + {SHR**[XL} o 0¥ & ol)
uf) —rotLHY) + (xHe o eM)) + (SHRXL@ Q“' e ol)
HY _ROTLS(HD) + (xH e of eMl) + (SHRAXL)® QY eof
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Abstract

The hash function is a one-way function that converts a string of zero and one input with
arbitrary length to a string of zero and one with a constant length n. The hash function should be
fast, simple and one-way and resistant to collision attacks, Preimage and Second —Preimage.
One of the most important applications of the hash function is digital signature. By using the
hash functions, instead of entire signed message the signer first obtains the hash value of the
message and then signs the value. This will increase the security and reduce the amount of
computing. Cryptanalysis refers to all actions based on the principles of mathematics and
science whose purpose is to eliminate cryptographic security and ultimately to unlock the code
and access to the original information. Rotational cryptanalysis is one of the best and most
recent attacks on ARX systems. In this paper, for the first time, we apply a rotational
cryptanalysis and with Given the assumption of the Markov chain for the modular additions
sequence employed in two algorithms SIMD and BMW, which are second-round candidates for
the SHA-3 competition that use the ARX property in their structure. That for the BMW
algorithm we arrived at the complexity of 2(180 68) for one round of 16-rounds and the
complexity of 2°(101 88) for the entire 16-round SIMD, according to the obtained results, it can
be seen that due to the large number of modular additions As a Markov chain, the BMW
algorithm exhibits greater resistance to the SIMD algorithm and Against the rotational
cryptanalysis is has less likely to succeed.
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