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Abstracts 1

VolIP Steganography, Applications and Challenges

Z. Norouzi*, R. Rostami, S. Amjadian

Abstract

Steganography on the VVoIP Platform is a Real-time network Steganography Method, It uses VVolP
Protocols as a cover channel to hide messages. At the moment, real-time steganography is one of
the challenging research areas. The reason for this is the inherent characteristics of the transfer of
information in real time, which limits the complexity of operations. In this paper, we first describe
the definition of Steganography and describe the VolP concept briefly, and then we will describe
some of the work done in this field. In continuation, we express the way VolIP works and the
problems that we face, and then we consider the concept of VolP Steganography and describe its
challenges. Finally, introduce some of the most widely used methods of VoIP Steganography, and
then we compare the different ways of VolP steganography with each other, and discuss the
weaknesses and strengths of each of them. In the final section of this paper, we will give the
research results.

Key Words: Steganography, Network Steganography, VolP Steganography Methods, Covert
Channel, Data Hiding
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