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Algorithm 2

for i<« 1tondo

Put Req; to Request _queue

end for

while(Request _queue is not empty)
foreach req in Request _ queue do
Date = Date_Req;( )
ip=ip_Req;( )
Normalization _Re quest(Red; )
StringTokens(Re quest, A)
SearchGenKeywords(S, X)
SearchGoodEntry(S, X)
SearchBadEntry(S, X)

end for

end while

Sty S a5 LA gy 95 ad 3l s25 i(Y) ek 598

P a5 e Slasin S jleslaiul Ly alos 4o
g oold aus il ;)._3..3‘53‘5_.0 DB e by Iy oy sS
@oleiming hg, Lel lm w5 w3 adsgl Slasine (plplo

A dales solaswl

oold (38,5 ¢35 -Y-1-f

a..s_:.:.fw)ﬁ £y .L:.u:y J.J?u P 6‘)‘3 |) ool ey LJ"‘
IP L)‘))Q]) 03— <L_‘:|)‘ Sl s‘JJ‘)JLAJ "’s“SL.S" OQLO] «599,9
Gk 5 Gyl eas Jluylools g canlgs o Jlu )l yloy o)l

1, ool Jgl o5 o sl pl8 g0 31 Uit wools 25,5 £
Jlsy 99 a8 (o0 3Ll 1) 0sls pgs ol g WS (oo gl
Sgy 4y Joad Jlg, O sl aile,le a5 o)1 0929 (g5l Jlo 5
ooliinl Szs8 B9y )5 69955 o slp &5 SzsS
b jn i (gl a5 JU glalas ialS Jls, (F 05 oo
Ogmodn Lals; () 09l oo ooliinl )5 (594,950 (SO
695 4t (V) oSl g oo 12l ST 52 (sl dtsn
oty a3 o i |y ool 528,555 o w0l (gt b ;]
(65853 09iS syt 31 ooliasl L Wl e 0 Sl o0
o ] Sew a )lS ool 0,5 18 Lo 5 525 550
9955 (o0 )18 Jelod 5 425 3550 oadall )l ool e 5 990 o

i rets o3l 39 Ay ol il

Algorithm 1

Function Normalization(Request)
for i< 1tondo

R = LowerCase(Req;)

Req =R

end for

fori«1tondo

D = DecreaseSpaces(Re; )
Req;=D

end for

return Request
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Function SearchGenKeywords(S, X )

StringTokens(Re quest, A)

SQLKeys =["select”,"drop","update", " delete","alter"
,"create”,"union","declare","bigen","exec","ascii"]

Algorithm 3
Function StringTokens(Re quest, A)
fori<1tondo

i=0 S :Reqi

i=0 exists AL A2,E : { List(A2[s|) and A2=[ ]}

R="9° for i(|S| do

while i< [SQLKeys| do _ S

while j <|A do if S[i]!=

if (SQLKeys[i] = Al j1) then A, = Ay +[i]
R="' else
else
R=R ho=hy
return(X = R) end for
Function GoodEntry (S, X ) List(ALS|) and AL=[ ]and E = A2[0]
R="g’ for i(|A2-1] do
i=0 . . .
f(A2i+1|-A2i|==

while i<|S| do 'h< [/l: ]Al 7] )
if (s[0..2]="0x" or S[i.i+3]=" 0x") then { ; ‘)

then Ji=|S a

{R l,nl,} else {AL= AL+[S[E..A2[i]+1] ]
. ol s E=A2i+1]}

Ise if S = 97 and S = 122

else i (ascu( [i])> and ascii(S[i]) < ) o for

then {R='R’

i) return(A = AL+[S[E.. A2[|A2|-1]+1] )
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else if (ascii(S[i]) >= 48 and ascii(S[i ) <= 58)
then {R='R’
i=i+1}
else if (ascii(S[i])==32 or ascii(S[i])==33 or
ascii( S[[i]) == 63 or ascii(S[i])==95 or
ascii( S[i]) == 43 or ascii(S[i]) == 61)

then {R='R’
i=i+1}
else{R="n'
=8|

return 'n’ } /*return n means not good entry*/
Function SearchBadEntry(S, X )

R="u’

i=0

while i < [s| do

if ((S[i.i+2]="-—"and (i+2 <= |S]))or

(Sii+3]= "= —"and (i+3 <= [S]))

then{i =S|
R="b"

else { R=R
i=i+l}
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Algorithm 4

Stepl: Check the SQL injection database

Step2: For each SQL query |

Step3: Find the inf ormation gain ratio

Step4: Based up on inf ormation gain

Step5: Create a decision node that splits with

inf ormation gain

Step6: Based up on nodes construct the tree for
classifying SQL queries as attack and non attacks.

PN PP PUOWS FUCS FESMBCIINC I H (| P 7R PN
.SQL &,

Algorithm 5

Stepl: Create a Queue Data Structure to store
incomin g requests

Step 2 : Decide whether given requests is to

access database or not

Step3: If the request is to target query thensend

it to Decision tree Analayzer and record response.
Step4: If the response is positive direct to database.
Step5: Else report failure message to user.

Step6: Finish.

SQL 3,5 alex panseas Jly; 500 (B) oy 595!

Algorithm 6

Stepl: Get the SQL request from web server
Step2: Map to the SQL injection Decision tree and
find class of SQL query

Step3: If the resulted class is attack class give the
negative result

Step4: Else give the positive response.
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ABSTRACT

The use of web applications has become increasingly popular in our routine activities, such as reading the
news, paying bills, and shopping on-line. As the availability of these services grows, we are witnessing an
increase in the number and sophistication of attacks that target web applications. SQL injection attacks are
a serious security threat to web applications in the cyberspace. SOL injection attacks allow attackers to
gain unlimited access to a database that includes applications and potentially sensitive information.
Although researchers and practitioners have proposed different methods to solve the SQL injection
problem, current approaches either fail to solve the full scope of the problem or have limitations that
prevent their use and adoption. This study is designed to provide a method for detecting and preventing
SOL injection attacks at runtime, which can detect and continuously monitor the existing and new attacks.
The proposed detection and prevention method by runtime monitoring and implementation of the decision
tree classification on the SQL injection database, blocks existing SQL injection attacks and also detects new
attacks using the database supervisor. In the end, the proposed method is compared with other methods for
detecting and preventing existing SQL injection attacks, the results showing that the proposed method is
significantly successful in detecting and preventing SQL injection attacks. Compared to the two methods
explored in this article, the presented method increases the accuracy by 12% for one method and 16% for
the other.
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