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* Receiver operating characteristic (ROC)
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? Lexical characteristics

® Domain Name Server (DNS)

* Bigram

® Distribution of characters

® Regression

” Alternating Decision Tree

8 Support Vector Machines (SVM)

® evolving Spiking Neural Networks (eSNNs)
10 Universal Recource Locator (URL)
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® K-Nearest Neighbors

® Bayesian Network

7 Gaussian

8 Bernoulli

® Multinomial

19 Extra Trees

1 Boosting Algorithms

2 Support Vector Machine
3 Multilayer Perceptron
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2 Logistic Regression
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4 Adaptive Boosting (AdaBoost)
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® Qutlier

" Over-fitting

8 Gradient Boosting
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® Performance Evaluation
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" True Positive Rate (TPR)

& Recall

® False Positive Rate (FPR)

10 Receiver Operating Characteristic (ROC)
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ABSTRACT

Domain generation algorithms (DGAs) are used in Botnets as rendezvous points to their command and
control (C&C) servers, and can continuously provide a large number of domains which can evade
detection by traditional methods such as Blacklist. Internet security vendors often use blacklists to detect
Botnets and malwares, but the DGA can  continuously update the domain to evade blacklist detection. In
this paper, first, using features engineering; the three types of structural, statistical and linguistic features
are extracted for the detection of DGAs, and then a new dataset is produced by using a dataset with normal
DGAs and two datasets with malicious DGAs. Using supervised machine learning algorithms, the
classification of DGAs has been performed and the results have been compared to determine a DGA
detection model with a higher accuracy and a lower error rate. The results obtained in this paper show that
the random forest algorithm offers accuracy rate, detection rate and receiver operating characteristic
(ROC) equal to 89.32%, 91.67% and 0.889, respectively. Also, compared to the results of the other
investigated algorithms, the random forest algorithm presents a lower false positive rate (FPR)
equal to 0.373.

Keywords: Botnet, Domain Generation Algorithms (DGAs), Machine Learning Algorithms, Blacklist,
C-&-C Server

* Corresponding Author Email: m jamali@ itrc.ac.ir



	Blank Page

