Journal of Electronical & Cyber Defence
5 Vol. 9, No. 1, 2021, Serial No. 33

Detecting of Botnets’ Malicious Domains with Deep Autoencoder Neural
Network

M. Asadi, S. Parsa*, V. Vosoghi
*Iran University of Science and Technology, Tehran, Iran

(Received: 02/04/2020, Accepted: 05/08/2020)

ABSTRACT

Botnet is a group of hosts infected with the same malicious code and managed by an attacker or Botmaster through
one or more command and control (C&C) servers. The new generation of Botnets generates C&C domain name
server’s list dynamically. This dynamic list created by a domain generation algorithm helps an attacker to periodically
change its C&C servers and prevent their addresses from being blacklisted. Each infected host generates a large
number of domain names using a predefined algorithm and attempts to map them to their corresponding addresses by
sending queries to the domain server. In this paper, the deep autoencoder neural network is used to identify domains
without any knowledge of their generating algorithm, and the performance of the proposed method is compared with
the performance of machine learning algorithms. Initially, a new dataset is created by combining a data set with
normal domains and two datasets containing malicious and abnormal domains and both manual and automated
methods are used to extract the features of the new dataset. Deep autoencoder neural network is applied to new and
pre-processed datasets and the results are compared with machine learning algorithms. Based on the obtained results,
it is possible to identify the malicious domains generated by domain generating algorithms using the deep autoencoder
neural network with a higher speed and an accuracy rate larger than 98.61%.
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2 Lexical characteristics

® Domain Name Server (DNS)

* Bigram

® Distribution of characters

® Regression

” Alternating Decision Tree

& Support Vector Machines (SVM)

® evolving Spiking Neural Networks (eSNNs)
0 Universal Resource Locator (URLS
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Deep Learning Framework
® Bidirectional Long Short Term Memory (BiLSTM)
0 Convolutional Neural Network (CNN)
1 Attention Layer
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2 Recurrent Neural Networks (RNNs)
Generalized Likelihood Ratio Test (GLRT)
Phoenix

% Information Entropy

8 Jaccard Index
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5 Hebbian learning

¢ Boltzman Machine
" Encoding

Loaals 1 olass pewds (3 Job L) wordpress aals 5
S 9 ._x_ﬂu_.o Cawddy el Y Ul Jlo cpl yo a5 (NOS)
25 Olyedn Yo mhans asels 5 Wiguy 3929 s 510 CTS
3 Jlie gl 0,8 0 1,8 eolatils jae Lol aals jo asals
oM YL mlans aials 5925 43 a>45 L Azad.com.com acels
VL 2l CTS Ty jlaie Lol anals o asels 5 olgica
ailo dgzg aials 1o (6 ST ST aals 55 a5 90,0 el
L oplp Syge ol € 50 5 oLl CSCS (Fhg jladie il
S5 dlem Vbl )50 40 CIPA Shg slade .09y dalgs
5929 ke HVTLD S5y 0l ol ooyol (g9l amals a5

ol aials ;o (TLD) YU lans atols

2559 S S5 olasi £ 5 RRC (Sg (1) Jguzr 5o

bl B9, oalad) lao o By > £ 5 RCC (Shg g el
AS oo e Ty aials 5 50 Glolas By i 2 ay oSS
b 1) aals 5 50 Jlgte o)l &5 RED (Shag (izeen
Sy g ool s |y (Azad12iau asls 55 ;012 Jlgie o3|
(V) alayl, 5l ool b soddmnle asls 45 9,51 Entropy

DS o 43|)| I)
SOty )093 (S g gl Al (599 ylw - -

LS (o cel l LSoss e Sy sl L)
) ool aiS e eolaiul e s lis 4y ba S <l gl
s S ey ol Sl s bt olgiise o]
D, g oS 4y g A0S e, Ll bl L g 00,5 el
s o by US4 Allas ol 5o 09290 asls (slaosls
T izt 5,5 (5 5wl | Lagl plgn (o4 o8
S5-2>g IS oS gy il a4 aS slasels slwl (6l (S,
A aals S s e Bhie Jeld o3 slaaials ol
Sl 5 5l JSite Ygann atels g 0205501 Laogs oty
S8 6Bl s bl )l med g sl slacl g o iSTS 51 olas
SRS AL Jlae S lgioed 552 coalpl 13,05 925 o0
Bl anals adgi slaeiy ;631 Lawgi ondiadg slaasls ol
a1 e Lo SIS o slacl wcdy,> ales 5l ¥ slasbiosls
Loggoae m5SLIS 1o gly 5 00,5 0oy 0gd oo colainl laasels
So aiiles asliojly g oo oole plais! s lake (soue
2 S50 aals Sl iS5 Sy se plgi e g Cenl (a3 LS
Wil asbojly b gllae a5 Slo asls 4y 1) ool acgaze

Wgdso o N Jesb b olajls 4y aosls g oo, Lo

Wil S eSS Wb ras slaSs (559,5 JS aSLuT)]

! Sequence
Dictionary



144 Oher 5 (gowsl Gage c@uos HIAT 0y 355 cmac Al I eolawl b Wb slaasil olgsuy sladals o Lulls

r=gy(h) )

SYazol gl o aie Jlaio sl S 51 adly o

O gy odel) Laosls alis (3,5 2STas (gl 5 ooty o5
L iS50, 955 slaaSd .aigds oo 03l el (om0
SRS wigd oo 00l (90T ¢ islite (L33901 Jgol 5l oolia]
Sl aline joban LS he, 5 510550, 0 (sla 2ol acgone
L 09 G (i w09d o0 plaml (Lol (5399 3Ll
X 6kosb b5 el ogd Blas 1 gq, L(X, 1) 5lusb sl
yse plasl 1 X los BT (550l 5 (3jsel Sin b
o5 0958 Iy Jols iS50, 095 aSls el aodls by
(F) ekl 5o a5 ool (g5b3le sllas (g 5loJilo 515 0 2ol

SOW PR PUN
I (0) =D L(xY, gy (f,(x)) i3
t

O3l g, o Ygame 55 e ol il JBla &
ploml aoiz (g (jeel (o9, alien (ol s
Lo 5 oy LS (sl 13550, 295 (slaaSit Vgame 2985 00
INT o 1o j0 0518 o 8 oolitls g0 Sy ¢l S
e Yz )85, 093 (ladSed Sl gwae lisle
Slregole Jl8 50, 955 (ras aSGD 4 S ()l 3L
by ooy o Lsle pl el sadoslaiul ws ials
Ay 3o ool Aiilyd a9 ools ralS |y eudais gly o3y
s als Lol 551, Slowlone

o 105 505 395 Ay -
b |) Gros sl soaSS Gl o0 S>ha yol> > 5o
oz 3l basis cpl 5l B ols ui’)‘ﬁ“’_‘ S8l,5 sleoussls
S5 ol mae 4l S aiis Gres sl |80, 095
NS 50, 055 a1y o] ol Gase (laSis |35 50, 045
3 Gt &S Gles sy oslaws (g lexe ol 0 asS Baes

S S ilim 50 (6999 slaodls slaxi &S pl 4 4z g L
5999 4._{}{ Lgl.&:o; slaws cwnl VP La ﬁ‘ﬁ LQ;;)"5 C‘);L"““‘ BN
(\c Jiw) Sl OMA.J;JJQJ)J \# ‘5>5)> AJYB

Smiloa 5 el g o AT Y Jos plol o 4y (uioren

olass do F5ug zlyeiwl jo 09> (g9, slagos,g oloss

Sl ool a8 5,15 )0 VY (o295 Y 5 (6395 4Y slao S
(0 JSo)

® Dimension Reduction

9 SIS 50y it 99 4y HlAT 50y 095 Al LSl
©9)5 SLpodls (g )18 50, (idu )0 095 o0 el (LES 5,
@i, it 3 g Wb e Sl by Sy LS 4
ROy ROV JO R NV ST
Sl Gl Gloy Y S50, 095 So Lol 25 &8s 0
oolaiwl (gamaiws gl oadizl i wl Shy lsicay a5
D9 s

Input layer Hidden layers QOutput layer

,;,-> ‘
S ey 355 a5 G 5l slaiges (YY) S
VY Sleadad 5 IS IS5 0g aSl Jlsle gl
Silwosly ly conl oadoslaiul oliTie, Y Y g (5,105 5,
Sl 5lw Jlsd 1 5l (aliS i) 9 65185 e, slaarY
G 3 )5S 5y 055 aSd Sle sloa¥ sl 5 Sl en
5 omized ol sabosliinl Toadedlal o axly s 5le Jled
el saosliial aSes isel sl VAl TAIST Loty
el s 13850, 055 Yo | g o )0 ool )| iy yas Ll
D9 g0 Sl yiSy 98 3l Boes aS
s o 5039 (T gl b Sy o NS -
L Siebr ST inlple a8 oo arulre basog s 5, 3l )
g 03ls Liales XY L laosls dcgezs ¢y b 18550, a5 h

KO fe(x(t))’ x© = {X(n’ ”"X(T)} ™

el X3l oadiawlne oS L (Shg Yo N aS g sbay

ool b g osls iales Gy L1, )] a8 ol sl FLeS e -
plosl so9)9 sldd an ) (g slad 5l IS (F) abal, |

...\.sbdso

TTangent hyperbolic (Tanh)

2 Rectified Linear Unit (Rel_U)
® Adam

* Encoder

% Decoder



Voo slag o oybocd ot Jlos 05 b 3 Sy ST iy pole a4 520

A

0ol acgozxo -Y-F

03ld dcgamme adgi (gl adgl ools acgaze dw 3l Allie (sl o
5l Wl le a5 conl sadoslatwl was
[Vl LSIT degame (S (slaaiels) pllo slaosls )
(ol slaaials) olgmay (glosls .Y
(Yol Sl ools acgozes .l
[vo] vo e olesle;l ools acgome .o

03l degome (399 00l dAcgeazmo duw (gilupR 0 g S S L
zlsl gl Wl g ol sloaals 5l ISCiie g0
slagisy o oado)lal 5095 5 (S (s92)l 50 slo Ty
653 slaph )9S5l (B0 50 65 LS 9 V-1 5 V-F
Ol od ad g el iawods gl dwslie gl jsede uiile
31 e g 009 (auald) 0,65, Y, FOAAYS gl ools dcgomma
99 HLS9s3 5 (s (S gl Gyl 99 65 B4
il g Lapialajl losl (sl (6,500 iz ools asgazme
plaod jloads bl Bolay 0,65 ) Sl Voo b il (6 50k
44 ‘Lmd;iLcﬂ ploul (gl ol oolaiwl ools dcgasma (sloo 55,
NS 50, 055 wac aSd bjsal gl 0old dcgaze | oo ye
0dilanBl oo 0 YY g i iile (6,80l slopiy 68l 5 Gaes
Al 0dls amats ee] g

Z L6 90 o SU 5, .¥-F

Sorsbm 99 L Boes ST 50, 095 (sras 4l b3 ln
3 G Getle 650l slapi o8l 5l (B g (oleiiy
ol Lo oolital Kefold=Y + L Jlite  omis Liel b,
sl S9-S5 830 Oypen baphy oSl o Shas oliee by,
ST Ll sl e Sl 5 Sin 285 L5
et A (gl 5 eadiaule ools asgaze 59y » Ll
ooball)l dle (5,500 o )5Sl 5 Gaas HlS 50, 055

el
Ul gbaziww N-Y-F

sl dase colo b (bl e Jo e neee 51 S
6350L slapt )58l 5 vae sloaSes jo .l o * SIS
leamiw dapt i85l S yo 0 Shee 2L, lp owitle
LSl g L s g S eds g5 s 25 aler

. TR e _
u«u.)b}.m‘so oslazul w)obwcfs GBA)L“ KL.A

* Cross Validation (C-V)

® Performance Evaluation

® Accuracy

" Precision

® True Positive Rate (TPR)
° Recall

10 F_Measure

" False Positive Rate (FPR)

Layer (type) Output Shape Param #
input 1 (InputLayer) (None, lg) 0
dense_L (Dense) (None, 12) 204
dense 2 (Dense) (None, §) 104
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dense 4 (Dense) (None, §) 40
dense 5 (Dense) (None, 12) 108
dense & (Dense) (None, 1) 208
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dense 2 (Dense) (None, 37) 2072
dense 3 (Dense) (None, 19) 722
denge 4 (Dense) (None, 37) 740
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denge_& (Dense) (None, 73) 4088
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% Bayesian

* Logistic Regression (LR
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5 Support Vector Machine (SVM)
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ABSTRACT

Botnet is a group of hosts infected with the same malicious code and managed by an attacker or Botmaster through
one or more command and control (C&C) servers. The new generation of Botnets generates C&C domain name
server’s list dynamically. This dynamic list created by a domain generation algorithm helps an attacker to periodically
change its C&C servers and prevent their addresses from being blacklisted. Each infected host generates a large
number of domain names using a predefined algorithm and attempts to map them to their corresponding addresses by
sending queries to the domain server. In this paper, the deep autoencoder neural network is used to identify domains
without any knowledge of their generating algorithm, and the performance of the proposed method is compared with
the performance of machine learning algorithms. Initially, a new dataset is created by combining a data set with
normal domains and two datasets containing malicious and abnormal domains and both manual and automated
methods are used to extract the features of the new dataset. Deep autoencoder neural network is applied to new and
pre-processed datasets and the results are compared with machine learning algorithms. Based on the obtained results,
it is possible to identify the malicious domains generated by domain generating algorithms using the deep autoencoder
neural network with a higher speed and an accuracy rate larger than 98.61%.

Keywords: Botnet, Domain Generation Algorithms (DGAs), Feature Extraction, Deep Neural Network, Deep
Autoencoder Neural Network
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