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Detection Algorithm (C,P, M, A, K)

1.relation = unknown

2.anomaly = false

3if C, ¢ TS then

4. for all variables k in M then

5. if M,[k] 2 M,y[k] then

6. if relation
€ {superset, correlated} then

7. relation = correlated

8. else

9. relation = subset

10. elseif M,[k] < M,[k] then

11. if relation
€ {subset, correlated} then

12. relation = correlated

13. else

14, relation = superset

15. else

16. return Disjoint

17. end for

18. if A, = A, then
19.  return Redundancy

20. else

21.  switch (relation)

22, case superset

23. return General
24. case subset

25. return Shadowing
26. case correlated

27. return Correlation
28. end switch

29. endif

30.end if
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ABSTRACT

Software defined networks have attracted enormous attention because they simplify the process of setting up
the network. They have been able to leave behind in a short time, most of the technologies that were used in
traditional networks by industrialists and researchers. The ease and efficiency are due to the separation of
control and data planes from each other such that the control plane is a logically centralized controller and
the data plane switches in as the flow table has been implemented. In these networks, network topology
adjustment is done using a flow table that has special flow rules and network services, such as Qos, security
and etc., which operate as programs on the network. Flow tables can be directly or indirectly changed by
any of these services in the network. Although access to the table of current units simplifies network
configurations, it could lead to anomalies between flow rules for separate modules. In addition to
consuming too much switch memory, these anomalies can cause problems for network security and
applications. Fortunately, so far, some researches on the detection of anomalies in flow tables of software
defined networks has been done but this method is not only imposing a great deal of time and processing
on the controller, in some cases only conflict resolution has been performed. In this paper we have shown
how to speed up the detection algorithm and then tried to improve the speed of anomaly detection algorithm
in the flow table of switches in the software defined networks using different variables.
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