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ABSTRACT

The software defined network (SDN) is a new computer architecture, where the central controller is applied.
These networks rely on software and consequently, their security is exposed to different attacks through
different components therein. One type of these attacks, which is the latest threat in computer network
realm and the efficiency therein, is called the distributed denial of services (DDoS). An attempt is made to
develop an attack- detector, through a combined statistical and machine learning method. In the statistical
method, the entropy, based on destination IP and normal distribution in addition to dynamic threshold are
applied to detect attacks. Normal distribution is one of the most important distributions in the theory of
probability. In this distribution the entropy average and standard deviation are effective in attack detection.
As for the learning algorithm, by applying the extracted features from the flows and supervised
classification algorithms, the accuracy of attack detection increases in such networks. The applied datasets
in this study consist of: ISCX-SlowDDoS2016 <«ISCX-IDS2012, CTU-13 and ISOT. This method
outperforms its counterparts with an accuracy of 99.65% and 0.12 false positive rate (FPR) for the
UNB-ISCX dataset, and with an accuracy of 99.84% and 0.25 FPR for CTU-13 dataset.
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Algorithm 1 The DDoS Detection Algorithm

! Accuracy

2 Precision

% Recall

* F-Measure

® True Positive Rate(TPR)

1: Procedure DDoS Detection
2:Input: & ,P.T. o
3:0utput: Detection-Result
4: Set
P & Sampling Period
T <— Sampling interval
Thr&— Threshold
o <— Threshold Multiplication Factor =2

", < Average Entropy

¢ <— standard Deviation
: while T !==P do
Analyze the network Traffic and extract packet header features and
aggregate every T seconds in ListFlow
end while;|
: FlowAdd to ListFlow
: Compute the Entropy (H 5_») between network flows using Eq. (2).

w

-

«®

: Calculate the Average Entropy ( 7, ) for a particular time interval using
Eq. (4).

9: Compute the standard deviation (o) for a particular time interval using Eq.
(8)-

10: Compute Differences between Hm.‘and 1.58, using Eq. (6).

11: while D(UJ <= T do

12: if Hpy > 155, then

13: a=a+1
14: Thr =a*c
15: end if;

16: i (05F, < Hy pyyand(H ) <138 then

17: a=a
18: Thr =a*c
19: end if;

20:  if Hypy <03H, then

21: a=a-1
22: Thr = a *g
23: end if;

24: end while;
25: Detect Result= DDoS attack
26: Filter part of the dataset which detect as attack and TPR =100
27: Extracts 9 features : APS, FRR, NPF, Packet In, Count Bytes ,
CountSentSrc, CountReceiveSre, InputDegree, OutputDegree
28: Build training model for each classification algorithm
(J48, Random Tree, Logistic Regression, RepTree, Bayes Net)
29: Compute Accuracy, TPR, FPR, F-Measure, Precision

30: end Procedure
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! Response Time

8no \ Capturing from enl _ [Wireshark 186 (SVN Rev Unknown from unknown)]
Fle Edt View Go Capture Analyze Statistics Telephony Iools [ntemals Help

BHOAN EEXeL A eonTE R QA

Fikter: ’oi LIExpressmnm Clear Apply Save

Source Destination Protocol | Length| info 4

192.168.1.140 192,168,1.154

0FP 86 Stats Request (CSM) (208)
102.168,1,212  192.168.1,140  OFP 74 Hello (M) (88)
192.168.1,140 192,168,1.212 OFP 74 Hello (M) (e8)
192.168.1.140 192.168.1.212 OFP 74 Features Request (CSM) (e8)
192,168.1.212 192,168.1,140 OFP 194 Features Reply (Csw) (1286)
192,168.1.140 162,168.1,212 OFP 138 Flow Mod (CSH) (728)
192.168.1.140 192,168.1.212 OFP 78 Set Config (CsM) (128)
192,168.1.140 192,168.1.212 OFP 74 Get Config Request (CSM) (88)
192,168.1,212 102,168.1,140  OFP 78 Get Config Reply (CSM) (128)
192,168.1.140 192.168.1.154 OFP 98 Stats Request (CM) (328)
192,168.1,140 192.168.1.154 OFP 78 Stats Request (CSM) (128)
192,168.1.140 192,168, 1,154 OFP 86 Stats Request (CSM) (208) :
1| |
b Frame 428: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface 0
b Ethernet II, Sre: 10:40:f3:94:e0:82 (10:40:3:94:20:82), Dst: 00:0c:29:9¢:17:f6 (00:0¢:29:9¢:17:16)

b Internet Protocol Version 4, Src: 192,168.1,140 (192.168,1,140), Dst: 192.168.1.154 (192,168.1,154)
b Transmission Control Protocol, Src Port: 6633 (6633), Dst Port: 34600 (34600), Seq: 1, Ack: B, Len:
b OpenFlow Protocol
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if (Sent. containsKey(ListFlowClass.get(1). ipD))
#pS = Sent.get(ListFlowClass.get (). p0) size() / (double) (Sent.get( ListFlowClass.qet(i).p0).sizel)
else
s =6
if (Sent. containsKey(ListFlowClass.get(1). ipD))
NPF = Receive. get(ListFlowlass.get(1). ipd).size() / (double] (Sent.get( ListFlowClass.get(1). ipd).siz
else
WPF=1;
if (Sent. containsKey(ListFlowClass.get(1). pS))
(ountBytes = EntropyFLow(Sent. get(ListFlowClass.get 1) 10S));
else
CountBvtes = -1;
if (Receive. containskey(ListFlowClass.get(1). ps))
(ountedSentSource = EntropyFlow(Receive. get (ListFlonCTass. get (1). 1p5));
else
CountedSentSource = -1;
if (Sent. containsKey(ListFlowClass.get(1). ipD))
(ountedReceiveSource = EntropyFlow(Sent. get (ListFlonClass.get (1). 1p0));

else
CountedRecedveSource = -1;
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ABSTRACT

The software defined network (SDN) is a new computer architecture, where the central controller is applied.
These networks rely on software and consequently, their security is exposed to different attacks through
different components therein. One type of these attacks, which is the latest threat in computer network
realm and the efficiency therein, is called the distributed denial of services (DDoS). An attempt is made to
develop an attack- detector, through a combined statistical and machine learning method. In the statistical
method, the entropy, based on destination IP and normal distribution in addition to dynamic threshold are
applied to detect attacks. Normal distribution is one of the most important distributions in the theory of
probability. In this distribution the entropy average and standard deviation are effective in attack detection.
As for the learning algorithm, by applying the extracted features from the flows and supervised
classification algorithms, the accuracy of attack detection increases in such networks. The applied datasets
in this study consist of: ISCX-SlowDDoS2016 <«SCX-IDS2012, CTU-13 and ISOT. This method
outperforms its counterparts with an accuracy of 99.65% and 0.12 false positive rate (FPR) for the
UNB-ISCX dataset, and with an accuracy of 99.84% and 0.25 FPR for CTU-13 dataset.

Keywords: Distributed Denial of Service, Software Defined Network,Entropy, Normal Distribution,
Classification Algorithm
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