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Abstracts

New Critical Infrastructure Protection Strategies
M. T. Tahooneh, R. Dashti*, R. Ghaffarpour, Gh. Jalali

Abstract

The electrical industry is one of the most sensitive energy-industries as the infrastructure and
social life depend on it. This important energy source has always been subject to a variety of
threats from hostile groups. This industry has a variety of assets that are each affected in a
different way, and therefore a variety of immunization strategies and civil defense approaches
are required. In this article these assets are explained separately, and civil defense requirements
for each one, are discussed from the viewpoint of passive defense principles. These assets,
which include network assets, such as major assets, communications facilities, human resources,
machinery and tools, etc. are analyzed separately in this article. Then the relevant requirements
and strategies for each asset are presented, according to passive defense principles and taking
into account the issues of camouflage, surveillance, trickery, retrofitting, locating, scaling,
scaling, moving, aligning, resuscitation and preparation and storage of spare-parts. In this way,
executive solutions that can provide a comprehensive framework for passive defense can be
presented.

Key Words: Requirements, Civil Defense, Asset, Electricity Industry
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