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! Recovery Potential

2 Absorbing Potential
% Safe

* Reliably
® Affordably
® Environmentally Responsibly



AR 5l ) oyl pgd Jlo &« SIOb poeid ™ oo g pid

OA

Comdy odmoslis wilg oo b asls w5 ey
b (o5 sloasls S0 Bk 5l aiil e by b Ll
N e
Jere caabad by p0 YLl blie jo kb <
s (8589 Jlaizl aule) coslad poe ol
e VLol )3, (Bolai (g, j0 &S J>)s
DS o0 )8 Az 3o 90 Coalad pue d92g
5 bg Joe 5o ey b yitte Jlid, tbiws] blio yo by <
B9bon (omiy 2 Bmnl Sl 50 g 1 i
dily o Sl g pSeslal gl (abd sliwl Joo S
DVY] ol j dsles

t
Rsz'[lOO—Q(t)]dt D)
to
f 5 was o 7, ol a5 cal abasd T colee opl jo
S 3,5 el o5 o & amdlr o5 e i
Wil ol ()8 wepd Ve andly colun; CekS A
(©) JS5 3 jloasle 4ol &5 4 RL) (55510t Slilb L

Q(t) A

100

Resilience
Loss

>
time

]
'
'
1
|
T
t

Sglol lals [Lxs () JSio

(=]
o~
—

5 oml Gysloli casealad RL ol polie YL IS5 5o
el s $9l0l YL Ol oammsglas ol oS polie
odliinl Gl oo (oo £55 2 1O (m3ee gy (5l 4z )5
S ESlog) SokS &S WS e 8 Sl al (OS 0S
‘5)&;})'1 .»l.o;u;o RVOY: PR EEVRIPU SN W FER VSRR IR PRI
Slgee LYV-YADL ezl Gy Gk (opslol clis
(P b S gemuay il 0gdll Ol e casmolid

TOXT /2
2., X )

* *

r

R(X,T):T

Tg &ols 5l azdycennsl o Sloe 5l gao, laasay X

WS pyp 1y Sl pslol > g sl e
ol oo, ainn slp |y ol am Wl basuw (izxen
Lol Oldllae o o3 Gley 0,5 4S5 Pl 6,135 )il
G arli cwyp 4 aslol [0 igodg0 Al pdgy (glp S

(i sl a1
gt b3l Sl S (A5 oozlr VY] a2
ilod oo (B yxe 48 (nl | (asmetanny 5 (slox]
anlllans g0 s Sl g s <
Gl el cenlin obiie glulis <
5 B OS] § e S e ool <
PSR
s ol 1,505k plulis <
Glolid jobied  espie  gladae dmwy <
il 90 slac s
S sl 4 mls @l <
@ gopal, Jol cun o Coal pianw 0 gyslol
IYE] el ons z)ae 15 &g

A g wags oL
(Geg o
awly juals
&S5k
G rdy s ST (555000
Gy S SlalST (g 35 le o
Slaal (gl Sinlas

Slegoge 4l 4 gal> oy <
oS e (gla sl Y-

baslitnn | slacgarme 5l Ygons oF ani (a5ls
s iliZe Slasie oLl jshaieas a5 el b
e 5o (ol )5 (Sigdl aile) pslol » oo
Slp S b saoye lde b g (Vo b +) TS
Gl pie b ollil)l5 Sl (o8 ans a3l 4y pltes
ke 52 4 SLiel (anass b e 258 00 (5leex 5oL
2 2l el g 085 b | o1 (S3s e (Sl g5 oo
Iva-vel o g0 cavs a1, ke

A A A A A A A

S sl asls

! Redundancy
2 Resourcefulness
3 Likert



o4 o3lide sl dosms 5 40l Lo, tale pul idlay b o BLS 5l g 8 9 a5t 53 (5391 U poteo crusd

oad i3S a5 53 Dbl Sloj b jeite slaas Y] o L
oy 02 (55l g ymet (BOLE L by (65510l e
dolae 0 by 5)9lol Jgo 3 0 4S5 eba 5\4“—1‘59 Cwd &

R s o L X CRUSIN LS

DR =NZSOHR (ti )—SQwr (i) ®

=

B @il Lo s (295 5l ul DR lade

45 ol SOWR @y sl 03 i (7955 5 SO

slasi N g o2l ploy Jsb 5o (gloy alye all i ] 50

30 (SIS &gty DR el onls a3 55 Jlas o Slej Jolye
ol 00 o 3 (A) JSCS

o iy yai o gLl Qlxe cnl 53 Joe (Solo ot e
solie plgige wmo el Wl yslol ped Sl g
Sre o YV g e 50 ges Ll i 1) (6,900l bawgie
Shles 2bik E5 L1y 6yglol a5 eads wl) loy b puiie
abhadi G [0 e 0 Sl @Sepl (58 L 0S8 o 20 )loke
o ez webior ol 0 Shee i bawgs (e
Wyl Cawnl (6yglol ke e j0 A5 g OV
Sl Wl le (4 S asile)

O |y s (s0le 0,8k a5 Il ol > <
oals £9,5 T ylej 5l 4T ams o ylid diol> g4 5
abse okl Te plo 0

oo 39 8 e aisle Lawgs 4 eadiy 50 b <
Sl Ty pley yo o @I85 g ogd e ol te
bty Gl ol 5o 1) e 3 Shas 5 3930
IS (o0 oy

Ol sl oley 5 cem o5 sl ol <
Cbls sales dolsl tf G g ggp tf 3las s ge

I o Skos gl @ o5 zlagly ead Sbik <> <

S e o)l as jlaly

A
- —— SOy = recovery without hastened condition
g_ = == SOyg = recovery under hastened condition
5
o
E CESEE
1 g
< [t
A — Dynamic
| resilience
et
'
_'_l_l_
|
1 L L 2
I 1 I i g
t ty ty time

Lgy cooluazdl g, 2(A) S

sl s oly Ty kb5 absl lr sbssee ol
o,fles Sld ggamme s syl o Slas aSeld
g1 adlgs () 5o & jguody did s )l

Q(®)

100 f—f == --==-----
Area = XT /2

time needed to recover

percentage, of
lost quality, X

L

tO T + to time

1
1
1
1
1
1
1
1
i
1
]
!
I

+

I
{
I
I
|
I
L

0 T
Syl o (5) Y

o Ul 1) solaml winpw SG 6,510l ] gz pe jo

9 W ‘5>5).> B o..\..m)l?u‘ ol C).) n)L:.xA U"‘ R o&;

(V) Jim sle W ‘5>5).> )é M aﬁ.n.]l) uﬁ‘
IS o (g el

.
»

No disruption
A level

%ADY

Expected degraded
performance level

System output

O/OADYmax

f ‘Worst-case degraded
performance level

Lol (gobazBl (5,510l jlake (puns (V) JSib

aS' 6, 9bay ol @.L{)‘)I JB 55 dolee o 6¢L€.—--~’ Hhxe

o,Slas g o JiSe i 0,5dkee [Slo %ADY (T o

Sils 5 WADY M 0 asgy sud Jisee e AT 350
RGO PSR VN

_ %ADY ™ —%ADY o)
%ADY M

oealS lanl 5 g0 v len canl See Jow ol o

Olj}so.s I, aslial @olg> oa LQ; (Bos dpy 0y Cuesd
Sl aubxs sl YAl g ye 40 205 Cpass YU s L
aS Cewl ob; oolaw! SQJLAM )L..x/.w )‘ ‘UJ’J Jjujul“"> W
SSlas (WS S e ;58 JRig e Joe gl Q] 4o
6)5'1913 By, el oabad F ki o ol 8les e gelS

R




AR 5l ) oyl pgd Jlo &« SIOb poeid ™ oo g pid

L,,JLW Lo 5l @ o ol 5 ol 0 slgiig [YY] &> e
b oo o omywd Ol )l Sl Ojle a5 'CuS e
Salol Jlme lgieds @S bla ;508 4 o e o ,50gS
ST el el b sbaaSes dd Ll ond ooliul
G 4 0)F SO Sl cub analy: o6 (gyylol

w;)ao ‘_,’S;o))) ‘os)LcA; o M‘SM 6)}JLJ
LAJ@&MMMM‘ o;&wwdb‘f&
‘5..:)‘;.,.»0 ))X)L\JBOMQA.AS)J‘S)LLJﬁM)Q Lo)).a.,.c
S Jbe gyenlil g weles Dbk ploy o 0F @
SRS ASs o3 pe (K05 Comad p olae atilecs gl
A Sgdgo iy i Aol I e lade ol 4 ol olas

R CC (V )before _shock
cc = )

Ce (V )after _shock

sy adly 5l Colr) e Sy ke S gomiay

2. dg (v.s)t

9]

2 oSV ] gl 0,8 o alold oy polisS dg )] j0 a8
st ] 4 o8 ) Al S o Jsb o oy TSt
Sl a0 5o o )8 slaws N

@ lafter shock Jeo b &5 Cenl (5)900 4S5 ol 53
s yso ko 4 Reg sl jlaie wculesia

Ol 1 yslels jlxe [yl & Sy de 035> )0
iy yas dols By 5 e odiSByan sLolE b el
Glp &5 ) Gl sloly jlaie dy oy doles jo 08 oo
ok 1y aibige el BB o5 5l Gy W T ol e
S8 oley o a8 cunl Slolss p, lade (ppisren s 0
sl 0355 ol L 50

R=E (X du /2 )Z\xD E (X du | “

! Betweeness Centrality
2 Average Betweeness

3 Closeness Centrality

* Origin Destination

Sloass eals olis (A) JS& ,0 a5 gyl Lol sl

3o Lad> 50 i (2155 b Gliebl colilB 5l wlojle
3 i U155 b 6 pdycamd (PSS i pis s0le
oboy b ke Jlaie € aiols g4y 5l L adsl Sl ads
Sl s, o1 jo aS canl onds oy i 5 Aolre o (5,810
oo gl [YY] oo 0R(t / 7)ok by s € 5l s
ool liabl colils fols lis gl Ysens R 5l aST>

D9 s

p(tle’) — p(tqle’)

. ®)
@(to) — p(tale’)

A, (tle’) =

b obsb Sl jlae opl Ojgo il o)lal a5 b jlen
aSol> &539 )‘ 00)‘5 u‘)Lw.‘> ﬁew ‘L)" C)Du g9 009 t ULG)
e S A 50 (G Batin g (uimen aps 0 lid 1) €
Szl sbanie ggame |y e wols 1 eals bk
U" )| GMJL’ W L ob)lj u‘)L.\D 9 Lg)sTUb 6Lbu.JLx5
ilod )5 dwlxe diol>

o(t)
@(to)

Disruptive
event: e/

p(t)

i
| i
Reliability | Vulnerability | Recoverability
I .

1
T
t t, 3 ty t time
o=z
Stable Original System Stable Recovered
State Disrupti Stat,

5o L;)J&JLT @l SVl Carogi H0 s 8 Sloe 1(]) JSC0

(V] o e

Slptars i3I0l @pSeilal Glp silre azye 5
il 0 1) o5 Alolae Jawgs 4l e jle Sledbl

L
R=max ) z; — *)
i Ci
SMbl pras o Ollae Slaws M YL ol o
Ci sl ollae b3k lp 5l 0590 ploy O casilyolojles
I olles 4 ond ool o Zig I olles plesl oylog
Wigd ol skis ee by jo illas den a5 Jloj .ol so
plie g 285 walys S5l 555 e 551l jlxe ol
aiboe yglol e caiadplis e (pl 555
bl el slass a5 cusl cpl Jle ol (Lol Cusgase
o &S J s cul ol (68 sglre jlis g0 Clles slow

2 G smelS 3l sbbaSlt 6l 5,910l e S



7\ o3lide sl dosms 5 40l Lo, tale pul idlay b o BLS 5l g 8 9 a5t 53 (5391 U poteo crusd

:.Amo‘_,’,a
0, if w W critical
Rr (W )=¢Pr Ctw 1F Weritical W SW oliapse
1, if W 2W ¢o)1a0se 09

Sy 4y il 5 o> Szl Br ol 0 o8

a5 cul ol e Weritical «duod ob oley ,o W W sl
el (g3l e pus Woollapse 5 99550 Yo o o3 Jloz>|
ove b dolee ol walys olym YU Jlasl L IS oS

Silose I, (Vo) IS Bub (Sass
1.0 - —
l .
I
z 08 i
5 i
8 084 i
& i
o 044 I
= il
g 4‘ r Towers - Normal Case
£ 0.24 I, !~ = Towers - Robust Case
! ! / == Lines - Normal Case
0 I —--— Lines - Robust Case

0 20 40 60 80 100 120 140 160
Wind Speed (m/s)

Jusil JSs (Fauss e 1()0) JSKb

F Gl e e Sl p oS il 6598 455 cnl SO

b Sauss goe Jgam 5l G el oo Jl 55008

e S 1 enigd IS5 00 o) S ise (sl

L aSg sbar Dg,00 Jol )y &y90 4 (JUail IS eyl )

wolio SS9 o5 @b 4 Glate T dolad sae S oy

@ o Bcige S5 L p pe ol 25 ke () anlie
9500 ol 2lso g O sy bl )|

0, if P, )<r
;)= . ' oV
1L if P@w;)>r
6910l 25 w8 L Glgs oo o2l 5 Jga> 3l o
g5 dnnslio | (slalad

Wigd 59,4 2lse g ol llpd IS5 L e 0 )

aSd Ol o0 aSed g oLl ax (S0 Sjso 0 Y
b o 0 e 5 Ol Ll b oges samasl |,
sl Xen

AC i )b 5y Al 4 lgmgcl 4y disly 5 25 -
ST Glen o,8iige (gilwands b aS (5 5k oads o)ls

2,8 Blod g (5500500 50 1) S 5 Slo

L.JBLM 6LQQLA) la W = 9o LS')" 9 oS 4.»3; }.!aJ B

sbajlre GilooS Slp 2 Gr sbeass o
bilys b ogadarlee ploy yo plebl cubl 5 gylobs
ladllas o [YO-YAl codl sus pll lsn 5 O Lassls
E5 5 @lor 5 ol Jlbaazl lulih o s Sl s yslob 4yl
oS o 3loae gl Dbk &5 rizen 5 Sl >
BRI g U Slaebl Colls sla asls 5, » i
lcise loans 5 [¥4 5 ¥V TSk Jae le ol
4.3 6)5"ul.) d5)5 6‘).: [ RON )lfal) 5;) [T‘/\ 9 T'()] VLSA-A-’)’
9 L§))‘>"’ ).'4> AJJUQA ‘as)LCAJ REGUOW- ul.u..o.]g‘ u.:.l;l.@ u}Luo
s [F2] azye o o0 p ity Slosdssls clailly
‘USAJ w‘ o..\.w‘aLz.s‘ 6)5Tub Lg)LM:LJ.M 6‘)) LQU"’MJ U"Jﬁ‘
Sl oaid gaiy asld (o5 g liebl Sl Sl Time gloay
ol o wlas sy ojlge opl 4 ols jsbay [FA-FY]al e
@ oS ige (g lwands o (5>Lo) s )‘| oolarwl b sé.‘?").n
lJ"‘ BN W PR =L..‘>‘é).: 6‘)5—‘;41.' WLA Lsle)Ludo Oy

1 5 . WY e s PO A -
@l g Sl lulpl )0 peas S e pagie 3l Ll
- . f s . .
sladss g Jusl bohs o2 5 (o) p jshiteds jLasxld
PR UGV PRV F-0W) R Y ol P lls o 5
el dnalne BB 5 slaghy, ) (Suuss

il sl sobel Judos 5l oz sk <
Az 09>y Judods cje sloasil )0 by, o
oolawl Jlanl bolas 4 cand i 61-‘2’(5.")—'.’
Dy s

5 Shes w35 Gob )l alale] jgba <
St o8 )5 s Jlanl Sl oS ol
Dy Ale anie b (B, ol

Gilwas Jao ol eoliiwl b Ldow jgbay <
558y Cawd 3150 Sledbl vgeS s @ g il
s slaplish alawly 4 Jinl belas s Slac
ol 435 e ) O

OB oz Ll <

W by, 5l oS5 <

olad Jusl JSo G glp 1) (Sausls s ) aolee

! Markov

2 Sequential Monte Carlo
® Fragility Curve

* Failure Rate



AR 5l ) oyl 9o Jlw & SITOb poeds ™ (cole g pis

7Y

5 oVlail dggl (Djge (nl o 0 JEe
To Cp bdSs g JUl bolas aie sla b
D550 AwlS ool (o

Sl oy 5 Sl e TSl as <
oley ksl oy o a5 wl plaisl (glaisSe
o WSS Dol b wim b b Sl bt

ey Jlaz 4 0y Ll yd 50 e £ 5

& 5 4 O
A o 5 )l gw) 2 pedlae SIS a4 allie cnl o
GloaSs Jale o aiblay 5 039> 0 yiete Olsieds 6yl
el (el b6 alax 3l L e menlie 0 aislayy 5y
Nl dlie 5 oon Srdiees] 5 Gl S aslis
G e sl Sl o eaizihe goiie iyl s
G dos Byl a3 oly aods jsba 5 sgls,S
Gl 2 Gn oaSed o8les vy sl )l Olsear sl
Ry SBSbL e el ey it slaaiz Sl e

2 Iy pleb! ol cole 5l it 5,510l v
W Cone b bLS) 0 izmen 5 o b bLS)|
el Julo g sy BB (5 s
3 05 89 Jliml b slaolas ) b3S e 6)51%’13 v
25 0 G Vb ey (o 55 ]
0557 18 47 G 9l (swyp 55 Gl yaie (b

AN S dnwgi 0je> 0 4z 5 (5l 0
Olebl Colls B 5,510k 4S5 bay el

el jome oy 5 Ll o8

Slaged oMl el S 5yl oy 5V
G b g St 5o Sladl G (8
A5y W5 NS el G g 5 s
Sla o9l 5l Wlgige @bl 09,8 @i 3,5les
Slas; Sl g 00,5 (555 gl 00 5 g o s Sy
IV wle Jslos @ 1) 0 y5ee

&lw f

Ca < 3‘5 .M-C‘&*?r—-*i’““"‘-u“‘w—g)?[\]
AYAS dacsbo ) 6 pdyoa]

OlFee WS e e Gl s sl L
solitul [FY] a0 10 3g0i Laine |y (55Tl slaasle
o1y lony s oluebl Sl Glgasly ) oLy
Sl slaasls ol 08 w6 5lol sl asls
Slads slaw 5 oais el (65,1 Olee cosliiulsyge lisels]
5 3y aoys (Bl lagals g oog b ol el
o 5l Gl alauly 4 a8 cod b S a Jlasl bylas
il oo wloads )1

Generation offine (%) == Lines offline (%) == EENS [BWhiweek)

g 100 800
80
s . . 700
E - o 600 E
—- L [
g @ i £
£ 50 - w00 B
= &
5 a: 200 §
ﬁ a0 - 200 W
g o
& 1 . 100

0 v '}

40 50 60
Wi, (MiS)

Sl g )l slaazly awlis (1Y) JSCb
Soiasls ol sasl (1)) IS5 Jlie o a5 jsbolen
sloasls b gslate L8, (plaebl cobld) (5500 po s
5 e ¥ bol copw o aS 6 5bay aims o lis sole
slae) oy el bk 58, e sl
2Bl o ol 65 68l SFEe (sl
Lol yho 4l e ¥eooh Cepn o Jlade (pl oS (g sba
oo, B Al ;o wigil bglas jeh> s 4 alies ()
O )l ey e g ok ce g Gl38 L g jaia ol
o dhse Gl 00t el (5551 g by 5 boglas
5 Cedb sty pljes e &5 CiS e

g2 amly> (55510l )51 sl cenlin slazins (5,19 0
0204285 Jlre olul a8 Cel (55,0 4SS cnl SO
139)50 OSoe Sy A b 5 4l (5 sl sl
JUl Lok (sl a5 cogl aSed T aigdl aSs <
wd)S o alie 5 sl (bshs ve Sl
sl
iS5 Slge 5l eolitul L faglie ass <
Cenly Cemw 2y 1) (FASD Gioete plots FahSLy

® Responsive Network

! Expected Energy not Supplied
2 Loss of Load Frequency

® Redundant Network

* Robust Network



FY

o3lide sl dosms 5 40l Lo, tale pul idlay b o BLS 5l g 8 9 a5t 53 (5391 U poteo crusd

[17]

[18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

[27]

[28]

[29]

[30]

[31]

International Conference on Computer Safety,
Reliability, and Security, 2007, pp. 54-67.

L. A. T. Cox Jr, “Evaluating and Improving Risk
Formulas for Allocating Limited Budgets to
Expensive Risk- Reduction Opportunities,” Risk
Anal., vol. 32, no. 7, pp. 1244-1252, 2012.

R. Gaffarpour and A. Pourmoosa, “Risk
Assessment, Modeling, and Ranking for Power
Network Facilities Regarding to Sabotage,” J.
Passiv. Def. Sci. Tech, vol. 6, pp. 128-144, 2015.

M. Hofmann, G. Kjglle, and O. Gijerde,
“Development of indicators to  monitor
vulnerabilities in power systems,” Pap. Accept.
PSAM11/ESREL2012, Helsinki, 2012.

M. Schlépfer, T. Kessler, and W. Krdger,
“Reliability analysis of electric power systems
using an object-oriented hybrid modeling
approach,” arXiv Prepr. arXiv1201.0552, 2012.

E. D. Vugrin, D. E. Warren, and M. A. Ehlen, “A
resilience assessment framework for infrastructure
and economic systems: Quantitative and
qualitative resilience analysis of petrochemical
supply chains to a hurricane,” Process Saf. Prog.,
vol. 30, no. 3, pp. 280-290, 2011.

EPRI, “Electric Power System Resiliency
Challenges and Opportunities,” 2016.

R. Alliance, “Assessing resilience in social-
ecological systems: Workbook for practitioners,”
2010.

J. H. Kahan, A. C. Allen, and J. K. George, “An
operational framework for resilience,” J. Homel.
Secur. Emerg. Manag., vol. 6, no. 1, pp. 1-48,
2009.

T. J. Pettit, J. Fiksel, and K. L. Croxton,
“Ensuring supply chain resilience: development of
a conceptual framework,” J. Bus. Logist., vol. 31,
no. 1, pp. 1-21, 2010.

S. L. Cutter, L. Barnes, M. Berry, C. Burton, E.
Evans, E. Tate, and J. Webb, “A place-based
model for understanding community resilience to
natural disasters,” Glob. Environ. Chang., vol. 18,
no. 4, pp. 598-606, 2008.

C. W. Zobel and L. Khansa, “Characterizing
multi-event disaster resilience,” Comput. Oper.
Res., vol. 42, pp. 83-94, 2014.

C. W. Zobel, “Representing perceived tradeoffs in
defining disaster resilience,” Decis. Support Syst.,
vol. 50, no. 2, pp. 394-403, 2011.

A. Cox, F. Prager, and A. Rose, “Transportation
security and the role of resilience: A foundation
for operational metrics,” Transp. policy, vol. 18,
no. 2, pp. 307-317, 2011.

A. Rose, “Economic resilience to natural and
man-made disasters: Multidisciplinary origins and
contextual dimensions,” Environ. Hazards, vol. 7,
no. 4, pp. 383-398, 2007.

D. Henry and J. E. Ramirez-Marquez, “Generic
metrics and quantitative approaches for system
resilience as a function of time,” Reliab. Eng.
Syst. Saf., vol. 99, pp. 114-122, 2012.

(2]

(3]

(4]

(5]

(6]

(7]

(8l

(9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

J. T. Brown, “Presidential Policy Directive 8 and
the National Preparedness System: Background
and Issues for Congress,” 2011.

M. Panteli and P. Mancarella, “The Grid:
Stronger, Bigger, Smarter?: Presenting a
Conceptual Framework of Power System
Resilience,” IEEE Power and Energy Magazine,
vol. 13, no. 3. pp. 58-66, 2015.

Y. Sheffi, “The resilient enterprise: overcoming
vulnerability for competitive advantage,” MIT
Press Books, vol. 1, 2005.

T. J. Vogus and K. M. Sutcliffe, “Organizational
resilience: towards a theory and research agenda,”
in Systems, Man and Cybernetics, 2007. ISIC.
IEEE International —Conference on, pp.
3418-3422, 2007.

E. S. Patterson, D. D. Woods, R. I. Cook, and M.
L. Render, “Collaborative cross-checking to

enhance resilience,” Cogn. Technol. Work, vol. 9,
no. 3, pp. 155-162, 2007.

W. N. Adger, “Social and ecological resilience:
are they related?,” Prog. Hum. Geogr., vol. 24, no.
3, pp. 347-364, 2000.

A. Rose, “Economic resilience to disasters:
Community and Regional Resilience Institute
(CARRI) research report 8, Oakridge, TN
CARRI Inst., p. 2009, 2009.

A. Rose and S. Liao, “Modeling regional
economic resilience to disasters: A computable
general equilibrium analysis of water service
disruptions,” J. Reg. Sci., vol. 45, no. 1, pp.
75-112, 2005.

R. Martin, “Regional economic resilience,
hysteresis and recessionary shocks,” J. Econ.
Geogr., vol. 12, no. 1, pp. 1-32, 2012.

L. T. T. Dinh, H. Pasman, X. Gao, and M. S.
Mannan, “Resilience engineering of industrial
processes: principles and contributing factors,” J.
Loss Prev. Process Ind., vol. 25, no. 2, pp. 233—
241, 2012.

M. Bruneau, S. E. Chang, R. T. Eguchi, G. C.
Lee, T. D. O’Rourke, A. M. Reinhorn, M.
Shinozuka, K. Tierney, W. A. Wallace, and D.
von Winterfeldt, “A framework to quantitatively
assess and enhance the seismic resilience of
communities,” Earthq. spectra, vol. 19, no. 4, pp.
733-752, 2003.

M. Chaudry, P. Ekins, K. Ramachandran, A.
Shakoor, J. Skea, G. Strbac, X. Wang, and J.
Whitaker, “Building a resilient UK energy
system,” 2011.

R. Billinton, Power system reliability evaluation.
Taylor & Francis, 1970.

R. Arghandeh, A. von Meier, L. Mehrmanesh, and
L. Mili, “On the definition of cyber-physical
resilience in power systems,” Renew. Sustain.
Energy Rev., vol. 58, pp. 1060-1069, 2016.

J.-C. Laprie, K. Kanoun, and M. Kaaniche,
“Modelling interdependencies between the
electricity and information infrastructures,” in



AR 5l ) oyl pgd Jlo &« SIOb poeid ™ oo g pid

F¥

[39]

[40]

[41]

[42]

weather effects in composite system reliability
evaluation using sequential simulation,” IEE
Proceedings-Generation, Transm. Distrib., vol.
141, no. 6, pp. 575-584, 1994.

D. Liu, F.-Y. Zhao, and G.-F. Tang, “Active low-
grade energy recovery potential for building

energy conservation,” Renew. Sustain. Energy
Rev., vol. 14, no. 9, pp. 2736-2747, 2010.

M. Vaiman, K. Bell, Y. Chen, B. Chowdhury, I.
Dobson, P. Hines, M. Papic, S. Miller, and P.
Zhang, “Risk assessment of cascading outages:
Methodologies and challenges,” IEEE Trans.
Power Syst., vol. 27, no. 2, p. 631, 2012.

M. Panteli and P. Mancarella, “Modeling and
Evaluating the Resilience of Critical Electrical
Power Infrastructure to Extreme Weather Events,”
IEEE Systems Journal, vol. PP, no. 99. pp. 1-10,
2015.

M. Panteli, C. Pickering, S. Wilkinson, R.
Dawson, and P. Mancarella, “Power System
Resilience to Extreme Weather: Fragility
Modelling, Probabilistic Impact Assessment, and
Adaptation Measures,” IEEE Trans. Power Syst.,
2016.

(32]

[33]

[34]

[35]

[36]

[37]

(38]

A. J. Holmgren, “A framework for vulnerability
assessment of electric power systems,” in Critical
Infrastructure, Springer, 2007, pp. 31-55.

M. Omer, A. Mostashari, and U. Lindemann,
“Resilience analysis of soft infrastructure
systems,” Procedia Comput. Sci., vol. 28, pp.
565-574, 2014.

L. Chen and E. Miller-Hooks, “Resilience: an
indicator of recovery capability in intermodal
freight transport,” Transp. Sci., vol. 46, no. 1, pp.
109-123, 2012.

K. Alvehag and L. Soder, “A reliability model for
distribution  systems incorporating  seasonal
variations in severe weather,” IEEE Trans. Power
Deliv., vol. 26, no. 2, pp. 910-919, 2011.

Y. Liu and C. Singh, “Reliability evaluation of
composite power systems using Markov cut-set
method,” IEEE Trans. Power Syst., vol. 25, no. 2,
pp. 777785, 2010.

R. Billinton and K. E. Bollinger, “Transmission
system reliability evaluation using Markov
processes,” IEEE Trans. power Appar. Syst., no.
2, pp. 538-547, 1968.

M. R. Bhuiyan and R. N. Allan, “Inclusion of



Journal of Shahr-e-Tabavar
Vol. 2, No. 1, 2020, Serial No. 2 5

Resiliency Concept Explanation in Electricity Network and its
Relationship with Passive Defense

R. Ghaffarpour’, M. A. Alizadeh

*Imam Hossein University

(Received: 05/06/2019, Accepted: 12/10/2019)

ABSTRACT

Power systems as main economic, security and natural life infrastructures have always been in the exposure of
sabotage threats. Operational scheduling during disruptions, reducing probable damages, and reinforcing
infrastructures considering passive defense goals are crucial and complicated tasks due to the large number of
components in power systems and their interdependency and dispersion. Conventionally, passive defense is defined
with a trihedral structure including prevention, protection, and response. However, due to emerging new security
sabotage threats with low probabilities and high impacts beside natural disasters considering the resilience problem
to lessen the impacts of disasters seems crucial. In this regard, the conventional trihedral augments to a structure with
five pillars namely, prevention, protection, mitigation, response, and recovery. In the current paper these new concepts
are discussed in power systems’ context. In the current literature, however, no practical quantitative measures are
presented to precisely analyze the resiliency status of the system in different states (i.e. pre-event, during-event and
post-event). Accordingly, the current paper firstly reviews and compares the common resiliency definitions in
organizational, social, economic, and engineering systems along with electricity networks. Then, related but
independent concepts such as risk, robustness, survivability, reliability, vulnerability and resiliency are compared and
categorized. Finally, with assessing resiliency measures in social, national defense, and natural phenomena defining
quantitative metrics for resiliency evaluation in electricity networks is facilitated. Eventually, explanation of recent
aspects of resiliency in literature helps researchers to assess passive defense requirements in a resilient power system
in a better way.
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