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ABSTRACT

Inter-component communication capability and specifically the Pendinglntents have expanded the
development of android applications. Although Pendinglntent is used in many android applications, its im-
proper use carries risks and can lead to various attacks such as denial of service, privilege escalation and
data leakage. Therefore, it is important to detect vulnerabilities associated with Pendinglntent before
android apps are published by Android app stores. One of the challenges of analyzing and detecting
vulnerabilities for Android markets is the running time duration of the vulnerability detection tools. In this
paper, a new method has been proposed to detect vulnerabilities associated with PendingIntent. PIVATool
is a tool based on static analysis for detecting PendingIntent-related vulnerabilities that takes less time to
detect vulnerabilities without compromising precision. For evaluation, PIVATool is compared with the
PlAnalyzer tool. The results on 51 selected program benchmarks showed that on average, PIVATool detects
vulnerabilities 27% faster than PIAnalyzer with the same precision.
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}

Intent implicitWrappinglntent = new Intent(Intent.ACTION_SEND);
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1
2
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