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ABSTRACT

Since the detection of anomalies in dynamic social networks takes place in a sequence of graphs over time,
in addition to the storage management challenge, the detection process is difficult due to the slow evolution
of graphs. A number of graphs are selected in the specified time frame, and by examining the changes of
these graphs, the possible anomalies are detected. Therefore, choosing the number of time points (graphs)
in the sequence of graphs is an important challenge in the detection of anomalies. In this paper, a novel
method is proposed to detect anomalies based on structural data extracted from dynamic social network
graphs. By extracting the centrality indicators from the network graph and their normalized mean, the
activity criterion for each individual has been defined. Over time, changes in the activity criterion for each
individual are measured and marked as the possibility of normal or abnormal behavior. If the individual's
behavior measure exceeds a certain threshold, it is reported as an anomaly. The results show that the
proposed method detects more anomalies with the accuracy and recall of 64.29 and 81.82 respectively, for
the VAST 2008 data set. It also, detects more anomalies by selecting different number of time points in the
graph sequence.
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Algorithm- Behavioural Measurement
Input:
Graph: G
Node: v; € V
Time Series: t, € [0, T]
Output:
List of anomalous nodes: AN[]
Method:
(1) For each v; in V:
(2) Fort,in[0, T]:
®3) Compute mean of Bc(v;, ty), Cc(vy, ty),
De(vy, ti) » N, t), d(vy, &)
to AC(v;, ty,)
(4) End
(5) BAS = Median( AC(v;, t;)| t € [0,T])
(6) EScore=1
(7) PScore=2
(8) BASList [] =[16]
(9) Choose of Behavior for v; in B1, B2, B3, B4

(120) For t in [0, T]:

(11) If Behavior is B3, B4:

(12) If Behavior in t;, is
NORMAL:

(13) BAS = BAS +
(EScore/2)

(14) EScore +=1
(15) PScore /=2

(16) If Behavior in t; is
ABNORMAL:

a7 BAS = BAS / PScore
(18) PScore +=1
(19) EScore /=2

(20) Else

(21) iBAS=Median( AC(v;, t;.)|

t, € [0, T])

(22) BAS = (iBAS + AC(v;, t;))/2
(23) BASList[k]= BAS

(24) End

(25) BAS = Min(BASList)

(26) If BAS=0:

27) Add v; to Anomaly List AN[]
(28) End

(29) Final Anomaly Nodes = B
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ABSTRACT

Since the detection of anomalies in dynamic social networks takes place in a sequence of graphs over time,
in addition to the storage management challenge, the detection process is difficult due to the slow evolution
of graphs. A number of graphs are selected in the specified time frame, and by examining the changes of
these graphs, the possible anomalies are detected. Therefore, choosing the number of time points (graphs)
in the sequence of graphs is an important challenge in the detection of anomalies. In this paper, a novel
method is proposed to detect anomalies based on structural data extracted from dynamic social network
graphs. By extracting the centrality indicators from the network graph and their normalized mean, the
activity criterion for each individual has been defined. Over time, changes in the activity criterion for each
individual are measured and marked as the possibility of normal or abnormal behavior. If the individual's
behavior measure exceeds a certain threshold, it is reported as an anomaly. The results show that the
proposed method detects more anomalies with the accuracy and recall of 64.29 and 81.82 respectively, for
the VAST 2008 data set. It also, detects more anomalies by selecting different number of time points in the
graph sequence.
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