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ABSTRACT

Fuzzers can reveal vulnerabilities in the software by generating test input data and feeding inputs to the
software under test. The approach of grammar-based fuzzers is to search in the domain of test data which
can be generated by grammar in order to find an attack vector with the ability to exploit the vulnerability.
The challenge ahead of the fuzzers is the very large or infinite search domain as finding the answer in such
a domain is hard. Grammatical Evolution (GE) is one of the evolutionary algorithms that can utilize
grammar to solve the search problem. In this research, a new approach for generation of fuzz test input
data by using grammatical evolution is introduced to exploit the cross-site scripting vulnerabilities. For this
purpose, a grammar for generating XSS attack vectors is presented and a fitness calculation function is
proposed to guide the GE in the search for exploitation. This method has realized the automatic exploitation
of vulnerability with the black-box approach. The results of this research show 19% improvement in the
number of vulnerabilities discovered compared to the white-box method of NAVEX and black-box ZAP tool,
without any false positives.
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4 Fuzz Testing or Fuzzing
® Grammatical Evolution(GE)
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Algorithm 1: Jumpify the Grammar
Input :G; , agrammar in BNF form
Output : G, , the Jumpified version of G; , in BNF form

1: G, < Empty string
2: Rulelndex < 0
3:  while true do
4: RuleName < ‘<R’+ Rulelndex+’>" [/ <R0> or <R1> or <R2>or......
5: RuleBranches < Find all occurences of RuleName in G; that end to ‘|” or ‘new line’
6: if RuleBranches is empty then /IRules are finished
7 break
8: end if
9: defaultrule «— FINDDEFAULTRULE(RuleBranches) // <R1>::=or <R2>::=or <R3>::= ......
10: /I Each RuleName has only one default rule
11: defaultproduction = « RIGHTHANDSIDE(defaultrule) // Right part of “::=" operator in rule
12: production « Empty string
13: for each branch in RuleBranches do
14: if branch # defaultrule then
15: [lthere may be multiple <Rx> in this branch, like <R1>...<R1>..<R1>..\n
16: while true do
17: TokeNize(branch) with char ‘| and ‘new line’
18: subbranch « First Token from branch
19: /I Subbranches with empty right hand side are not accepted
20: if RIGHTHANDSIDE(subbranch) # @ then
21: production « append(‘ | > + defaultproduction+ RIGHTHANDSIDE(Subbranch))
22: end if
23: branch < Find next RuleName in branch
24: if branch is empty then //subbranches are finished
25: break
26: end if
27: end while
28: end if
29: end for
30: production « defaultrule+production
31: G, < append (production+’new line’)
32: INCREMENT Rulelndex
end while
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Algorithm 2: Add Mutation Capability to the Grammar

Input : G;, agrammar in BNF form

Output : G, , the version of G; with mutation capability, in BNF form

1: G, < Empty string

2: for each production in G; do

3: if first production then  // Do this only for <R0>

4: Replace all occurences of ‘<R’ to ‘<M’

5: Replace back ‘<M0>’ to ‘<R0>’

6: G, < append (production)

7 else

8: G, < append (production)

9: end if

10: end for

11: /I Now define <M1>, <M2>, ... based on <R1>, <R2>, ...
12: for index from 1 to Number_of_Rules do

13: G, < append (<Mindex> ::= <RBORDER><Rindex><RBORDER>)
14: end for
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<SCRIPT>alert('XSS");</SCRIPT>

<SCRIPT SRC=http://xss.rocks/xss.js></SCRIPT>

<IMG SRC="javascript:alert('XSS");">

<SCRIPT SRC=http://xss.rocks/xss.js?<B>

<IMG SRC="javascript:alert("XSS")"

<SCRIPT SRC="http://xss.rocks/xss.jpg"></SCRIPT>
<SCRIPT a=">" SRC="http://xss.rocks/xss.js"></SCRIPT>

<RO0> ::=

"<"<R1><R2><R3>|<R4>">"<R3>|<R5><R2><R6>|<R4>"?<b>"|<R5><R7>""|<R8>""<R9>"jpg"<R10>
|<R11><RSPACE>"a="<R6>""<R12><R13><R10>

<R1> ::="script>"

<R2> ::= <R7>";"

<R3> ::="</"<R1>

<R4> ::= <R8><R13>

<R5> ::="<img"<R12>"javascript:"
<R6> ;:=""">"

<R7> ::="alert('xss")"

<R8> ::= <R11><R14>

<R9> ::="http:/"<R15>"rocks"<R15>
<R10> ::= <R6><R3>

<R11> ::="<script"

<R12> ::= <R14>""

<R13> ::= <R9>"js"

<R14> ::= <RSPACE>"src="
<R15> ::="/xss."
<RSPACE>:=""

<RTAB> ::="\t"

(V) oo 63959 b ol (polatdl j3ideSin o )8l (2,5 1)) JSb



1Fee bl oY o)losds (ot JLw gyl 9 (Soaig piSIl widlay” colde a4y s

<R0> ::=

"<"<R1><R2><R3>|<R4>">"<R3>|<R5><R2><R6>|<R4>"?<b>"|<R5><R7>""|<R8>""<R9>"jpg"<R10>
|<R11><RSPACE>"a="<R6>""<R12><R13><R10>

<R1> ::="script>" | "script>"<R2><R3>

<R2> ::= <R7>";" | <R7>";"<R3> | <R7>";"<R6>

<R3>:="</"<R1>

<R4> ::= <R8><R13> | <R8><R13>">"<R3> | <R8><R13>"7<h>"

<R5> ::="<img"<R12>"javascript:" | "<img"<R12>"javascript:"<R2><R6> |

"<img"<R12>"javascript:"<R7>""

<R6> ;=S| MMSM<R12><R13><R10> | "M'>"<R3>

<R7> ::="alert('xss")" | "alert('xss")"" | "alert("xss");"

<R8> ::= <R11><R14> | <R11><R14>""<R9>"jpg"<R10> | <R11><R14><R13>

<R9> ::="http:/"<R15>"rocks"<R15> | "http:/"<R15>"rocks"<R15>"jpg"<R10> |

"http:/"<R15>"rocks"<R15>"js"

<R10> ::= <R6><R3>

<R11> ::="<script" | "<script"<RSPACE>"a="<R6>""<R12><R13><R10> | "<script"<R14>

<R12> ::= <R14>"" | <R14>""<R13><R10> | <R14>"""javascript:"

<R13> ::= <R9>"js" | <R9>"js"<R10>

<R14> ::= <RSPACE>"src=" | <RSPACE>"src="""

<R15> ::="/xss." | "/xss.rocks"<R15>

<RSPACE> ::=""

<RTAB> ::="\t"

) U5 (5335 b (1) s g3 (1) JSC

<R0O>::=
"<"<M1><M2><M3>|<M4>">"<M3>|<KM5><M2><M6>|<M4>"?<b>"|<M5><M7><RDQ>

|[<M8><RDQ><M9>"jpg"<M10>|<M11><RSPACE>"a="<M6><RDQ><M12><M13><M10>
<R1> ::="script>" | "script>"<R2><R3> | <RFINISH>

<R2> ::= <R7>"" | <R7>";"<R3> | <R7>";"<R6> | <RFINISH>

<R3> ::="</"<R1> | <RFINISH>

<R4> ::= <R8><R13> | <R8><R13>">"<R3> | <R8><R13>"?<b>" | <RFINISH>

<R5> ::="<img"<R12>"javascript:" | "<img"<R12>"javascript:"<R2><R6> |
"<img"<R12>"javascript:"<R7><RDQ> | <RFINISH>

<R6> ::= <RDQ>">" | <RDQ>">"<RDQ><R12><R13><R10> | <RDQ>">"<R3> |
<RFINISH>

<R7> ::="alert('xss")" | "alert('xss’)'<RDQ> | "alert(‘’xss");" | <RFINISH>

<R8> ::= <R11><R14> | <R11><R14><RDQ><R9>"jpg"<R10> | <R11><R14><R13> |
<RFINISH>

<R14> ::= <RSPACE>"src=" | <RSPACE>"src="<RDQ> | <RFINISH>
<R15> ::="/xss." | "Ixss.rocks"<R15> | <RFINISH>

<M1> ::= <RBORDER><R1><RBORDER>

<M2> ::= <RBORDER><R2><RBORDER>

<M13> ::= <RBORDER><R13><RBORDER>
<M14> ::= <RBORDER><R14><RBORDER>
<M15> ::= <RBORDER><R15><RBORDER>

<RSPACE>:=""

<RTAB> ::="\t"

<RDQ> ::=""|"&#34;" | "%22" | "%26%2334%3B"
<RSQ> ::=""|"&#39;" | "%27" | "%26%2339%3B"
<RBORDER> ::=""|<RDQ> | <RSQ>
<RFINISH> =" | ™" | "™ | ";" | "%00"
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<SCR%00Ipt>%00Ipt>alert(\"xss\";alert('xss"));"></SCR%00Ipt>script>pt src=""xss.rocks/xss.js"></script>script>al
ert(&quot;xss&quot;xss&quot;)>)>xss&quot;xss&quot;)>)>'xss");">alert('xss")) 'xss")) &lIt;/script&gt;"">alert('xss’);">b
ody{background:url(“javascript:alert(’xss')"RSnake says, 'xss')")}</script>style><a class=xss><C><![CDATA[<i

mg style="stylesheet" id=1></script>xml>hrefxss:expr/*");;}</style><a class=xss><!--#exec cmd="/bin/echo '=htt
p:/1/xss.rocks//xssxss.jsrocks/xss.jsxss.jsjs""> </SCR%00Ipt>alert(\"xss\"xss\"\"xss\"xss\"xss\")>)</script>alert('xss");
<[style>script></style>script>"'--></a>!--#exec cmd="stylesheet" href/bin/echo '<script a=/xss//"get";>" data="&
{alert('xss")&lt;/script&gt;"></script>"'----><meta http-equiv="http://xss.rocks/rocks//xssscriptlet.ntml"></style>scri
pt>alert('xss')'xss"))>;//"></xml></script>pt src=""http:///xss.jsrocks//xss.rocks//rocks/scriptlet.ntml">body{backgrou
nd:url("<SCR)';1")">;}</style><a class=xss><
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