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Improving the Authentication in Smart Home Using
One-Time Password and Elliptic-Curve Cryptography
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Abstract

In smart homes, most objects interact with each other and with people in the home. One of the advantages of a
smart home is the ability to control and monitor the home remotely. At the same time, the smart home is potentially
vulnerable to security issues and privacy violance. Given that objects inside the smart home are always collecting
private information about people's activities, if someone unauthorizedly accesses objects inside the house, they take
control of the objects and give them data. Private property is accessed by individuals and causes damage to objects
or disclosure of information. To prevent this, people who intend to use indoor objects must be authenticated before
use. In this paper, a method to improve the authentication of individuals, based on one-time password using a
smart card and elliptic curve encryption algorithm in the smart home system, is presented. The evaluation of the
proposed method is done by Ban Logic and in Avispa environment. The results of the evaluations indicate an
improvement in the mutual authentication between the user and the gateway node to deal with common attacks on
the smart home, compared to existing methods. In addition, the proposed method prevents eavesdropping attacks
and Shoulder surfing attacks that most existing methods are unable to prevent.

Keywords:Authentication, Smart Home, One-Time Password, Smart Card, Elliptic-Curve Cryptography.
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! Mutual authentication

2 Forward secracy

% Replay attack

* Man-in-the middle attack
® Smart cart loss attack

® password guessing attack
" Eavesdropping

8 Shoulder surfing



VAR liwoy F o ylosds (oo 3l Jlw g wBlay (sbd659LS g poler ole 4y 205

o

[4] Ashibani, Y.; Kauling, D.; Mahmoud, Q. H. "A Context-
Aware Authentication Framework for Smart Homes"; |IEEE
30th Canadian Conf. Electrical and Computer Eng.
(CCECE). 2017, 1-5.

[5] Frank, M.; Biedert, R.; Ma, E.; Martinovic, I.; Song, D.
"Touchalytics: On the Applicability of Touchscreen Input As
A Behavioral Biometric for Continuous Authentication”;
IEEE Trans. Inf. Forensics Security. 2012, 8, 136-148

[6] Song, T.; Li, R.; Mei, B.; Yu, J.; Xing, X.; Cheng, X. "A
Privacy Preserving Communication Protocol for lot
Applications in Smart Homes"; IEEE Internet Things J 2017,
4,1844-1852

[7] Vandana, C.; Imam, T.; Dubey, S. "Security Issues in Home
Automation”; IJSRCSEIT. 2017

[8] Jeong, J.; Chung, M. Y.; Choo, H. "Integrated OTP-based
User Authentication Scheme Using Smart Cards in Home
Networks"; Proc. 41st Annual Hawaii Int. Conf. System
Sciences (HICSS). 2008, 294-294.

[9] Vaidya, B.; Park, J. H.; Yeo, S.S.; Rodrigues, J. J. "Robust
one-time Password Authentication Scheme Using Smart
Card for Home Network Environment"; Comput Commu.n
2011, 34, 326-336

[10] Santoso, F. K. ; Vun, N. C. "Securing loT for smart home
system"; Int. Symposium on Consumer Electronics (ISCE).
2015, 1-2.

[11] Chang, C.-C. ; Le, H.D. "A Provably Secure, Efficient, and
Flexible Authentication Scheme for Ad Hoc Wireless Sensor
Networks"; IEEE T Wirel Commun. 2015, 15, 357-366.

[12] Das, A. K.; Kumari, S.; Odelu, V.; Li, X.; Wu, F.; Huang, X.
"Provably secure User Authentication and Key Agreement
Scheme for Wireless Sensor Networks"; Secur Commun
Netw. 2016, 9, 3670-3687.

[13] Wazid, M.; Das, A. K.; Odelu, V.; Kumar, N.; Susilo, W.
"Secure Remote User Authenticated Key Establishment
Protocol for Smart Home Environment"; IEEE Trans.
Depend. Sec. Comput. 2017.

[14] Kumar, P.; Gurtov, A.; linatti, J.; Ylianttila, M.; Sain, M.
"Lightweight and secure Session-Key Establishment Scheme
in Smart Home Environments"; IEEE Sensors J. 2015, 16,
254-264.

[15] Li, Y. "Design of a Key Establishment Protocol for Smart
Home Energy Management System"; Fifth Int. Conf.
Comput. Intell. Commun. Syst. Netw. 2013, 88-93.

[16] Sierra, JM.; Herndndez ,JC.; Alcaide, A.; Torres, J.
"Validating the Use of BAN LOGIC"; Int. Conf. Comput.
Sci. Appl. 2004,5, 851-858.

[17] Masoumi, M.; Mahdizadeh, H. “The FPGA Implementation
of an Efficient Elliplic Curve Cryptographic Process over
GF(2163)”; Advanced Defence Sci.& Tech., 2012, 3, 199-
211.

[18] Naoui, S.; Elhdhili, M.E.; Saidane, L.A.; “Lightweight and
Secure Password Based Smart Home Authentication
Protocol: LSP-SHAP”; J NETW SYST MANAG. 2019, 4,
1020-1042.

[19] Shuai, M.; Yu, N.; Wang, H.; Xiong, L.; “Anonymous
Authentication Scheme for Smart Home Environment
Provable Security”; COMPUT SECUR. 2019, 132-146.

[20] Gurabi, M.A.; Alfandi, O.; Bochem, A.; Hogrefe, D
“Hardware based Two-Factor User Authentication for the
Internet of Things”; IWCMC.2018, 4, 1081-1086.

ol Sl ol S Geimren el polie 5 4 jgue 5oy e
Sl pNoe o Cygp Ll b 0gd dlleolis o4l aalgze b
Al Cewd gl e g dwslid 4 0ulgl mews (3l il sloasliy
5 g 3>l 159)9 CenlsSyo 4 muly ply Joo vt Sloply
S S5 a5 Ksp 9 Rui gloaalS b s 5 a0 cagn 5>l el
Lass 5525 85 955 3 3 GASS o oI5

Wil 00,5l Cws an 1) loe )5 SO Sledlbl (i85S
A Fewly ply 0ilg ced wXilo cad 1) Ryj lade aS el Jdoay
LJLM.\)| 5‘ 6l)_: OBy 9y Cadnnd )‘ as |) 0405)5 CA.AAJ‘}")Q
Sy ol Cgp il /09,9 Canlgsyo cazmii o g wuS L el o

g o0

S5 A B

P> ) gt Cosd ol pae g ol il 4 lay U oslexel
e o 1) Wadigr Al Sleas l eolaiwl aad a5 40,8
el gyl 5 el il 5 Jls slaaloym (33 00
993 o ol gz e (6,50l i S5 4 cnl b 05l o0
SN BV R Rt UK AN RO
S bl 4y el 9959 milo 5 08 Canglin (6 i

Sl 1o 585 1 plieds Cooal 5l gl ebien

5 Ban JLSs 5oy 3l 1 e by, lie (ol jo
Ssp ol St g (i piyeNll 5 wieise )8

Sl s lo 1) s bisn ails dilelw 4 09,9 duad a5 g0l 3l
055 5 S e e Cuga sl isolering by, oS
plasl 1) co3lgyd 0,5 5 aretign ails Lol rizmen g 0jlg)0
oh9y &S Cenl ol 5l (Sl eaiplal slo ols)l aes oo

olass U cwl jol3 gz g0 s g, b anglie o (goloiins
oled dilie wiedion Al 4 (g iy Jolae ales

b .2

[1] Bugeja, J.; Jacobsson, A.; Davidsson, P. "On Privacy and
Security Challenges in Smart Connected Homes"; European
Intelligence and Security Informatics Conference (EISIC),
2016, 172-175.

[2] Robles, R. J.; Kim, T.h.; Cook, D.; Das, S. "A Review on
Security in Smart Home Development"”; 1JAST. 2010, 15,
14-29

[3] Saleh, E.; Abou, A. "An IDS for Detection of Active Attacks
Against Rouring in Mobile Ad-Hoc Networks"; Journal of
advanced defence science and technology. 2010, 1, 15-22.



