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The Reduction of Intrusion Detection Systems Alerts by Generalizing Attack

Features in Multidimensional Data Mining Domain

M. Maleki*, M. Lotfi
Ayatollah Boroujerdi University
(Received: 05/03/2020; Accepted: 10/08/2020)

Abstract

The volume of advanced cyber attacks is increasing today; hence the use of intrusion detection systems in networks is
inevitable. One of the major problems by using these systems are considered as the high volume of low-level alarms
produced. In the present paper, one of the data mining techniques called Attribute-Oriented Induction is utilized. The
basis of this approach is to generalize low-level data to high-level concepts. By the development of this strategy in the
field of cyber attacks, the volume of intrusion detection alarms has been decreased. This reduction not only disrupts the
detection of attacks but by more focusing on the common features of the attacks, it will increase the accuracy of detection.
Moreover, one of the basic foundations of this method is a generalized hierarchy designed for effective attack features.
Another highlight of this investigation is to provide an intuitive approach to selecting features for generalization. The new
CICIDS2017 data set was employed to evaluate the proposed method, which overcame the shortcomings of its previous
data set. In conclusion, the results show a 99% decrease in alarms at the lowest generalization level and an average of
25% at the other generalization levels. In addition to the normal traffic, 14 different attack types were identified, with the
Dos Hulk attack being the most frequent with 8.16% and the Heartbleed attack having the lowest frequency 0.0004%.
Other capabilities were offered in the proposed method include the possibility of online analytical processing and
multidimensional data mining in cyber attack space by moving at different levels of generalization..

Keywords: Intrusion Detection System, Feature Generalization, Multidimensional Data Mining, OLAP, Multistage
Attacks
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8 Data Generalization

° Concept Description

0 Characterization & Discrimination

1 Attribute-Oriented Induction

2 Data Mining Query Language (DMQL)
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! Intrusion Detection Systems (IDS)

2 Alert Correlation

® Stealthy Attack

4 Collaborative Intrusion Detection Systems (CIDS)
® Network Motif

® Lattice Graph

" Frequent ltemset Mining
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2 Attribute Generalization

® Concept Hierarchy

4 Attribute Generalization Control
® Overgeneralization

® Undergeneralization
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Node(*/any")
— Node('/Any/victim')
Node( ' /Any/Victim/Server')
Node( ' /Any/Victim/Server/ONS Server')
L— Node('/Any/Victim/Server/DNS Server/win Server 2016')
L— Node('/Any/Victim/Server/DNS Server/Win Server 2016/192.168.1¢
Node( ' /Any/Victim/Server/Web Server')
Node(*/Any/Victim/Server/Web Server/Ubunto 16')
Node(' /Any/Victim/Server/web Server/Ubunto 16/192.168.10.50")
Node('/Any/Victim/Server/Web Server/Ubunto 16/205.174.165.68")
Node( " /Any/Victim/Server/web Server/Ubunto 12°)
Node('/Any/Victim/Server/Web Server/Ubunto 12/192.168.10.51")
Node( ' /Any/Victim/Server/wWeb Server/Ubunto 12/205.174.165.66")
Node( ' /Any/Victim/PC_V')
[— Node('/Any/Victim/PC_V/MAC')
L— Node(’/Any/Victim/PC_V/MAC/192.168.10.25")
t— Node('/Any/Victim/PC_V/Win 10")
Node('/Any/Victim/PC_V/Win 10/192.168.10.14")
Node( " /Any/victim/PC_V/Win 18/192.168.10.15")
— Node('/Any/Victim/PC_V/Win vista')
L— MNode( " /Any/victim/PC_V/Win Vista/192.168.10.8")
— Node( ' /Any/Victim/PC_V/Win 8_V')
L Node(*/Any/Victim/PC_V/Win 8_V/192.168.10.5")
I— Node('/Any/Victim/PC_V/Win 7pro*)
L— Node(" /Any/Victim/PC_V/Win 7pro/192.168.10.9')
— Node('/Any/Victim/PC_V/Ubunto 16.4")
Node(' /Any/Victim/PC_V/Ubunto 16.4/192.168.10.16")
Node( ' /Any/Victim/PC_V/Ubunto 16.4/192.168.10.12")
L— Node (" /Any/Victim/PC_V/Ubunto 14.4')
Node( ' /Any/Victim/PC_V/Ubunto 14.4/192.168.10.19")
Node( ' /Any/Victim/PC_V/Ubunto 14.4/192.168.10.17")
— Node('/Any/Attacker')
L— Node(" /any/Attacker/PC_A")
[ Node (' /Any/Attacker/PC_A/Kali')

L— nNode("/any/Attacker/PC_A/K314/205.174.165.73")
Node (' /Any/Attacker/PC_A/Win 8_A')
Node (" /Any/Attacker/PC_A/Win 8_A/205.174.165.69")
Node( " /Any/Attacker/PC_A/Win 8_A/205.174.165.70")
Node (" /Any/Attacker/PC_A/Win 8_A/205.174.165.71")
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GLX lization Level #0
Source IP Source Port| DestinafionIP | Destination Port|Protocol| Label | count
192.168.10.17 123 198.206.133.14 123 17 BEMIGN 1
192.168.10.51 55108 162.213.33.50 443 6 BEMIGN 1
192.168.10.51 55108 162.213.33.50 443 6 BENIGN 1
152.168.10.15 54012 205.174.165.73 8080 6 Bot 1
192.168.10.25 123 17.253.14.125 123 17 BENIGN 1
GL1: Generalization Level #1 (IP+PORT+PROTOCOL)
Source IP_ |Source Port| Desfinafion IP ination Port| Protocol| Label | count
Win Server 2016| No Private Others Private UDP | BEMIGN | 295361
Others No Private | Ubunto 16 Private TCP | DoS Hulk | 231073
Win 10 No Private | Win Server 2016 Private UDP | BEMIGN | 144503
Win 10 No Private Others Private TCP | BEMIGN | 135772
Ubunto 16.4 | No Private Others Private TCP | BENIGN | 134845
GL2: ization Level #2 (IP)

Source IP Source Port| DestinationIP | Destination Port|Protocol| Label | count
PCV No Private Any Private TCP | BENIGN | 692429
PCV No Private DNS Server Private UDP | BEMIGN | 633037
Any Private PC_V No Private TCP | BENIGN | 343405

DNS Server | No Private Any Private UDP | BEMIGN | 295361
Any Mo Private | Web Server Private TCP | DoS Hulk | 231073
GL3: lization Level #3(IP)

Source I |Source Port| Destinafion IP ination Port| Protocol| Label | count
Victim No Private Any Private TCP | BEMIGN | 692429
Victim No Private Server Private UDP | BEMIGN | 650963
Server No Private Any Private TCP | BEMIGN | 346649

Any Private Victim No Private UDP | BEMIGN | 343405
Any No Private Server Private TCP | DoS Hulk| 231073
Gl4: lization Level #4 (IP)

Source IP Source Port| Desfination IP ination Port| Protocol| Label | count
Any No Private Any Private TCP | BENIGN | 702616
Any No Private Victim Private UDP | BEMIGN | 651252

Victim No Private Any Private TCP | BENIGN | 346800
Any Private Any No Private UDP | BENIGN | 344348
Any Mo Private Victim Private TCP | DoS Hulk | 231073

GL5: Generalization Level #5 (IP)

Source IP Source Port| Desfination IP ination Port | Label | count
Any No Private Any Private UDP | BENIGN |1746444
Any Private Any No Private TCP | BEMIGN | 417942
Any No Private Any Private TCP  |DoS Hulk| 231073
Any No Private Any No Private TCP | PortScan| 133891
Any No Private Any Private TCP DDoS | 128024
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