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ABSTRACT

Ensuring the security of the Internet of Things (loT) services and the related applications is
crucial in building users' trust in utilizing the Internet of Things platform. Data generated from
various smart devices on the Internet of Things is one of the biggest concerns. Cloud computing
has emerged as a critical technology that can process such a large database repository of various
devices available on the Internet of Things. Authentication and privacy of loT-enabled devices play
a critical role in integrating the loT and cloud computing technologies. The complexity and
robustness of authentication protocols are still the major challenges. This article provides a
mutual authentication protocol for loT-enabled devices. AVISPA is used to evaluate the proposed
protocol's performance formally, and the MatLab tool is used to evaluate the time and
communication costs. The results show the superiority of the proposed protocol compared to other
approaches in terms of speed and robustness.
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