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ABSTRACT

The security of electronic payment systems has become prominent with the increase in demand.
Protection against double spending, tracing malicious users, user anonymity and privacy-preserving are
important secure goals of any electronic payment system. To achieve these goals, blockchain technology is
useful. The blockchain technology can solve many issues, such as bottlenecks, delays and operational risks
that exist in the financial industry, but blockchain-based electronic payment systems cannot punish or trace
malicious users without using a trusted third party (TTP). In this article, we present a blockchain-based
electronic payment scheme to protect the anonymity and privacy of honest users, and also trace and punish
malicious users with no need of a TTP. We have used a fair blind digital signature scheme and a secret
sharing scheme for this purpose. In our proposed method, the users also employ pseudonyms to maintain
anonymity and as these pseudonyms are generated by pre-computations, the proposed scheme has a good
performance.
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1 free
2 free
3 type
4 type
5 type
6 type
type
8 fun

5 fun
10 fun
11 fun
12 fun
] fun
fun
15 fun

c: channel.

5: channel [private].
pkey.

skey.

.

nonce.

timestamp.

exp (G, bitstring): bitstring.

expl (bitstring, bitstring): bitstring.
cerGeneration(bitstring): bitstring.
ECC (bitstring, bitstring): bitstring.
ECCL (bitstring, pkey): bitstring.
SecretShare (bitstring): bitstring.
h(bitstring, bitstring): bitstring.
hl(bitstring): bitstring.

16 fun Multiplicationl(bitstring, bitstring):
17 fun Multiplication(bitstring, bitstring, bitstring, bitstring, bitstring, bitstring, bitstring): bitstring.

bitstring.

fun division(bitstring, bitstring): bitstring.

fun
20 fun
21 fun
: fun
fun

fun

I T TS PSR SO

I T T BT BT I I B0 Y S

Blindsignature (bitstring): bitstring.

TAG (pkey, bitstring): bitstring.

recover (bitstring, bitstring): bitstring.
invers(bitstring): bitstring.
sum(bitstring, bitstring): bitstring.
signl (bitstring, bitstring): bitstring.

Gt y5500 15308 5o ailolus (5 3ilel ) Coand 1(8) S5

5 let Alice(PEA: pkey, SEA: skey, IDA: bitstring, P:

(*Initialization phase*)
out (s, (IDA, PEKR));
new APkl: bitstring:
new APkZ: bitstring:
new APk3: bitstring:
new ASK1l: bitstring:
new ASKZ2: bitstring:
new ASK3: bitstring:
new z: bitstring;

let 2 = exp(g, z) in

bitstring, g: bitstring, g: G, BPEl: bitstring) =

let ¥ = Multiplication(z, APkl, ADPk2, APk3, ASKl, ASK2, ASK3) in

out (¢, ¥);
in (c, BS: bitstring);

let creAPKl = cerGeneration(BS) in

(*payment*)
new Tl: bitstring;
new AmountTl: bitstring;

let payment = (Tl, AZmountTl, BPKl, creAPKl

new k: bitstring;
let (x: bitstring, y: bitstring) = ECC(k,
let ¥ = x in

let K = invers(k) in

let B = Multiplicationl (&SK1l, r) in
let H = sum(hl (payment), B) in

let § = Multiplicationl(K, H) in
out (c, (8, r, payment)).

in

in
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(*Initialization phase¥*)

17 new BPkl: bitstring;
78 new BPk2: bitstring;
79 new BPk3: bitstring;
30 new BSEl: bitstring;
81 new BSE2: bitstring;

new BSEKE3: bitstring;
out (s, (IDB, PEB));

new zB: bitstring;

let ZB = exp(g, zB) in

O O CoO Co oo
o o L Do

out (c, ¥B);
in (c, BSB: bitstring).
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/5 1let Bob(PEBE: pkey, SEB: skey, IDB: bitstring, P: bitstring, g: bitstring, g: G) =

let YB = Multiplication(zZB, BPkl, BPk2, BPk3, BSKl, BSK2, BSK3) in
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108 let MA(pkm: pkey, skm: skey) =

110 (*Initialization phase*)

111 in (s, (IDA: bitstring, PEA: pkey));
112 in (s, (IDB: bitstring, PEB: pkey));
113 (*tracing*)

114 in (¢, tagl: bitstring):

115 in (¢, tag2: bitstring):

116 let PRA = recover (tagl, tag2) in

117 out (c, (PRA,IDA));

118 in (e, m: bitstring);

118 in (¢, PEA: pkey).
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96 let Issuer(pki: pkey, ski: skey) =
97 (*Initialization phase*)
in (¢, ¥: bitstring);

g¢ let BS = Blindsignature(Y) in
100 out (c, BS);

102 in (¢, YB: bitstring);
103 let BSB = Blindsignature(YB) in
104 out (c, BSB).
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105 let Tracerl (APkl: pkey, APk2: pkey, APKE3: pkey, creAPEl: bitstring, P: bitstring) =
] (*payment phase?*)
in (c, (S: bitstring, r: bitstring, payment: bitstring)):;
let wl = invers(S) in
let ul = Multiplicationl (hl(payment), wl) in
let u2 = Multiplicationl(r, wl) in
let (xl: bitstring, yl: bitstring) = sum(ECC(ul, P), ECCI1(u2, APkl)) in
if r = x1 then
event userauthenticated(xl) ;
out (¢, payment);
(*tracing®*)
let tagl = TAG(APkl, creAPKl) in
out (¢, tagl).

let TracerZ (APkl: pkey, APkZ: pkey, APK3: pkey, creAPEl: bitstring) =
(*tracing*)

let tag2 = TAG(APkl, creAPKl) in
out (c, tag2).
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in

let Blockchain (ZPEl: pkey) =
C (*pavment phase¥)

a8 in {(c, m: bitstring):;

in (o, (PEA: pkey, IDA: bitstring)):
1&d out (<, m) 7
1el out (o, PEA) .

(O O O O

(3 lwdands (5295 40 Pl Seomd —A-D
Seslanl b Jdow 5 ajm8 29,5 caumslis (VF) S pled Cond cpl yo bl oo Ol jgws ol iy ccwand
Ogbse odalie a5 sboles allioe Guysan PR Pedse Brre 9 g W)ls o sladsl ledlbl 5 acgsszse
J58le 5 5 Wlazd S 15 udo 5 43325 3,50 edbelonl (slales! am3 o i | Cead ol & bgsye Sl jgts (V1) S

S o pdel cew o |y el as (o

28 (*Query*)

free r: bitstring [private].

type host.

free xl: bitstring [private].

free IDA: bitstring [private].

free IDB: bitstring [private].

query attacker (IDA).

guery attacker (IDB).

event userauthenticated(bitstring).

query event (userauthenticated(r)) ==> inj-event (userauthenticated (xl)).
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[2]

(3]

(4]

(5]

130 process

131 new g: G;

2 new P: bitstring;
new g: bitstring;
new IDA: bitstring;
new IDB: bitstring;
new BPEl: bitstring;
new APkl: pkey;

130 new APkZ2: pkey;

139 new APE3: pkey;

40 new creAPKl: bitstring;

41 new SEA: skey;

42 new PEA: pkey;

143 out(s, PEA);

44 new SKB: skey;

45 new PKEB: pkey;

146 out (s, PEB);

14 new skm: skey;

148 new pkm: pkey;

14% out (s, pkm);

150 new ski: skey;

151 new pki: pkey;

152 out(s, pki);

153 ((!'Rlice(PRA, SKA, IDA, P, q, g, BPK1)) | (!Bob(PEB, SKB, IDB, P, g, g)) | (!MA(pkm, skm)) | (!Issuer(pki, ski))
154 | (!Tracerl (RPk1l, APk2, APE3, creAPKl, P)) | (!Tracer2(APkl, APk2, RPK3, creRPK1)) | (!Blockchain (APkl))

-- Query not attacker(IDA[])

Completing...

Starting query not attacker(IDA[])

RESULT not attacker(IDA[]) is true.

-- Query not attacker(IDB[])

Completing...

Starting gquery not attacker(IDB[])

RESULT not attacker(IDB[]) is true.

-- Query inj-event(userauthenticated(r[])) ==> inj-event(userauthenticated(x1[]))
Completing...

Starting query inj-event(userauthenticated(r[])) ==> inj-event(userauthenticated(
x1[1))

RESULT inj-event(userauthenticated(r[])) ==> inj-event(userauthenticated(x1[])) i
s true.
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