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ABSTRACT

Today, many scientific problems require high computational power and storage space. Cloud computing
is a model for easy access to different resources such as storage space with minimal need for service
provider interaction. Hence the cloud environment has become a welcoming solution because of its
numerous advantages, but due to outsourcing, security and privacy issues are critical challenges. On the
other hand, task scheduling is another fundamental issue in distributed systems that use cloud computing,
because there are several tasks to be performed that require different resources while resources are limited.
Therefore, cloud tasks must be intelligently scheduled so that system performance and provider profitability
are maximized. To solve this challenge, various techniques such as gradient-based algorithms for
continuous and single-model problems are common. In cloud computing, due to the large search space and
the complex nature, these algorithms may not provide a suitable solution. Efficient meta-heuristic
techniques can deal with these problems and find near-optimal solutions in a reasonable time. In this paper,
a security-based scheduling algorithm using an improved Particle Swarm Optimization algorithm is
presented. The improved algorithm uses multi adaptive learning to provide diversity in a population and
thus provides a good balance between exploration and exploitation. The proposed task scheduling
algorithm simultaneously considers five parameters (i.e., round trip time, load, energy consumption, cost,
and security) to provide load balancing and reduce energy consumption. The proposed algorithm is
implemented using the CloudSim simulator and compared with the relevant strategies (i.e., CJS, OTSS,
GTSA, and JSSS). The simulation results show that considering the characteristics of tasks and resources,
the proposed algorithm has significant efficiency and effectiveness in the cloud environment, especially at
high workloads.
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! Security demands

2 Trust levels

® Particle Swarm Optimization (PSO)

4 Genetic-based Algorithms (GA)

® Multi-Population Genetic Algorithm (MPGA)

03 }5)&.\ |).?‘ M‘ 9 é.ng.c )‘| oolaw! » s Q.;“ e
ooy ol eslaiwl b solpiin L5 ainle; p.‘;.;.)ﬂl |
oz 3 el iz o |y ol wlyd pleagl 8lassll s
o B)l8 anasd e o (Coial 5 6550 Gl oo can )
Bk 5 eoleiday oyl pliliw a0 185 il
& WS oo ol @bl Sebiee 2b) 00 S slagiluans
g Sl ael )5 g 350 Jlons 3, Sloe Sguge 0 (soleiiy o oS!
2 s pyaby glp 1y wellS Gleas 5 Cosal Wilgs o
w20 &l lae

Yo gy Vo idn Gl ) zpd 4 allie opl aslol
ooy ohd plosl w0, Y Gisn aas o &l ) g e
SSbdail 6,500 L ol)d ploosl sleags ¥ sy 0w oo
woleriy Ghg) B i 0 wleies B | Al
Pt 005 oo o Sl g sl I ool
21 ol bl 5 oo o medsi 1) solering ) 5 ke 2L
5 SpSamt plnle e ol Lo Gilide Lalys
el 0 00,51 Vs o leolprics

by glayls Y

el Gl she o Bl et ) S Cual
03915 1) 2,5 sl asilys oo TS (sanyle; (slagits oSl
plsl mle parass e o ook Slisded waz ST oS
oo ;5 ol altes olien sy anole) Lol ond
Slaiss, 5l (S oide ool IYYYE] el Sliiss oj9> 4

S 05950 1y 62l Slslone sl S92 50 sanole;



Voo olimali oY oylodh otd JUo oyl 9 oSy il widlay” cole sy

\5¥

Slp B sanpley miyeSl Y] Gagle 5 (s ppaie

ods b oSl sls @l ) e o Tanie alS
1 o 00,28 Slobs 5 63,58 AL (sla Sy olojon
O )l ke aSLs la SRy ol poedle S oo S o
&b ol e aiS e Joe 1y g ol cass 3l g 8,
anye g Al anze Jl anse Gelul p 1) et ange
ol Hlas pewoslS b (gilwand bl S oo iy a8 Al
0dijlo 5l eolatuwl Sgupy el Wilgs g0 00l = lae oy oSl aS

Sgls

oz T IS anoley piyef [PF] ol Ses 5l
Slp 1y &350 5 i losls JLEle a5 wis S Syae |,
O gzl 55 a8 o Jlasl Wl S g, 4 o)l sl
e bl 2 il lagadle 5 ojluley azgi L1, il
O AL Gl I cnlply wis S gancagdsl Ghilsn ol
Sl 435 o0 3YL lls o5l

» e asls Ad)l?“ Oeile L35 6l ay (250 lag!
(o D5 g0 ools i 0)F S b silme edle o ]
30 S oolaw ulsl g 1y bbylS cuiueg )8 (golpiinn piy sl
mreoslS b (g5lwand bl aiS o Lzl g5l iile C o
Loanlio )5 e o,les oleiioy o)l &5 05 ol
T5959 i a Ceans aiile gt sanple; sl Sl S
@by slapt)ssll asds ojgoa (V) Jguzr o)
A o dnnlia | 00,573

Yo lailinl ©lyd plosjl (g3 lwdinga pia o5 - Y

e o Solal (gilwaige gy S D) (g sluaige o oSl
» PSO ulpls S oo (ilwand 1) e (e 280
s glad o Ol G > 4 atisly A lade 8L
3 el sy [¥P] 5 5 o bg,T VeV Lo o ol
olo las zuls ¢ wsls &l ol o b )I5° sasuley slaps ;X!
S5 iyl 5 (PSO) S plojl (g5lwaig slaby, oS
P) ‘5.>.;3QL0)' oo g, drwgd jo Suda uLuz.a Ly (GA)
S8 eolaiulsyge sl Olawlre (glp plin b amass

% Cost-based Job Scheduling (CJS)

* Optimal Task Scheduling Strategy (OTSS)
® Virtual Machine Tree (VMT)

® First Come First Serve (FCFS)

7 Standard PSO
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