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ABSTRACT

Classical anomaly detection approaches suffer from lack of detection accuracy, few concurrent detected
anomalous subgraphs, high computational complexity, low detection speed, and the compliance to use a
combination of local and global network graph information. This paper presents a new signal processing
approach to simultaneous detection of small condense anomalous subgraphs based on local information of
each unknown large-scale social graph. The approach introduces a novel sampling algorithm based on
compressive sensing to retrieve the sparse properties of static networks, and aims to improve the speed and
accuracy of detected anomalous subgraphs by reducing the complexity of data sampling. The experimental
results with generated datasets of real and artificial graphs of large social networks show that the proposed
approach in comparison with the state-of-the-art methods, increases the accuracy of simultaneous detection
of anomalous condense subgraphs and reduces the computational complexity from to in the n node
networks. Hence the proposed approach is easily applicable to anomaly detection of large complex
dynamic networks.
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2 Normative Pattern

® False Positive

4 Principal Eigenspace

® Residual Matrix

® Expected Value
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Algorithm 1 Construction of measurement Matrix Method

Input : V(G), m,], T,

1: V(G) : Set of network vertex
2: m: Number of measurements
3: 1 : Number of measurements lengths
4: T, : Average degree of graph
5: A= NULL [*Initializing Measurements Matrix*/
6: Pigns = NULL [*Initializing Transition Matrix*/
7: Foreach v e V do /*Local Computation at each node*/
8: Yu€eN(v),

W) = 2l{eywiu,w € N*(v), ey, € E}|  |nodes (u) with Degree < T|

RGO . NIl

9: end for

10: fori=1 -»m do

11:  Foreach v eV do /* First Node Selection*/
12 Pl) = |v|1—1 (z"fvav)(uﬁ

13:  endfor

14:  veyrene = Select first node relative to P(v)

15 forj=1-1 do

16: if 3u € N'(Voyprent) then  /* Next Node Selection*/
17: For each u € N'(voyprent) dO

18: Perans Weyrrents W) = #:)em)w(u)

19: end for

20: Vnexe = Select next node relative t0 Pyrqns (Vewrrent: &)
21 Nl(vcurrent) = Nl(vcurrent) — Whext

22: Nl(vnext) = Nl(vnext) - {vcurrent}

23: else

24: Vnext = Back Track to the previous node

25: end if

26: Vcurrent = Vnext

27:  end for

28: Add the visited nodes to the matrix A as a new row

29: end for

Output: measurements matrix of A

2 Status
® Local Clustering Coefficiant
* Distributed

! Transition Matrix
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Algorithm2 Anomalous Subgraph Identification

Input: vector ‘x’
1: Create neighborsList HashMap <Integer, List<Integer>>
2: Create counterList  HashMap<Integer, Integer>
3: Counter = 0; [*Initializing counter*/
4: Foreach nonzero elements of x, x; do
if (x(i) == 0) continuous;
Foreach nonzero elements of x, x; do

if (x; contains neighbor (x;))

counter + +;

x(j) =0;
0:  neighborsList.put(x;, x;);

/*set key to x; & values to its neighbor*/

HeoNdog

11:  endif
12:  end for
13: counterlList. put(x;, counter);
*set key to x; & values to relevent counter*/
14: Reset counter and x(i) = 0.
15: end for
16: Sort descending the counterList by value.
17: Get vertices and their neighbors’ equivalent to t-top keys of
the neighborsList.
Output: Anomalous Subgraphs
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“Area Under Curve (AUC)

® True Positive (TP)
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" True Negative (TN)
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' False Positive Rate (FPR)
2 Precision
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