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ABSTRACT

One of the properties of quantum cryptographic algorithms is to break the security of some systems
which are based on classical cryptographic algorithms. However, systems based on quantum cryptographic
algorithms are immune from such a risk. Another useful feature of quantum cryptographic algorithms is the
change of information (quantum states) exchanged in a telecommunication channel, which in turn can serve
for identifying leaked information (such as eavesdropping), unsafe channel or a seemingly secure channel.
Besides, the quantum secret sharing algorithm, as a branch of quantum cryptographic algorithms, has
many applications in the loT network because of its characteristics, like the possibility of a safe and secure
distribution of shares among the shareholders by the issuer of shares, a fact that is absent in the classical
secret sharing algorithm. On the other hand, one of the most important applications of the Internet of
Things (Io7) is the military Internet of Things (MIoT). Due to the fact that the lo network directly affects the
battle scenes, it is more important compared to civilian applications. Thus, the security issues related to
different parts of the MloT network are of great importance. On this account, we present a new design
using a combination of the classical cryptographic algorithm (specifically using the new digital signature
scheme) and the quantum secret sharing algorithm to enhance the security of the MIoT network, in which
the considered security requirements such as authentication, authenticity, undeniability, data integrity,
confidentiality, data freshness, anonymity, unrelatedness, etc., are more than the security requirements in
similar researches. The presented framework is also secure against all types of attacks (including repeat
attacks, denial of service attacks, identity attack attacks, eavesdropping attacks, middle man attacks,
message manipulation attacks, traffic analysis attacks, message forgery attacks, identity disclosure attacks,
etc.), suggesting more efficiency with respect to other previous works in this field.
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® Radio Frequency Identification
# Command, Control, Communications, Computers, Intelligence,
Surveillance and Reconnaissance
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T4 (Modular addition) negligible
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