Jop S s

WA 0580 W 0 {r/w‘ju
oy L ]

OF 3 S sla sla,lsol, ¢ Sledol cuks (SLagh g y suu y o
TQU’&Q M0 )L»}w RTUWERVE )

A/ VIV il f s
ANV apds gl

0..\&.:_.;

2 diile S5 e otz ju Wiyls aS Sledbl bl asly o S50 slaatils s LS A Glojle SO sla Shls g, ol
aS loslw J2b b s 7,5 60l cila 5l ales 5l wsle e Slagags ol sl Slasags (Byme 50 5 ledlbl losles oo lls
LIS VPRS- X - ,..,;l_i e |y plosle cass jo Sledlbl sla olls (5)luly 5 (sronl cooal) JALCJ,A.C Al sl col Sow
Sz 1y aile e LeMbol jLoee e slidl a5 (505005 bl o Sledbl coti ol ()] (o520 50 Sl gla sl a5 Slayags

.Mét;o
Csl (S a5 Sledbl s Golg> lawgs oadoln] @l zalS cgo plply o)ls sgzg Dledbl cuis gl alise slo g,
=l gl L g 00,5 coailosle caslin (6979 &y 9 (plwlids ulus Sledlbl coul (55950 il (6,015 wad L L g dolas

SleMbl s woal ¢ Jole e aiblay wyags dldve jlgauls’

Jsis 00iey g — hassannia@ihu.ac.ir (&) yw> plol gl olKisls o)l ol IS ggzeiils -3
mdehghany@ihu.ac.ir (£) s plol gl olKisls sole cin gic 5 050 =Y



WAY i) oF oylos oyl Jlw cJole pd ailoy o295 — oode aolilad Y

G 350 Sl die 3 (6 e 313 (6350 aslllas ;5 e
b 45 (plojex 5l 059> 93 3,50 50 Ol 31 cplslasd 5713
WS |8 dsla o 5 50 09 00,5 Bglare 09> a4 | oyl ax g
aS Cowl 0ays 5 aods (V) IS 8 cosdplol sl o)y gl
L o¥] ans o las el Jame 030555 )5 olgie 4y 1y o0l ot

3 “—
—
p—

!

e [mWave 11
C— | Wave 12|
‘_

—
-
—
—
!
!

? .

0% 5% 10% 159% 20%% 25%

[¥ 5 ¥] &yl oo oy sl pd 3o (e g a9l -V S

il oo ySetes 252 cools s Sl (6 S ol oSl s
Oy s L aS el ol ass 518 ar g 3550 g losle
Cwd 1 095 b i g oads adas o lojle jlel daosls
3130 Wl Shlas 0,5 Bl p Caz 3 1) (YL ause was o
gl ;o I¥] wo 3 salss lojle o9 4 yoie ol ol ol
3 s e G2y Swd la pie OS (G0aie B3lg> 2
Iy B55 lea e a5 ouls (5155 baylojle cadscdadls slaosls
Solgs ol 5l aledsiges [F] coul ails 5yo baglesle sl
5l Wl e
So by SO gyie Voo cased Oledbl ol sgiae -
4 azrgi Hgo USB akidls Sy 3,k 5l ol pl SSL s S
(Voo A pualgs) Sledlbl (6,50, alins
Pardos, 2 Al ylel OIS o)l (grkee Bl i <85 -
12,58 Lags om0 450 4 3585 L (2150 o

e hlo SO Glge 4 wledbl -)-Y
Lo s 5 ISl a1, b alls 5 oY o bogylosl 039,
Glos,lgis g cafin ayjp bls 4 coledb/aS o5l il
ol ol o) ) (S oS el b oy
SLedbl sla s 5l alizes g9 50 (slls Yooro Lo ylojles
lejlw Cledbl sla olils 5 pased Sledol gla ol )ls s
Jels a5’ (Sl a5eS e i 4 pased Sledbl sl ol )l
35 o L 5 bl il s L oLl IS SIS
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Email

- Instant Messaging

- Covert Channel

- Data Loss

- Insider Threat

- Data Leakage Prevention
- Data Loss Prevention
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4- False Positive
5- Document Fingerprinting
6- Forensic Hash Functions
7- Fuzzy Hashes
8- Watermarking
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1- Business Information Assets
2- Keyword Matching and Pattern Recognition Techniques
3- Regular Expressions
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1- Hard Disk

2- Memory Card

3- Solid State Disk
4- Databases

5- File Repositories
6- Data Warehouses
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4- Removable Drives
5- Infrared
6- Risk Reduction

1- Hackers
2- Intrusion Detection Prevention System (IDPS)
3- External Hard Drives
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Abstracts 1

Examining the Methods of Information Compromise and its

Countermeasures Techniques

M. H. Hasan Nia!
M. Dehghani?

Abstract

Nowadays, the assets of an organization are assessed not only through physical possessions but also
by the information they have. Information is prone to threat as are the other assets of every
organization. These threats include attack from outsiders or insiders who may intend to affect the
passive defense (security, safety and survivability) of the information assets an organization
possesses. One of the threats to which information assets are exposed to is information compromise,
the threat that causes unauthorized disclosure of confidential information. There are various ways
for information compromise, therefore; it is necessary to identify and properly organize sensitive
information in order to reduce the threats made by the information compromise events. The
sensitive information should be protected using security tools known as DLP methods that are

developed by security providers.
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