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The Role of Intrusion Detection Systems
in Web Services Security

S. Bejani1

M. R. Hasani Ahangar2

M. Akhzami3

Web services play an important role in the development of service-oriented architecture and

distributed architectures. Web services allow the reuse of software code and thus reduce the cost of

programming and communication, they have received much attention in recent years, due to the use

of the Internet as a medium of data transmission and autonomy of hardware and software platforms.

On the other hand, Web services have specific security challenges. This is especially important

when the organizations are dependent on the service in the form of Web services. In this case, with

the weakness of the current security systems to protect Web services, these organizations are

defenseless against all types of known and unknown threats that threaten Web services.Nowadays,

intrusion detection systems, are well-known to complete the levels defense in cyberspace. The main

purpose of this article is to conduct research on intrusion detection techniques and architectures of

Web services to support passive defense issues in organizations that make use of Web services.The

comparison between the architectures of intrusion detection, to achieve a high level of

understanding of intrusion detection techniques in the web services, will help to improve current

intrusion detection systems in the level of Web service, or to make specific intrusion detection

systems for these services along with other security tools.

Key Words: Intrusion Detection System, Web Service, Signature Based Intrusion Detection, Anomaly Based Intrusion

Detection, Passive Defense

1 . Instructor and Academic Member of the Computer Faculty, Imam Hossein Comprehensive University (sbejani@ihu.ac.ir )
2 . Assistant Professor and Academic Member of the Computer Faculty, Imam Hossein Comprehensive University (mrhassani@iust.ac.ir)
3 . M.S Candidate of Computer, Imam Hossein Comprehensive University (mostafa_akhzami@yahoo.com) - Writer in Charge


	7
	7-7

