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2- Database As Server
3—risk
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1- Storage Management Cost
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1- Online
2- Outsourced database
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3- Confidentiality
4- User privacy

1- Trust server
2- Attacker
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6- Data tampering
7- Tuple

8- Taxonomy

9- Publisher
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1- Data privacy

2- Query assurance
3- Correctness

4- Completeness
5- Freshness
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- Taxonomy

- Threats

- Authentication
- Confidentiality
- Privacy

- Integrity

- Availability

8- Correctness

9- Completeness
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1- Freshness
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Abstracts 1

Presenting a new taxonomy of database outsourcing
threats with the passive defense approach
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Abstract

Observing the "principle of dispersion" is one of the principles of passive defense. This
principle can also be applied to IT services. Database outsourcing in an organization can
contribute to "the principle of dispersion" in data storage for that organization. Presenting a
suitable classification of the challenges of outsourcing will contribute to the identification of
appropriate strategies to mitigate vulnerability against hostile threats and actions. In this paper,
through investigating the architecture of database outsourcing, a new category of security
challenges facing data outsourcing is presented that will eliminate shortcomings of previous
category. This new classification can be helpful in better directing the future research.

Key Words: outsourcing, database, database services, security challenges taxonomy.
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