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1- Good coding style

2- National Institute of Standard and Technology
3- Common Vulnerabilities and Exposures

4- Patch
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1- Computer Emergency Response Team
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/% Example of Integer Overflow **/

short int number =0;
char buffer[large value];

while (number <MAX_NUM)
{

umber +=getInput(buffer+number);

}
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/%% Example of Format String Attack **/
Int main(int args, char *argv[])

{
Printf(argv[1]);Return 0;}
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5- Command Injection
6- Shell

/s Example of Buffer Overflow **/

Int main(int arge, char const *argv[])

{

Char buffer1[5]="VXYZ”;

Char buffer2[5]="PQRS”;

Strepy(buffer2, argv[1]);

Printf(“bufferl: %s, buffer2: %s\n”, bufferl,
buffer2);}
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1- Allocated memory

2- Crash a program

3- Integer

4- Format String Attacks
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/%% Example of Command Injection **/
Int main(char* args, char** argv)

{

Char command[MAX]="head”;
strcat(command, argv[1]);
system(command); }
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4- Session
5- login credential

1- deface
2- Cross-site request forgery
3- Cookie
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5- Abort
6- Pseudo Random Number Generator
7- Hard Coding
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/=% Example of SQL Injection **/

<from method="post” action="Login_Account.php”>
<input type="text” name="username’”>
<input type="password” name="password”>
<form>
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Select * from LOGIN where username="john_smith’ and
password="" or 1=1;
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1- Insecure Direct Object Reference

2- Form Parameter

3- Directory

4- Improper Error Handling And Information Leakage
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2- Flaws

1- Race Condition
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Securing software based on secure coding

S. Jorjam '

M. Dehghani *

Abstract

Software security is concerned with methods of producing secure software. Concepts that are
important to software security contain system risks management, programming language,
platform, software audits, designing security and security tests. In other words, compliance with
the security provisions in the production process can be considered an issue of passive defense
in the field of software. In most cases, the programming mistakes that are easily avoided, lead to
exploitable vulnerabilities in software. Reviews and analyses performed on thousand reported
vulnerabilities, suggest that most vulnerabilities arise from a small number of common
programming errors. We know that as soon as a vulnerability is discovered, it is easier and
cheaper to fix. Application of the safe software development lifecycle, which investigates the
security in each step of development to identify early potential vulnerabilities in each stage of
development for the early identification of potential vulnerabilities is of utmost importance in
securing software.Therefore, developers should understand secure coding techniques in order to
reduce security errors and appropriate development of secure applications. This article suggests

guidelines for secure coding.

Key Words: Coding, Security, programming languages, Passive defense, buffer overflow,

vulnerability
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