Journal of Electronical & Cyber Defence
Vol. 9, No. 3, 2021, Serial No. 35 2

Design of a Secure Two-Party Protocol Based on the Expanded
Cut-and-Choose Bilateral Oblivious Transfer
M. Azizi'", S. Ghorbanzadeh Havestin®

*Imam Hossein University

(Received: 12/09/2019, Accepted: 22/02/2021)

ABSTRACT

In the secure two-party computation, two parties wish to jointly compute a function with of their private
inputs,while revealing only the output. Yao’s garbled circuit protocol is a classic and solution to this
problem. It is well-known that Yao'’s protocol is vulnerable to malicious behavior by its participants. The
general approach as cut-and-choose techniques that proposes to solve this vulnerables, but cut-and-choose
techniques creates new problems within itself including of selective failure attack and consisitecy inputs. In
this paper we present a secure two party computation based on expanded cut-and-choose bilateral
oblivious transfer protocol and show that proposed protocol solve selective failure attack and consisitecy
inputs in addition our protocol is significantly more efficient and far simpler than previous works in
computation complexity, symmetric encryption operations, bandwidth, and error probability by input
recovery achive.
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