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A multistage cyber-attack simulator to generate a new dataset

A. J. Rashidi"", B. Nazarpour”
*Associate Professor, Malek Ashtar University of technology, Tehran, Iran
(Received: 24/12/2019; Accepted: 18/03/2020)

Abstract

In the field of cyber defense, researchers always suffer from the lack of a proper dataset to evaluate their proposed
theories and methods. Unfortunately, in the various datasets existing in cyber defense scope, the ground truth is
ambiguous, and the scenarios used by the attackers to carry out the attacks are unclear. This will lead to a serious
challenge to the verification of methods and researches in this area. In this paper, a method is proposed by which a
new database can be generated with the explisit ground truth and predetermined scenarios for multistage cyber
attacks. In this method, a cyber attack guidance template is used to determine the various stages of the attacks and
an attack scenario generator is also used to determine the scenarios used by simulated attackers. Network topology
is considered as input, and random variables are used to create variety in simulator performances. Also, in the
proposed method, various techniques such as fuzzy c-means for clustering, and artificial neural networks for
classification are used. To set the simulator parameters, the CDX dataset is used and its ability to create a new
dataset of multistage cyber attacks is well illustrated. To evaluate the proposed method, scoring by SME's is used,
and finally with the mean score of 90.7, it had been approved.

Keywords: Simulator, Multistage Cyber-Attacks, Generating Dataset, Cyber Defense
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‘Description’ ‘SourcelP* ‘SourcePort' | ‘DestinationlP" 'Des;i)rg b 'sTime'

'Data sent on stream not accepting data ' '7.204.241.161" '993' '31.154.241.2' '1296' '09:58:56.275385'
ee TimeStaTv’i’nijO?/b‘t,Side of PAWS '7.204.241.161' '51451" 10.1.10.10 25" 10:00:04.236747"
'Data sent on stream not accepting data ' '10.1.10.10' '25' '7.204.241.161" '51451" '10:00:07.126084'
'Data sent on stream not accepting data ' '10.1.10.10' '25' '7.204.241.161" '51451" '10:00:11.265069"
'Data sent on stream not accepting data ' '10.1.10.10' '25' '7.204.241.161' '51451" '10:00:15.182329'
'Data sent on stream not accepting data ' '10.1.10.10° '25' '7.204.241.161" '51451" '10:00:19.221401"
'Data sent on stream not accepting data ' '10.1.10.10' '25' '7.204.241.161" '51451' '10:00:27.276080'
'Data sent on stream not accepting data ' '10.1.10.10' '25' '7.204.241.161" '51451" '10:00:43.176329"
'Data sent on stream not accepting data ' '7.204.241.161" ‘993" '31.154.241.2" '1340° '10:03:18.591461"
'Data sent on stream not accepting data ' '7.204.241.161" '993' '31.154.241.1 '1309' '10:17:49.493157"
'Data sent on stream not accepting data ' '3.75.190.181" '50523' '154.241.88.201" ‘443 '10:18:48.857969"
'Data sent on stream not accepting data ' '3.75.190.181" '55795' '154.241.88.201" '443' '10:19:47.611091"
TCP Timestamp Is outside of PAWS | 154,241, 88 201 80" '3.75.190.181" 58667 | '10:20:47.585829
ee TimeStaTVE’nij‘o‘\’All’t.Side of PAWS '3.75.190.181' 57017 | '180.242.137.181' '5222" 10:21:46.984272"
TGP Timestamp Is outside of PAWS | 1154 24168 201 ‘80" '3.75.190.181" 49207 | '10:21:46.990027
"TCP Timestamp Is outside of PAWS 7204241161 | 57669 '10.1.10.10 25 '10:22:46.018780"
Tep Times‘ta”vl?nij‘oc\’;".sme Of PAWS '154.241.88.201" '80 '3.75.190.181" 51429 | '10:22:46.662615'
'Data sent on stream not accepting data ' '10.1.10.10 '25' '7.204.241.161" ‘57669 '10:22:52.902780"
'Data sent on stream not accepting data ' '10.1.10.10 '25' '7.204.241.161" ‘57669 '10:23:01.748308'
'Data sent on stream not accepting data ' '10.1.10.10' '25' '7.204.241.161" '57669' '10:23:10.444543'
'Data sent on stream not accepting data ' '10.1.10.10 '25' '7.204.241.161" ‘57669 '10:23:19.223159"
'Data sent on stream not accepting data ' '10.1.10.10' '25' '7.204.241.161" '57669' '10:23:36.461665'
'Data sent on stream not accepting data ' '3.75.190.181" '51875' '154.241.88.201" ‘443" '10:23:48.161817"
TGP Timestamp s outside of PAWS '3.75.190.181" Q050" | '180.242.137.181' | 5222 | '10:24:46.981794'
TCP Timestamp 1s outside of PAWS | 154.241.88.201 '80' '3.75.190.181" 56000 | '10:28:40.920265'
‘Data sent on stream not accepting data ' '154.241.88.201" ‘443" '31.154.241.11" '1604' '10:28:42.867602'
'Data sent on stream not accepting data ' '154.241.88.201" '443' '31.154.241.11" '1606' '10:28:45.554177"
Tep TimEStaTv‘i’nijO?}v’t.Side of PAWS '154.241.88.201" 80 '3.75.190.181" 55945 | '10:29:55.524022'
ep Timesmr\:‘v’i’nijo?,b",sme of PAWS 154.241.88.201' 80" '3.75.190.181' '52329' | '10:31:00.239223'
TCP Timestamp 1s outside of PAWS '7.204.241.161° 25° '3.75.190.181" 58744 | '10:31:00.267549
‘Data sent on stream not accepting data ' '7.204.241.161" ‘993" '222.100.5.233' ‘3312 '10:33:07.293811"
TCP Timestamp 1s outside of PAWS 7204241161 | 51135 '10.1.10.10' 125 '10:33:07.505887"
'Data sent on stream not accepting data ' '10.1.10.10' '25' '7.204.241.161" '51135' '10:33:10.944304'
'‘Data sent on stream not accepting data ' '10.1.10.10' '25' '7.204.241.161" '51135' '10:33:15.405796'
'Data sent on stream not accepting data ' '10.1.10.10' '25' '7.204.241.161" '51135' '10:33:19.758989'
'Data sent on stream not accepting data ' '10.1.10.10' '25' '7.204.241.161" '51135' '10:33:24.112439'
'Data sent on stream not accepting data ' '10.1.10.10' '25' '7.204.241.161" '51135' '10:33:32.930771"
"TCP Timestamp is outside of PAWS '154.241.88.201" ‘443" '10.1.60.203' '51733' '10:33:48.866696'
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'Data sent on stream not accepting data ' '10.1.10.10' '25' '7.204.241.161" '51135' '10:33:50.449567"
ee TimeStaTv’i’nijoflb‘t,Side of PAWS '3.75.190.181' '59012" 180.242.137.181' '5222' 10:37:12.474011"
ep TimeSta”Vl‘i’nijO?,b’t.Side of PAWS '154.241.88.201" 80’ '3.75.190.181' '60384' | '10:37:12.859632
ep TimeStaTv?nij’o?,b’t.Side of PAWS 10.2.195.248' 36231 '154.241.88.201" 443 '10:39:55.135541"

'Data sent on stream not accepting data ' '7.204.241.161" ‘993" '31.154.241.1" '1386' '10:51:35.684805'

'DNS named version attempt ' 10.2.195.248' '50917" '65.190.233.37' 53 11:07:42.866316'
'DNS named authors attempt ' '10.2.195.248' '47243' '65.190.233.37" '53' '11:07:43.346095'
ee Timesm”vyi’nijowt.sme of PAWS '10.2.195.248 38405' '7.204.241.161' 25 '11:08:01.584327"
e TimeStaTVE’nijo‘\’;’t,Side of PAWS 10.2.195.248' '51242' '7.204.241.161' 25 11:08:08.944800'
'ET SCAN NMAP -f -sS ' 10.2.195.248' 27460' '7.204.241.161' 25 11:08:32.588672"

'ET SCAN NMAP -sS ' 10.2.195.248' 27460' '7.204.241.161' 25 11:08:32.588672"

ee TimGStaTV‘i’nijo(\’A‘/’t.Side of PAWS 10.2.195.248' '6164' '7.204.241.161' 25 11:08:32.593412'
ee Timesm”vyi’nijowt.sme of PAWS '10.2.195.248 '18953' '7.204.241.161' 25 '11:08:40.868728"
'Data sent on stream after TCP Reset ' '31.154.241.11" '1695' '154.241.88.201" '443' '11:08:51.101590'
‘Data sent on stream after TCP Reset " '31.154.241.11' 1696' 154.241.88.201' 443 11:08:51.165970'
'Data sent on stream after TCP Reset ' '31.154.241.11" '1697' '154.241.88.201" '443' '11:08:51.276316'
‘Data sent on stream after TCP Reset " '31.154.241.11' '1698' 154.241.88.201' 443 11:08:51.285920'
'Data sent on stream after TCP Reset ' '31.154.241.11" '1699' '154.241.88.201" '443' '11:08:51.574372'

'Data sent on stream not accepting data ' '10.1.10.10' '25' '7.204.241.161' '57406' '11:25:20.825420'

'Data sent on stream not accepting data ' '10.1.10.10 '25' '7.204.241.161" '57406' '11:25:26.033318'

'Data sent on stream not accepting data ' '10.1.10.10' '25' '7.204.241.161" '57406' '11:25:36.377330"

'ET SCAN NMAP -f -sS ' 10.2.199.239' '61562' | '180.242.137.181' '5222' 11:25:41.773271'

'ET SCAN NMAP -sS 10.2.199.239' '61562' | '180.242.137.181' '5222' 11:25:41.773271'

'Data sent on stream not accepting data ' '10.1.10.10 '25' '7.204.241.161" '57406' '11:25:46.707192"
'ET SCAN NMAP -f -sS ' 10.2.199.239' '50164' 154.241.88.201' 80" 11:27:55.527349'

'ET SCAN NMAP -sS 10.2.199.239' '50164' 154.241.88.201' 80" 11:27:55.527349'

'ET WEB-MISC Poison Null Byte* 10.2.199.239' 1174' 154.241.88.201' 80" 11:28:13.846962"
'ET WEB-MISC Poison Null Byte ' 10.2.199.239' 1178' 154.241.88.201' 80 '11:28:24.003146'
'(http—i”SpECt)Eﬁéggl?\,\g.E UNICODE '10.2.199.239' 1178 '"154.241.88.201" 80’ '11:28:24.003146'
'ET WEB-MISC Poison Null Byte* 10.2.199.239' 1182 154.241.88.201' 80" 11:28:29.049649'
'ET WEB-MISC Poison Null Byte ' 10.2.199.239' 1184' 154.241.88.201' 80" 11:28:34.056903'
'ET WEB-MISC Poison Null Byte ' 10.2.199.239' 1187' 154.241.88.201' 80 11:28:39.193936'
'ET WEB-MISC Poison Null Byte* 10.2.199.239' 1193 154.241.88.201' 80" 11:28:44.425012"
'(http_inspect)E ,EQSEWGT-E UNICODE '10.2.199.239' 1103 '154.241.88.201" '80' '11:28:44.425012"
'ET WEB-MISC Poison Null Byte* 10.2.199.239' 1196' 154.241.88.201' 80" 11:28:49.501313'
'ET WEB-MISC Poison Null Byte* 10.2.199.239' 1200' 154.241.88.201' 80" 11:28:54.574714'
(http_inspect) BARE BY TE UNICODE | 102,199 239 1200 '154.241.88.201" 80" '11:28:54.574714
'ET WEB-MISC Poison Null Byte ' 10.2.199.239' 1203' 154.241.88.201' 80" 11:28:59.606025'
(ttp_inspect) BARE B ¥ TE UNICODE '10.2.199.239" 1203 '154.241.88.201" 80" '11:28:59.606025'
'ET WEB-MISC Poison Null Byte* 10.2.199.239' 1205' 154.241.88.201' 80" 11:29:04.649385'
'ET WEB-MISC Poison Null Byte* 10.2.199.239' 1207' 154.241.88.201" 80" 11:29:09.659498"
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"(http_inspect) BARE BYTE UNICODE

ENCODING ' '10.2.199.239' '1207" '154.241.88.201" ‘80" '11:29:09.659498'

cgolpiin loas b oad adgi Bols 5l glaiges :(8) Jgua awldl

'ET WEB-MISC Poison Null Byte ' '10.2.199.239' '1209' '154.241.88.201" ‘80" '11:29:14.674060'
'(hnp—i”SpeCtl)Eﬁéggl?\Fg.E UNICODE 1102 199,239 1209 '154.241.88.201" 80" '11:29:14.674060
'Data sent on stream not accepting data ' '154.241.88.201" ‘443" '10.1.90.5' '1413' '11:31:33.188733'
'Data sent on stream not accepting data ' '154.241.88.201" '443' '10.1.90.5' '1413' '11:31:47.970582'
'Data sent on stream not accepting data ' '154.241.88.201" ‘443" '10.1.90.5' '1413' '11:32:03.732045'
Tep TimeStaTv?nijo?,b’t.Side of PAWS '10.1.60.253' 52270 | '180.242.137.181' | '5222° | '11:33:10.845062
'Data sent on stream not accepting data ' '154.241.88.201' '443' '31.154.241.11" '1726' '11:35:21.935448'
'Data sent on stream after TCP Reset ' '31.154.241.11" 1727 '154.241.88.201" '443' '11:35:24.334867'
'Data sent on stream not accepting data ' '154.241.88.201" ‘443 '10.1.90.5' '1421" '11:41:36.308295'
'Data sent on stream not accepting data ' '154.241.88.201" ‘443" '10.1.90.5' 1424 '11:46:35.907195'
'Data sent on stream not accepting data ' '10.1.10.10° '25' '7.204.241.161" '52263' '11:51:40.635189"
'Data sent on stream not accepting data ' '10.1.10.10' '25' '7.204.241.161" '52263' '11:52:16.653339'
'ET SCAN NMAP -f -sS'* '10.2.194.250" '45015' '154.241.88.201" ‘443" '12:01:35.013413'

'ET SCAN NMAP -sS'* '10.2.194.250" '45015' '154.241.88.201" ‘443" '12:01:35.013413'
'WEB-MISC robots.txt access ' '10.2.194.250' '45330' '154.241.88.201" ‘80 '12:01:38.271328'
Tep TimeStaTVE’nijO?,b’t.Side of PAWS '10.2.196.244 33371 | '154.241.88.201" 443 '12:02:20.940883
Tep TimeStaTv?nij‘oc\’,b’t.Side of PAWS '10.2.196.244' 33371 | '154.241.88.201" 443 '12:02:20.941690"
ee Timeswr\:‘vﬁ’nig’owt,sme of PAWS '7.204.241.161' '62219' 10.1.10.10' 25" 12:02:42.504870"
'Data sent on stream not accepting data ' '10.1.10.10' '25' '7.204.241.161" '62219' '12:02:46.095708'
'Data sent on stream not accepting data ' '10.1.10.10 '25' '7.204.241.161" ‘62219 '12:02:50.850481"
"TCP Timestamp Is outside of PAWS '10.2.196.244' 33373 | '154.241.88.201" 443 | 12:02:51.722006"
'Data sent on stream not accepting data ' '10.1.10.10' '25' '7.204.241.161" '62219' '12:02:55.650368'
'Data sent on stream not accepting data ' '7.204.241.161" ‘993" '31.154.241.1" '1513" '12:04:32.387310"
'Data sent on stream not accepting data ' '7.204.241.161" '993' '31.154.241.2" '1669' '12:04:45.514726'
"TCP Timestamp i outside of PAWS '10.2.192.252 34923 | '154.241.88.201" 443 '12:05:15.229832"
'ET SCAN NMAP -sA (2) ' '10.2.196.244' ‘43109 '154.241.88.201" ‘80" '12:06:12.619533'

'ET SCAN NMAP -f-sS* '10.2.196.244' ‘43109 '154.241.88.201" ‘80" '12:06:12.738513'

'ET SCAN NMAP -sS' '10.2.196.244' '43109' '154.241.88.201" ‘80" '12:06:12.738513'

"TCP Timestamp is outside of PAWS '10.2.196.244 52024 | '154.241.88.201° 43| '12:06:57.734302
‘Data sent on stream after TCP Reset '10.1.50.2' '3488' '154.241.88.201" ‘443" '12:07:31.718671"
'Data sent on stream after TCP Reset ' '10.1.50.2' '3497" '154.241.88.201" '443' '12:07:54.901829'
'ET SCAN NMAP -f-sS" '10.2.197.242" '55433' '7.204.241.161" '25' '12:08:04.601502"

'ET SCAN NMAP -sS' '10.2.197.242' '55433' '7.204.241.161' '25' '12:08:04.601502'

‘Data sent on stream not accepting data ' '154.241.88.201" ‘443" '10.1.90.5' '1420" '12:09:37.729538'
'Data sent on stream not accepting data ' '154.241.88.201" ‘443" '10.1.90.5' '1420° '12:10:00.020955'
‘Data sent on stream after TCP Reset ' '31.154.241.11" '1736' '154.241.88.201" ‘443" '12:11:50.122361"
'Data sent on stream after TCP Reset ' '31.154.241.11" 1737 '154.241.88.201" ‘443" '12:11:50.178087"
'Data sent on stream after TCP Reset ' '31.154.241.11" '1738' '154.241.88.201" ‘443" '12:11:50.235426'
'Data sent on stream after TCP Reset ' '31.154.241.11" '1743' '154.241.88.201" '443' '12:11:54.362676'
'Data sent on stream after TCP Reset ' '31.154.241.11" 1744 '154.241.88.201" ‘443" '12:11:55.229651"
'TCP Timestamp is outside of PAWS 10.2.196.243' '53275' 154.241.88.201" 443 12:20:36.141564'

window '
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"TCP Timestamp is outside of PAWS

o '7.204.241.161' '59735' 10.1.10.10' 25 12:23:36.267657"
cgolpiin loas b oad adgi Bols 5l glaiges :(8) Jgua awldl

'Data sent on stream not accepting data ' '10.1.10.10' '25' '7.204.241.161" '59735' '12:23:40.850343'
'Data sent on stream not accepting data ' '10.1.10.10' '25' '7.204.241.161" '59735' '12:23:46.839381"
'Data sent on stream not accepting data ' '10.1.10.10' '25' '7.204.241.161" '59735' '12:23:52.826180'
'Data sent on stream not accepting data ' '10.1.10.10' '25' '7.204.241.161" '59735' '12:23:58.805653'
'Data sent on stream not accepting data ' '10.1.10.10' '25' '7.204.241.161" '59735' '12:24:10.661189'
e TimeStaTv?nijO‘\’,b“,Side of PAWS '3.75.190.181' '58281' 180.242.137.181" '5222' 12:24:10.679262"
'Data sent on stream not accepting data ' '10.1.10.10' '25' '7.204.241.161" '59735' '12:24:34.609910'
ep TimeStaTVE’nijO?,b’t.Side of PAWS 10.2.193.250° 49491 '154.241.88.201" 443 '12:24:54.221891"
e TimeStaTVE’nij‘o‘\’All’t.Side of PAWS '7.204.241.161' '59684' 10.1.10.10' 25 12:25:19.429426'
'Data sent on stream not accepting data ' '10.1.10.10' '25' '7.204.241.161" '59684' '12:25:23.677829'
'Data sent on stream not accepting data ' '10.1.10.10' '25' '7.204.241.161" '59684' '12:25:51.556287"
ee Time“a”vyi’nijo‘\’;jt.sme of PAWS '10.2.193.250 39047 | '154.241.88.201" 443 '12:25:56.482811"
'Data sent on stream not accepting data ' '10.1.10.10' '25' '7.204.241.161" '59684' '12:26:13.841893'
'‘Bad segment, adjusted size <=0 '7.204.241.161' '61800' '10.1.10.10' '25' '12:26:17.401246'
ep TimeStaTVE’nijO?,b’t.Side of PAWS '7.204.241.161" 61800 10.1.10.10° 25 '12:26:17.740892"
'Data sent on stream not accepting data ' '10.1.10.10 '25' '7.204.241.161" '61800° '12:26:22.800058'
ee TimEStaTv?nijowt.Side of PAWS '10.2.193.250 39051 | '154.241.88.201" 443 '12:26:51.158692"
ep Times’ta"vl?nijo‘\’,\‘,’t.gde of PAWS 10.2.193.250° 39051 '154.241.88.201" 443 '12:26:51.159803"
ep TimeStaTv?nﬁo?,\L,".Side of PAWS '10.2.193.250' 39051 '154.241.88.201" 443 '12:26:51.282687"
'Data sent on stream not accepting data ' '10.1.10.10' '25' '7.204.241.161" '61800° '12:26:54.563180"
'Data sent on stream not accepting data ' '10.1.10.10 '25' '7.204.241.161" '61800° '12:27:20.167690
ee TimEStaTv?nijof,‘vjt,Side of PAWS '10.2.190.254 45781 | '154.241.88.201" 443 '12:31:07.691980"
'ET WEB-MISC Poison Null Byte' 10.2.193.250' 43993 '154.241.88.201' 80" 12:31:18.247029'
(hitp_inspect) BARE BYTE UNICODE | 10,2103 250 43993 | '154.241.88.201" 80" '12:31:18.247029
'ET WEB-MISC Poison Null Byte' 10.2.193.250' 43993 154.241.88.201' 80" 12:31:18.461009'
ep TimeStaTV‘i)nijoc\’AL,’t.Side of PAWS '10.2.193.250' 39265 '"154.241.88.201" 443 '12:31:24.182132"
'Data sent on stream not accepting data ' '10.1.10.10' '25' '7.204.241.161' '63064" '12:38:50.088604"
‘Data sent on stream not accepting data ' '10.1.10.10 '25' '7.204.241.161" '63064' '12:39:02.053831"
SMTP C:ﬁgg}ggeact'tz';gtt command 10.1.70.131" '58530' '7.204.241.161' 25 12:39:18.352973'
TCP Timestamp 1s outside of PAWS '10.2.193.250' '56408' | '154.241.88.201 443 '12:39:25.416251"
‘Data sent on stream not accepting data '10.1.10.10 '25' '7.204.241.161" '63064' '12:39:25.981037"
TCP Timestamp 1s outside of PAWS '10.2.193.250' 56411 | '154.241.88.201 443 '12:39:26.024279
TCP Timestamp 1s outside of PAWS '10.2.193.250' 6411 | '154.241.88.201" 443 '12:39:26.133991"
ep TimEStaTv‘i’nijoc\’,Lv’t.Side of PAWS 10.2.196.243' 49345 '154.241.88.201" 443 '12:39:30.975304"
"TCP Timestamp Is outside of PAWS '10.2.196.243' 49348 | '154.241.88.201" 443 '12:39:31,583969
e Timeswr\:‘vﬁ’ni;o‘\’;",sme of PAWS 10.2.196.243' 49350' 154.241.88.201' 443 12:39:45.700446'
'Data sent on stream not accepting data ' '154.241.88.201" ‘443" '10.1.90.5' '1426' '12:39:55.938693'
'Data sent on stream not accepting data ' '154.241.88.201' '443' '10.1.90.5' '1426' '12:39:56.580059'
'Data sent on stream not accepting data ' '154.241.88.201" '443' '10.1.90.5' ‘1427 '12:44:20.661772'
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"TCP Timestamp is outside of PAWS

o 10.2.190.254' '30864' 154.241.88.201' 443 "12:44:20.734593'
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'Data sent on stream not accepting data ' '154.241.88.201' '443' '10.1.90.5' 1427 '12:44:23.217458'
'Data sent on stream not accepting data ' '154.241.88.201" ‘443" '10.1.90.5' ‘1427 '12:44:28.329254'
"TCP Timestamp Is outside of PAWS '10.2.196.243' '49247° | '154.241.88.201" 443 '12:44:38.379986"
'Data sent on stream not accepting data ' '154.241.88.201" ‘443" '10.1.90.5' ‘1427 '12:44:38.551772'
'Data sent on stream not accepting data ' '154.241.88.201" '443' '10.1.90.5' 1427 '12:44:58.993527"
e TimeStaTV?nijoc\’lb“,Side of PAWS 10.2.193.250' 44442' 154.241.88.201' 443 12:45:01.464838'
e TimeStaTVE’nij‘o‘\’All’t.Side of PAWS 10.2.190.254' '30868' 154.241.88.201' 443" 12:45:51.266066'
‘Data sent on stream not accepting data ' '7.204.241.161' '993' '31.154.241.3' '61810° | '12:49:00.411744"
'Data sent on stream not accepting data ' '154.241.88.201" ‘443" '10.1.90.5' '1487" '12:50:05.258836'
‘Data sent on stream not accepting data ' '7.204.241.161' '993' '31.154.241.2' 1831’ 12:55:46.348366'
'ET SCAN NMAP -sA (2) * 10.2.190.254' 48801° 154.241.88.201' 80" 13:01:09.323148'
ee Time“a”vyi’nijowt.sme of PAWS '10.1.60.253' '55958' | '154.241.88.201" 443 '13:01:15.210071"
'ET SCAN NMAP -f -sS ' 10.2.190.254' 48801° 154.241.88.201' 80" 13:01:27.938144'
'ET SCAN NMAP -sS ' 10.2.190.254' 48801' 154.241.88.201' 80" 13:01:27.938144'
'WEB-PHP viewtopic.php access ' '10.2.190.254' '49193' '154.241.88.201" '80' '13:01:50.364589'
'WEB-PHP viewtopic.php access ' '10.2.190.254' '45885' '154.241.88.201" ‘80" '13:01:50.589097"
'WEB-PHP viewtopic.php access ' '10.2.190.254' ‘34412 '154.241.88.201" '80' '13:01:58.665642'
'WEB-IIS nsiislog.dll access ' 10.2.190.254' '50559" 154.241.88.201' 80" 13:01:58.880651"
'WEB-PHP viewtopic.php access ' '10.2.190.254' '36626' '154.241.88.201' '80' '13:01:58.895402"
'(h“p—i”Spe“)Eﬁéggl?\l\g.E UNICODE | 1145 190,254 '50559' | '154.241.88.201" 80" '13:01:58.972141"
'WEB-PHP viewtopic.php access ' '10.2.190.254' ‘36887 '154.241.88.201" '80' '13:01:59.165085'
"WEB-PHP test.php access ' 10.2.190.254' '44986' '154.241.88.201' 80" 13:01:59.372095'
'WEB-PHP viewtopic.php access ' '10.2.190.254' '45646' '154.241.88.201" '80' '13:01:59.528836'
"WEB-PHP viewtopic.php access ' 10.2.190.254' '59697" '154.241.88.201' 80" 13:01:59.705919'
'WEB-PHP viewtopic.php access ' '10.2.190.254' '43080' '154.241.88.201" '80' '13:02:21.262448'
"WEB-PHP viewtopic.php access ' 10.2.190.254' 49250' '154.241.88.201' 80" 13:02:22.318897'
'WEB- 1S nsiislog.dll access ' 10.2.190.254' '55772" 154.241.88.201' 80" 13:02:22.477276'
(htp_Inspect) BARE BYTE UNICODE 1 102,190,254 '55772° | '154.241.88.201" 80" '13:02:22.653806"
"(http_inspect) g\éggiggﬁEQUES‘UR' 10.2.190.254' '52039' 154.241.88.201' 80" 13:02:22.794526'
'(http_ins,pectl)zﬁéggIE'%\I\E_:T'E UNICODE 10.2.190.254' '52039' 154.241.88.201' 80" 13:02:22.794530'
"WEB-PHP viewtopic.php access ' 10.2.190.254' '52122' 154.241.88.201' 80" 13:02:22.932173'
'WEB-PHP viewtopic.php access ' '10.2.190.254' ‘42451 '154.241.88.201" ‘80" '13:02:24.023389"
"WEB-PHP viewtopic.php access ' 10.2.190.254' 45865' 154.241.88.201' 80" 13:02:30.658068"
'WEB- 1S nsiislog.dll access ' 10.2.190.254' 48741 154.241.88.201' 80" 13:02:31.209115'
(htp_Inspect) BARE BYTE UNICODE 1 10.2.190.254 48741 | '154.241.88.201" 80" '13:02:31.286693
EXPLOIT HP OpenView CGI parameter | .y, , 194 5 41570 154.241.88.201' 80" 13:02:31.952234'
buffer overflow attempt
(http_inspect) BARE BYTE UNICODE | 115 190 954 41570' | '154.241.88.201" 80" '13:02:31.999655'

ENCODING'







	Blank Page

