LY I

JoZ o
» v »

-OY 7 (PA L) (e c)(“/m'utf ( {)7)/"»‘)(/
M .
RN —ele
DMea 3l 03 $HS o) i el ) eglie y3 Sldw it
SlastawT (s )lwodly Y9, Hl odliiwl b ula JULS

7‘5 '.” ) :Hécb",,l: ¢|5?
VWAR/AL Y 2l o b
AAERYEL VAR SRR SR 0

oJ._gS__;

Deh 48,5 IS4y g (g5lwonly (s li8lcsen b (65158l 5 O ygods (65550, w68l SO B conl o3 Dlbls | g Sledbl ol UAAL &ly
=y sleet, el g3lwosly 4 by e Sledlbl cuii 5l oyl 0 a5 05 7 )ke ) K5, slaaibels g5, SHax ;255 1295 Jlo o
L ablae gl 0,5 o)Ll lgs Judow dlos 4y g5 oo cilonids amlis ool> JUIS @les oL b a5 e £45 ol 51 o oo ool
Jg=am 0 B g, £o5 cpl 4wl eols lid oy Jg ol &) 05 e b (6,108 0l wiile lwpslie la g, ¢ sl JUIS O
35 o sl JUIS S3as ol 5 (6550, cslatileber (s5lrpstin 5 JSia (] 53,8 oyl g i |y o3 (sl el
‘d‘djt&w] G e,y Eome duw 5l (60,5 gyl o &l ) ISen g 1595s Jags Yo o F Jlu o 6‘4.3[3...1" Glwooly Lig, @S jga>
Lol plab b oS conl (SO by, 4 silupglio (o9 mo (9,00l 355 @ly )3 Cunl oad ST asilrain aaloe 5 S e
9y (5‘4.3[.'2_«;—‘ ‘5)'Lwc.>l..:.; 039> 40 LgsL:bu.JLd NIST Lg}LuQ)L.\JLLu‘ A g0 )"‘>‘ Lgl."z:JL.,., 5 .o)lo C.Jf Hpa> o Sl u_uoL ‘5‘)’.
Silpglin Cq Uhgy o Glyieds slailinl (65550, oy, Alie ol )0 XS S 50 e g9090 S lsieas | slailin] (5luesly
atile (A g3lupslie sl b amlio ;o ol slagiller 5 65 DS 4 5 pogs (ol JUS Sl po ()50, sloailole

Bgd s 0, (g ISl

Gl gjluooly s Lo alas o il JUIS alo> A0 319 Suls”

b 00imn o5 - jadlizadeh@ihu.ac.ir «(g) Lol gl olSisls jLobwl -
giano % &) G plol &0 p)

(&) o> el é-"l> ol&ails ws )| i) I8 (gemmiils -



1Fee Hlinal oF o)lols (u3 3190 Jlw « Jole jud widlagy code &yl

fy

O39S 5 695 G0 S slailiw] (g5lamesly
= Oy gmodey adlio llas aslol ogi o oyl KATAN
ol ooy 2o ylele

sloabelw 65, (Hla JLU OMos pgs i o
sty el po— At o Nl (e L5,
5,5 )5 aallbe 550 ol JUS Sl iy 55 5 lapslis
et Gt il ) 9 s Ol ] cind 5 2ogB Ll
255 50 )8 e D050 Silepslie slatsy plp yo &S
S glsean wslalbinl 5leesly by, 3, ek Gt 50
s=ax b (o il JUS OMex il o (g5lupslie 3,
G gnl 3 dsBee ole Ghgscnl Sz g eud 3 e S
dmlite )5 labinl iluosky (bg) hnd g 098 LIS (0 4
P Gitu )0 9o o )Lbl Koo (silupglie sla g, b
5leslaiwl cglastiwl (g5lwosly ghg, b plin ol o>
JU oMas ol o KATAN s, 5lepglan slp og,0p!
GreS el 5 Gnger Sl o D9l 03l ety (e
Sgd g0 1] il iou o dlle

&30, sable 59, (Sl JUB oo -¥

S 5y Dzl 00ls medgs gl i 0 oS jsbles
gl )0 DV it 50 50 (eS| )L 50, Al
L )58l ) (3lweslay o o Mo g o 55Kl
St =l 50 i8S b 0 (65, w553l ()8l
oS S5 e o gl Rl (giluosly p e DM (s,
oz .o dalgs 00,51 il JUIS EMex ol s aslsl (o
N8 )50, ailels SO (ST 58 el 059> j0 (Sl JUI
Ol Catal (el ol S (So58 Contal ) jolaie 5,5 oo
O ygmod dilgl e a5 el (681G Slagags by o
Sl 5l 8 i oxlei b (cor e ders (ol
alos Mlas Lall ale> 4y lgs oo sadaislids 6,58l
0,8 oyl g o e 5 urbliieg 55Ul Al <o
Szl aigy o s G sowsd &gt Las W des (o

ao L ol Gk 5l aslsin U oS oo sbml 65K 50; Slkes
U3 sl ke ol T 51 555 Lo s 3, S
L orles 3 58 4 wlsiigo g [A] a2 jlae VT b
L)l adl i b prlee (ol g5 50 09 Jloel (orled oo
S @S 5 ol Jlesl b 5ldy 5ss b g 00 8 oy (o508

doudo -\

S SRR UNSEON BEUON I JCH IS TS TN IV P P
GreS @ Gl oe E9dge (nl (S (pBg) Sl S 0urdyy
>l sl le o lusl (Saiy olal 5l g )by 5o \L,,i,l &4yl
Ol Sledbl co il ( sl slas lasbinl jo 0,5 o)Ll
iy 5 Sl T (6 iy s 5 Cmalr (Sl e (el
Sz e )=l S plareds () 5e 5 slapty )5l Sl g oa
Sl D sgs o sl @lbls )l 5 oledbl el )l 3,
o=l Ll 03Y (6 LSS5y o, 051 S5l (es ool
Sollesn U s)limdle 5 g, Sl eoliiul b s oS!
I IS W WU P JONS L  SRPC IR || IR S s oy

258 ca 0oels (6,55, ailalis b aileles

Silwooly 5 =lb cgm Hlalb sla D6 L ol jor
Sloils 5 Ol 5 Glezles (el (6K 50, sloailols
bilow 5l o, 7 s g baible pl 4 ala> gz 095
1) 6,50, ailels Sy (55, @dhom it o drsgi |, o]
Silwosly sbcars 5 st e 5 (5,50, slapsy )N
S S ey g L e 23,5 153 L oSl )
Wil g ldlasen b ) 8le 5 g 5l Wilgi oo 6,50, aileles
Moz Cgz 90 5l 3 ilolw (g5lwosly 4 bgs o e
ilbwosley & bgye SMex 5 6138l 5 (s5luosly & bgi e
o g3, i oyl 55 pod sl Jal LB (6,58l
Moz lgie Cod (gl Elcsn (gilwosly st Oes
£35 il 3 St lyieay 355 n 0 o 55 (ol JUIS
oS 5,5 ol ol Jlos il JUS alem & o)lgi oo oDlom
YT ams slaiy o) Sen g >4 Laws 1295 JLo o
s ko> g9 onl plp ) 50, slaailele gilupslie sla s,
5 [F17 5wl Y] 2 s sl sla iy, olss s
oy ab ] 0] Y lastinT s 5luosly
Lo g, lal js bt ol (gl el gl (g 5luoolyy
oy IS ot ile JUS o> il 5 (silopslis
S y9—0 M g_JL:)).> l.) ‘S‘AJLMMT ‘5)L~AOQL.; U"’S) O g [
gy L yimiion ST (gl e 3,8 (0 )18 (w0

8 Fault Attack

® Timing Attack

0 Electromagnetic Attack
" power Analysis

! Internet of things

2 Confidentiality

% Integrity

* Availibility

® Masking

® Hiding

" Threshold implementation



v b e g o0liude ol tglaibiuw] (g3lwooky by 3l eoliswl b il JUI s il 30 (6K 30y sLopits ;951 (5 5lwpglio y slasaiio

&35 0! )*-‘l—‘ sIVFlY--0 glw o =l ot bl
2 0l o9 S 1t 5 g 6l ElS (5,50, laailals
E=o50 L 0l zrge «5,l5-800 5 (6,5, sloailols )90
5 53l 5Lt o (il JUS Eblam s (slopstie
L (2 09-don o g8 0929 g Tz o 5l I Bl
Ales ol Jo sl S s gasee Slodl b (o a5l
Ol Jolos Do 2l 3 silupslie (g, So VP Lo o
ke [0] () Sen 4155505 g (laitin] (g5luosls pb @
DF 0] Gl mom jl ooliinl o e g0 O
Yl Gl s Sy, 5 VW] glalin] )%,
Gilwosln g, cogs d bg e (it 4o el [\Al
ooy a3y gyl JelS 7y 4y alie ol o cglaili]
3590 ol o a5 L8 ol S dalsl o Ll el
039> 55§38 (nl ool 5 Cuenl 1 (yLis a5 090 e 0L
s o) Kisey slaailels (g5Laiyal

iz slozey (gl (sl laibinl g5luooly slais,

Gilwosly pge 950 duz o Lox] o a8 conl a4l
odg sl Ll slo e ay b gyl g oo o Ll (glastin]
ol o aiyls 5L (gilwes pid Sldas 5 Bolay slocey
£5 ol LS e baieds oo lSel,) &l pudione Bon 5]
JUERNCEREE 3P JU ALY IOV PRSP I KOCINIP P (O
(V-] o Sen 5 0l e Lawugs AES 5o, (slalin] (sjlwosls
3 @YU cols Juoil giluosly g, cm! Kb ol sl
gy S YV F Jlow po Yy M o S oy a5
Coluwe ol jo aS ols &1TAES 51 sovas slabw! gjlwosls
A8 Gl g golpe Uhg;y 4 S (Bolai slacey las g
S Sl Joe Ko Sjgoar labinl iluesly ol oy
95 oo by ol 6l el sllesen (i, S aS
Ly el ol oyl YY) s a1 "CMS el 4y )
Gloasye o 1) Oslite (6)5e; slap )53l plsi a5 0l
> 59, o b ol adls a5 el Sl e YL
sols oot g s3twooly [YF] T goliS 65 Lawes AES Slusl>
oolas Co slass iolidlan o b (g5lwosly coluwe a5 0l
6ol by Y14 Jlw ;3 CMS b atdl .ol oo als
ol A4S EiS g5 o g b auSh YU slaas e yo [YOI
005,83 3 190 5l ) (el> JUIS &bl Jlie o YU lan
Jbil ol cslatiu g5lwooly sbog b @il 5,50 4o

prle (ol e o9y 50 Ll iams e plonil ) U L
Ein S g 0,00 0aiiS je,y o b (S 5d (wled g5
slagsm Gl aile (58 sloonyy (S ads b ()
2 Sl glagl > del (oupbliaeg xSl 3l 5 Lade

L8] 59 o Bam asl s 31

Glilan v, oS lzl Gl 5l eolaiwl b lo ales (o

Ol b el S (oo Ty (g s 0S4 aliSie slo g9 9

po g o Lal wo S o hao [V o] 1205 gy ales g4
D] as a3 5 S RSA e, inSss sl

S 50 ebgmmes (ol 518 b Gurbliteg xSl alos 5o
$lp e Gl dipes (o Slles Szt Jlgs 4 K5, 4l
b s 2205 5k VY] 55155 5 aas oo ol 4
A ools oS VY o o) Kea 5 guils

P n g Berme ez 5l (S &5 Gy Jelod ales
[¥] 1258 Lawgs 122+ Jlo ;o cenl sl> JUIS &M 055>
00iS jey 4l (Bran (g5 (Sly 5l g0l po ol &l
Sl bl b o Slles g5 5 U35l Jb 5o olodlbl o
o9y A A Ol jl aiis (pl g o eolawl 0llST Sb5L
ale> 5 Lol Gles Julos ales ¢ oole ol Julos ales
alom L allio sl 3,5 o0 Sy | (S olg Julos
Lagl daes ;0 a5 coul ot ail )| Sglite slaids, ol Julow
L B0, sl (Bpae ol glee BLS)T G0 o 5l 2 (o
el plonl > s Sldas 5 Gbjlsp Jb s Sledll

Ol b ablie sl 58 o) ol Jelos e 1L
O abaly 51 ol Jdos ales (0 a5 Sl o &8l Do
Jo poldee U sl Jb ooslo badly B8ras olgs
abul; ol a8 ail slassSan b gilupslie slagis, !
ooy 90 5 [F] asle e¥lae (S 50 w0y oo 3l ) oai ol
ol b allie sl olagtg) Slea " IOl 5 " slaples
duj_m‘somgmumm)odfw‘omobfﬁbﬂa}&
O Fmly 9 e 3l 0558 53 By 99 ol Sl gl
0o o ) b bl po el wlST g 4Bl (Bras oy
o Lelal oo cws jol ol a all 5 Bras oles S
Wy o0 Ban cpl 4 Sl polie gile Bolai b g ISl

® Secret sharing

" multi-party computation protocols
8 Consolidating masking scheme

® De Cnudde

! Simple Power Analysis (SPA)

2 Differential Power Analysis (DPA)
% Correlation Power Analysis (CPA)
* Hiding

® Masking



1Fee Glawsl oY o lods (o203190 JUw & Jole e widlagy  cole s

¥F

5 Sl KUL oBiils lawgs a5 o5 )15 ,0 ylojee (8214A
&lwosly il llbis] Szl byl g 5l (o) 2 b= 50
ol aalssd o (g58s O ygo 0 a8 Bl aiis slailio]
sloaibels g3lucpl glp (og,00) 5l DY game 31 g0l olaxs
MNIST - fioe oMl bl oS solaiwl (6,50,
- oo, lasbw] (g5lwooly (slp Ban 050 (g 5Lws lastiwl
Gl laibinl asly el JB bl Wil oo ) K5, o
e walgss "FIPS (slas lsliwl JSo 4 Log ) NIST i 50
aS Jlo jo cul ;53 a0 oY ail SP o gg 5l wilgs go 4L
(ereo s isy Julss Jasle SP gl co bg e oo lastin]
Slaal gl St Gy 4 cenl B iils 5 oo
dedin 6, [Ku o b laoy 5 badl de sl giws

aslasls

JUE oo plp 50 gilwpglio gla g, - ¥
e

Voot o a8 gldlesen Sl g Slanag 4 axg b
claaleln liluosly 5 olohb b col p3¥ winds Ciposs
Oiebre Sax (nl i 50 993 slaatlels Coal ) (6,55,
clais, wils JUI odlas Ly allis gl isd
slagss; o plsSse Lol 5l a8 wiloads z5lae (gloasanslis
ot 2,5 o)Ll (glailinl (gilwosly 5 g3lugles «s S
Sran s Ol BLI)| 030 G 3l da gy 00l 50 )5 (05
Jo o aldae b islo s Jlo 0 aledbl b K50, all s
STl 5 gilwles gy 50 Lisw cpl deldl jo il ploxl
Sgb s 0310 byl (rizred Sgdoo (Byre paiie O)god;
Csl Wl oo w55 (g l8ledin Sl (59, @5 wil)8 oS
g o NS g, slidls 5l Bi

Sl =Y

o 3 el Lo (el b all, o 45 ool
5 il Jbo o oledlbl (B as plos Gl LS o
88 ke A 50 50 Glgi e |y Canl Tzl > o cldes
s (2 Sldes an bgy e ($pae plg Sl atws 5o
290 ilutolar oy, oSl szl anTp Jsb o 6,55,
s 5338 o 3 Gl B ran oy dm p g, £95 0
725045 ams e plasl (g5 b ) oSl (s 5luesly pgo

29,5 (r QUi Ll (e 4 2Bl 4l e g3L;
LAES 5, aibe o lasbinl slaye, silwosly slp aloz b b
@iz b VY Jlw o anS o Somb (Brae e
o 6 yeS 55 lwooly rlue a5 0t wil) [Y8] "oy Lasgs
oS (60 Lawgs lallie o 5l e clls (golS g3 zyb
o ilwosly i a6 lons 5 a5 wi wilf [YY]
Gz 7ok s b ol 5o 0,5 e esliul AES silail>
c>ge 45 s aSLI Yo VA Jlu ,0 'DOM g, o (e
2l Gy 3l b ol Ll ad e ol ualS
Sy ©9,y Sliniss aslol o [YA] cusls AES lusls as>
soge a4 g, 5l a5 ad il slalie slasbinl (s jluosly
oSl o] gyl B [VA] 55 s sliiul Tlas 8 08
Sldes jlads o o 0 Bolay glacas 5l oolaul 4 (g5Ls
Sl Az 59, 1) (g0l [¥-] ol aiils 5550,
3L 050 (Bolai glacey olawi ax 51.0,5 g35Lwesly AES
L) Gloy 23U g (JLdl ol Ll el yao )b o0l 5o
TS g 59 VA Jlo jo 008 9525 (6 lans (l 5o
5DOM b Jloj 5b rals T s 45w 3,me ()]
b Sldes 53 Jfaie o slapges polas 50 o
o |y (ol slaca olasi 5 Sloj 53l bg,cnl s
Yl (295 Sl slani g Colas Gl b ass oo ralS
S olaai by gy SO V-V Jlo o aSul o2Vl o)l 5L
5 03] Sy, 4 Sons a8 Jloj 5B b g ko ol
Ssyoml VY] ot @) 28 639,9 soptes Slaws L g [¥4]
ol 5o Sley w3l aS 0o [¥Y] s onisasl )l oo, 5l sgme
el S ¥ ol
o oadsadl )l SVlie 5 ke 5 Kl slacls LS o
5 e Slddnsge 5 LS b glailinl (g3luosly 059>
alex slaslanals sy cpl jo plocdld 55 5lws lastil
69L3 5 3 bl o g Slaladl 4y g5 oo lacdled oyl
Wl Y412 5 YA slaJlo ,o 45 5,8 o,Lal (NIST) IS,
ilwosly a5 ols Jl, 8 a =g 0,50 |, glaliwl 6,50,
Jlo o Ive Yl coul ) laygome 5l (S 5 (sl
P—a ;S Sz 5 dnge (nl (VYRR L) V-
a5 0,8 e )5, slap oSl latiul iluesly
ilmoslay by, sl bl gl oF Jales sarmlis
NIST IR- _3,135) el 6,L 50, sl ,5-51 (slastizu]

" Federal Information Processing Standards

! Ueno

2 Domain Oriented Masking
% Changing of the Guards

4 Gros

® Collision

ENIST



o b e g o0liude ol tglaibiuw] (g3lwooky by 3l eoliswl b il JUI s il 30 (6K 30y sLopits ;951 (5 5lwpglio y slasaiio

B Az 0,50 6 I8 wiile (6,50 (5lupslia slagds,
S

& IF ol -Y-¥

2 ol g 45 () LS550; ol oSl loo polie (hgcnl o
SlasS e peds (Bolal O jgodn aiiws Al I
o)l o sl o 55 )T (sl 4 g oo hgy0n! slace s
g 4l T Brae lgi 10 sl pase el Wlgh oo a5 oS

S 310 ocile e S oo e Ky o Sl (o
O ygods Uy gz jlade g oad oolawl m aiile Bola lode
Slle Joe S Joe 05800 silwosly Uy = VM
G50, piye Sl o a8 placliles iy azgi b as ol
Sldas g5 anangi L 0gd oo (attine g oo oolainl
CiS Gle e ) (5550, slap ;55 5o oaboslil
lalog goxr XOR oo (o @b S Wlgs oo jdn * s
ST ol 5l oolazwl jo a5 0l az g5 .ail glailew © o b
b i isd (6T e polie plad Camloe Loz
e polie 5l Sle ladte S STaS 00,5 (edi alles
Jlie 6l 05 (6 )38 wlis 5 e ol 29 o Lol i3
5 e e 53 XOR ol 353 ilon e 55 5]
Jol> Sle Jlade po g (Sloe Jlade 90 (pl oo b il
Sl Tl 95 2z 3 Ysane JJo (et 4 g (5SS Ll
5k a5 1) gedge (nl Wl e ge eoliiul (o AT L
SeolS (6,5, allelws T8 Clas slaws 2ol381 L oS ols
S0, wilelas Sllims ey 45 e ol 4 s o
Ol ibmoslay sl p3Y @lie 5 ause 5 00,5 Iy (2alS
e a8l

wwd 93 )0 Gl | NS OLE glwpslie o)
13 1 s Sl iSOl 5 Jg 6,08l
oy 5 oz bgi Gla polie Vgoms Slslons 5 5L
S @RIl [y hlie 10 Bed oo IO laileny
2 0S5 S92 XOR (Joo @S awgs IS0 Joe
Sl BTl 55 99 o 5l cl s s lse (o5
a0 3L I ol o LT 5l g oalial G, ailels (5jlopglie
S 4 el JLnl g o Sl s
S 50 ol edle IYA YV ais s pals e, alele
B osliiul 990 el g a wlsi (5,550, o 65!
Ol il (St x [ Shes 4 Cons f &l 100,500

g |y g alal)

D55 B by w5l St e ol S ] 45
e O E85 Ol ik OLaSG edls Jlade 5o b wliles plas
SIS o 13l g B yae dials any
by dlize ollaxd o oleoldee glzl o Sloj om0
Olg Bpae s Bolas el (s Ky, iz yoSl anl 3 o)
b ral Sllas gy S (Bolad l2l b )5 onl 0ad e
plsl )50, pysNl Slibee Szl G G, oo
zhb a5 ol (pl o ls se2g Shgycnl jo a5 Lol oaul 0gd o
0905 (3lwesly 1) () K50, piysSI aSGT 51 ey loesly
el Sldas (6w S (Bolas gl 5 ilulx b culys o
el )50, eyl Gzl 5l e s e oS 0
Goxinl 0 azg JB &S5 09d 0 Gl B ras leSolas
2GS e Sl 5 Bola slacl glaa)se 1 eolatnl 4 5Ls
P FLC SPC SN R FURRPRI SN RS | [V [ PO B
S eolitul sy Glgiee wils relS (55K, slaailels
w8 slaJodllygins izl cod 5o Blal g rial ldos
SIS s (Bolad jobar | 6550,

CJa_,..; &9, ‘GJ’L“QLQJ A 0 LmoLe,w...; 3 atws Ce09d

s, bolgin ol 5o axtus A5 56 (g B pae als
s LS L g, ol 3o 35500 ol 5
o=l S el o oS cenl o )i szl o el 4 JUKew
LS 155 Galidl Ly g JUSem 0l Ly sl o0 S
opaiz ol wolules 255 Gial3H sl gy oot [¥lat
Jodow alos Jlio gl el (g5lg0 & )g0ds Jiue Sldas

a5l Oldes ples sl ()] j0 a8 ol o)l cole Gua
59 il Al ble (g9g,9 00ls £65 12 (sl e 5l SLSS lade
334 Sged ;1S3 4SS ol Glesiee L ol ploel p oasST
Ole abged 5l SYL Glaaliw slasy 5| CPA 4 DPA &dles>
13 20,9] Cmday ok 3 disee bl jo 1y ley Ol sy les
Sldos plos Ol yoaS cale g lae glgn a5 51 s ol
sl (gl i 4y YIS aS B yas Gled LSS ebay
Dyl dg2g aials a0 (il sl p Bl slois,
L allie sl baig,cnl 9925 Gal b S pslie SPA o Lo
8] iluoles G, 5l eoliil o saiolul 3L asbe

2 Mask

Clock ,» ;o )9.‘&'4.9‘



1Fee Glawsl oY o lods (o203190 JUw & Jole e widlagy  cole s

¥

g ooliiul (g NEOLS 1y (6t lapge ol b el
wlolo o115 i gols cel IS ol a5 cadl b, F4]
ohey b slepslie Koo Al S osdiee (6,5,
OV USRI BNt U PR BN (T P KC A

g ge 00l madgi day Sy ;0 Egdge

s JL3 0 Con G leMbl s s :(Y) Jgus

e 99 % O
X X1 X, L(x) mean(L(x))
\
\ \ Y
\ \
\ \
\ . \
a=5-r-y

(CMOS) "Ly, das B anST JoSo o lisbisl sloosls o
Sy Sl Wi oo ol (nl &5 Wgdi oo @l Sl o
=S 5 ollae j0 09 Bras lg a4 eaid g laS ol polie
wloas Jate K0S 4 il Jsho (paiz CMOS
S8 eoliiul 5550 (gamy Jshu (59959 Olseas Jobo 12 (29>
Mo (295 5l S Dz e sa (539,5 Adien 55,5 o
Dglite sl S S92y el (nl Cde g oo SdL s (6500
2 e So e e alple Sl b s 5 Slilee o

WS o Jsb e ol (53959 3T

a S ol 50 0 S b el (V) S8 Jle olgiea
A 55D 355 e s NAND sl (63555 4 ks & j50ds
00 S ugSan CuS (39,5 09 0 0ALS ugSae CuS (53959

255 ks o d ) lae JST g5 g C

NAND

abo
INV

[F] Soo8 oS 5l 2(V) S5

flexy) =fx) = f()
opb S b o @ Slee x She slrw 51 >

by Gl s
fGx®y) =f0)Sf )
b Slles ( Jo O )b Sy )0 K ol
4S5 a2 o S lassSan Iym Gl XOR [Sles wiils
So e )RTFTola as e cpl a4 ol acule LB Sl e
Lol Ly o O jgons a2l

GAF s o s mlys (sl o SOl sl lie o
oy Sl az Jlte sl ol v b (a3 1k s
§ Sl (ot 8 L5 S aS 0 5 Lk o | AES G
lools JLS 0l cod (Jg2 (ISl (g, b o] (5 I8l
GNTOLE s et sl el 5 5, S [¥A] o Nty

Lol ool &l (Glowlre) (208 5 I3

aS ol plml g0 cpl @ Olgioe 1) IS oy, S
Oible b aS (g ebdy 06 i g Mz 4y Sleo piie (o
s2olde 51 SLedbl s o less 4 bapges 1 plas™ o 51 b
iz Gles yie 2 4329) L ol 050 Cemody il
O 3l Slee polie 5 slabasd (B pae (g5 Glee LU (o
Sl e 551 Jlsa olgsean [F4] 008 Jol 4o (il
ot sy Wb vy = (WO M) ulp Uy ool g 8Ol
Sade 00,5 awlne M 5 Uy g Wlg 0V Sl
09_w ool L)«JLQ») (Um, m) = 9«) Ja_wy ».\_s‘yksn \" L;:L».c
Iy g 99 4o X o Joo (o AT Ol Ko Jlie olgica
i (V) Jgoz 00 S s o x =10 D xp Ojg—ody
A2 o plid ) Sglae glaX gl a4y ois Sledsl .Sl
Slil e G RST O 550 Gl ;o sl oo canliv a5 j5byloa
olis Sed (55 4n gy Sledbl 4 Dglate slax
SRS ol
el Wl ol capogs Vb o a5 (SOl b,
ly ogd sl 4o (oilr JU SXea 2l 50 s3lapslic
aip Sl JU e plp 3 5o, bl S s5lapslic

m}{ = .)9....; oSy YL’ o 6)|d§uLb LOSg b el f:)y sYL

2 Glitch
® Complementary Metal Oxide Semicondutor
4 Logic Cell

Sl g Hgd oo b Glass 13 (075 (gSae by, 4 O (plaaer
125 958 plosl lailony 022 (o9, 4 (5,8l

f(xxm)=(xxm)™ = f(x)x f(m)



v b e g o0liude ol tglaibiuw] (g3lwooky by 3l eoliswl b il JUI s il 30 (6K 30y sLopits ;951 (5 5lwpglio y slasaiio

Sygeo ,0 45 Cowl gy s Sl A Slsgd 4y ax g b
slabiwl glwpglin by, o a5 labial ilwosly (s,
JU ez ol 50 50, albobes S 516 aiS o (3D Col
DP9y S Sy 50 S Caglie 1 w5 jga> j0 S Sl
D g0 7oy L§|43L:...;| Lg)'LquLﬁ:

6|43L’£.wi Silwesly -¥

GBS OLE 5 5lwoles Gho) 90 Wi (ol I3 laido 5o
Ciad 5 g8 bl g 2yme il JUIS EMles b ablie s,
O35 9 s T OB (Bg) chad (e 2B Ol Lo
Slitlasen alylae ;o o 0925 a5 Cewl ZlS jga> y0 )]
SDFIYed Jlu o ml8 qud )b ol Slas! W6,
Fia ek 52 5 )G )Kipe, sloailel (59, T 3l
L o corge o)l 38l 5 (65050, slaailalis 9550 )0 T og
Lo ) (Sl JUI e 1l 50 silapslie g5os0
Sl 50 Ojledan aig b o oo Sl il 5 )58l
JUE Do ply 50 6 )l38l0 5 6,850y sbaoailels (s 5Lupslie
SNIOLE 5 53lwples sl by, 5l olames Ol (>
G50, sloaibllw 0,50 ;0 a5 Jls 5.0, 5 ool ul
ooliil (6,500 Al Sgutr b by, 5l Camlise )l
Jlw 3 aS ol glabin gjlwosly da syl 5 (Ko 0,5
eSse ol 5 g o asll [8] o Lsn 5 1995 lawgi Yo o8
S50, analzr azgi 0)50 el Jlo g9 )0 (pgasay (S
FUSIVIE PN F- SN ERRSTIONNC PSRRIV | 3 ) [CHN PRETI S e
la Ssg, s VW] bl 6 LS5, 18 V0] g
oS slabin] jlwosly Ui, ol DAl Taslais Sloslxe
ol T QU ) 5l adying 5 aBlivg g5 o &ls )0
el =ln 00 @ISO (g, 4 by glacans wilgi o
a5 o)l 1) Cie ml 0al 53 g, il egdle ey b
ol o2 5 0))9Sem ool slagssluosly of 5l esliinl b plg o
Srp g 9o 5,850y sl s slp 1) o8 UL
Ol B by, b analie o slaibinl giluwesly bs, oo
a5l (s al> e o 0Ll 5l am (S slagty, &5 ol
It s3laosly (g, 5o Lol ai)ls was Bolas Jlade

Lol el Bolas jlaie 4 5L 5 £9,0 50 L

(_g)l_i?)'.o) [‘,.'2.1)55.” SO )'| 6‘43[;2_..;—‘ ‘_g)'L‘.uc.bL.:.; S5 59

Y . \ A .

ol Iy (V) Ui oS 5l gy Jgoz oY) Jgo

SBs39,9 %S (28 o 23U (o9 Jho (B3 L aad e
sNAND slaces 5l ol ,5b aus s ) & - 5lbga
)-L.’J ) tprop,INV 9 tprop,NAND S ygeody ol i A ‘) °'-U-;Su'“9s*"
39 7=lS S 0l o oamlin (V) IS0 jo a5 jeblen 0y 1.5
Vi Wb cdle ol o (g p opl Bl e gl d g,
NAND o 42 € (6395 JLSem ey 53 Jedoar Lol sy
NS oo et e CBga e (sl JLiK 4 S

R tprop,INV L 4.4.....\.)‘5 I ‘J‘" Ode aS

) IS (oS 5 jlae (fuwyd Jgaz (V) Jgom

a b c=INV(b) d=NAND(a,c)
\ \
\ . \
\ \
\ \ \

! Secret sharing
2 multi-party computation protocols
® Correctness

9o 5loolainl b (V) akal, 0S5 8 oo Jle lgieay
il o (6,0 OlES g

Sy,z) =yz W

%z S @l 355 5 lassgs a5 wasee (i (V) alal,

Zy 321)‘».\.5.93«314.}1.32)‘».\.&93)/2 3Y1 Wﬁ«)by)‘u\.lc
S1,21) =112 ™
S' V1, Y2 21, 22) = Y122 @ y22:By,2,

Pl g an b L cleay, Juie oS 25
)Li..ij z ‘_,’_,L.,a Slade iy SYolee p L o B Sl Q%I

.oa;u’,e

AS' = Ay,zy @ Ay,z, = Ay,(z, D z,)

=(@21®z)=z2
a
b tprop.[N\"
[ i tprop.N.’\ND
: T
)

/

d

[F] @l 5 (5,5 5 6995 Sl bfms (Sloj Jlogas :(Y) S



1Fee Glawsl oY o lods (o203190 JUw & Jole e widlagy  cole s

A

‘)‘56"" )li..:i X c)l.g)é 6(:)“0‘
Cono —Y-F

.)9.‘..;‘54 a5 ‘_ghu'b...u] (_g)‘L.uc.)L:.; Cono L;J"ﬁ B C)'.’.| 5
Sy oudidy ;15 ot a5 Cesl (l 00855 (Shg 5l jslate
a1y Sl 0550 (Sl lade o &gt (Sl Hlade S
sly QT WS A=fX) 9 a€F ;2 slp sm 18] wns
A.Lu.') L§>3)’> 3 Cans| )1)52.3 Ziai = Zlfl(x) X ].s.bl.o.c |°L°”

(X EFP)ogs Jol=Yix; =x

Slass )_3‘).3 Sa =9, ‘_gl_avp.e{w olass oS cowl aseino
Slacsy a0, Ll (gl amy 4y cpl 5lcasl sp onims LSis aulgs
S 3 s 9,5 b Slosd a 0,0l (gl g5k ) (6999 e
PR 795 969959 e S &S (S50 )0 D98 0 o3l
Sy 05 o o0l g Slaas yols lis gl sl asal
DS Az g (V) S50 4 Slodgs yige S50

Sl Sy (s ol 0old medg (5SB aS oo S
5l oolaiwl 5,50 j0 A wius @l;ou’f)@ “5915& § Cowo
oS glalis] g5loosky mpe Sy wiog p3Y b 6N

et &8Ny 50 9 9S e paleie S AT B, 5l 1) o]

pos Sy el glS jpa> )0 ol Gogr A sl s
g g0 0810 Frdel dmy idn 10 aS el og S

(X1,y1.21, ) @ (arbi,cr, ..)
(x:,yiz. ) @ ka:‘biz. )
® : ®
(Xs.f.aZg. ) @ {as.b?cs. )
(x, : z ) (a, b )

Lgld.'otl....j Lg)'l.woalﬁ 30 S L;J.’j «(Y) Ji..u

do}g J.olf P -f-¥

odd SOl Fib o TS 0g, b axlee aSul lp
Oyl Cewsdy wiloyore Sledbol 090 o Sledbl wlgs
JoU pae (Shg g adl CHESS (68959 Glapem Conl oo
ol nl o9 JulS pae (Shg 5l jelate ol andle 1) o
» Sbpew 51 So Pl ) JEee Wb o &b pp oS
Slassgys 5 b 2=f(xY) 51 Jlke Glszeas o] wil g5

Slagli « Sy cnl ool sl e ools lis g N LY g X

% Prob

g o oy Allie pl delsl )5 la Sy ol 45 098 (raels
93 5 09 p3Y 53 NSO () 4 silupglie ;o 09b azgs
P Sy 595 e Lol Wi (el (51 5 oo Ly

L5 o0 Djyge O oS

LS"GB'“J 65L“°'>L.fi LS')'.' 6)|..35.>Lo.§ -\-¥

L F™ e F™ gl f assle mls SO slabin] g5lwesly sl
3O X1, Xy s Xs —1 SOt (S59) 9SS mje S Solas
(X TS LQLQ[V'Q*“’ )L))g 59...\: X 59.> ﬁ‘ﬁ L@W U“ XOR
L ot oot 4 pandd Sllas g X=(x, X2, +or, X))
)" e Sgid oo 0ol X suuis (S e )‘..\.3.4 (_g)‘;\fgui
oolaiwl Lo slass oyols lis gl s, — sharing o )le
D s

Sh(X) ,laie Pr(X = x) > 0 Jlaizl L X polie pled sl
a8 Gl X polin plos (gl X zeoro e o 5 oaimo lis
el Hla BB (V) alayl) &y g0

Sh(x) = {x € F™* | x,©®x, @D ... ™)

® Xs, = x}

Gilwosly @ bgspe sla Sy chrog 4 o o)l 51 3

B9 oy SS9y (6,05l bl 03y ‘é‘cﬁmi

eSS ol -Y-¥

0P el Jaie 511 5 5 ol g, X (6,38 Ll
¥yl

Pr(X =x|X =x) = p &1 x € Sh(x) Sl

Sy (nl gy

PriiX=x|X=x)=0

Pr(X = x) = Pr(X =x)
x€Sh(x)

2 sl Slcwl caless gl ols S K Oyleas
oo B LSS Jleisl L ) Ol e p polie X jlade
£5 b g 515 — 1 o b,0 Dledbol ils g, 00! 51 anily

! Non-completeness
2 Uniformity



4 Gy Aoz g 00ljde olg> E‘SHJL'}.MJT Giwodly (w9, il eoliiwl b il JUK Wl plp 50 (655 30, sty 951 (5 3lwpglio p (slaosio

1S -0-F

Gl oSes el alas & sl oyl SS9y 5l elaie

Loaasl ails Sl slas ) Jlas! s G o

RIS L 098 el (g S 4 X e ST Syl 4 az g

5 adl gl Cavsds 1) X Jlade g wge G515l eSS 0

Sy w)oll 5l Ao o (295 Gsr bsleesky (S

b ool p3Y 0,28 o0 58 ool 3550 ol S0 o 539

G 6959 U ogd caley 5 2o 0 SEIESe S

Shs @l o sl sl ) £2168 Cools 55 gun

&y o Ll ol CBeSy 1 (2 il CSIESe 60955

B g b Ze S SHleSy S Sl

NS B8 S ety sl

(X,Y) € F2,F, 3A=f(X,Y) = XY

sl luwosly 4 bype fi ladlge slaml ail,
Sy B s Ogean ) sl 4 e

A = fi(Xy,X3,Y,,Y3)

=X,Y, @ X,Y; ® X3Y,

Ay = fo(Xq,X3,Y;,Y3)

=X;Y; P X,Y; D X3V

Az = f3(X, X5, Y1, Y5)

=XY, XY, XY,

49}

Shls A IS ClE il cBeSh (6995 @ ISl 51

NSO 316y el sl g walys (1) Jgoo wjes
o e ke V2 4 5L ((F) Lulg,) A cadiciy i aili 29,5
OO L jao 5D Jlade V7 5l jelaie Cand Jouz 0 (goluwe
A ST Ll oS ed cutd Sledbl g b ol 5l aS WS 6
Golo o lp ¥ awad wed eolatwl pgo Jloe (539,9 olsreas

(e )il god cB1eiSS K0 T (695,59 155 Caness

gy g0t Zy U2y glaze s Loy o fn Ufy
D9 50
zy = f1(%2, X3, s X, Y20 V302 V)

Zy = fo(X1, X3, s X, Y1, V301 V)

Zn = fa(X1, X2, o0, Xn—1, Y1, Y202 Yn-1)

aS sladlge s d L oo cogem b SO [FY] 50
Tl o S el 1) e JelS e 5 oo (sla Sy
lbae o] el 5 oo oaali d 4o slasbinl 5 5luosly

Ll oacoll Vo auad

foos (e C’»’U &l X 59959 (_g)‘.}fgu.i )f‘ RS-
‘5‘4.31.'2..‘4—‘ Gilwools S f g il cHleSs gl ol S

a5 e S pld A e Brae g Judos olSST il pld 4 e
O3 59955 9,90 50 SMb] g8 g WS o 2l 1 T s
S e 8] mdS jgax o g X ol

[eY] oLt

d as,e glabin] gilwools 9,90 10 &5 oo Jlow SO
5 0l Gl e oo ax PBlas oS conl pl 0gd o 7z ykae
oads &l [FY] jo ¥ aad gllas Mg cpl gl ool o3
R
Sy kS 050 69959 Slaptes Sl JBlas Y anad
o Sl ol d + 1L (Si) 0 agje glailin] g5lwosly
Spm=d+1

[eY] LSl

Loosdge debSin = d + 1 Sl ¥ add 4 axg
ol 3 ol S s iales 5 WadlE slass il
EL 2 ) w85 55, (25,5 Slapes slasd ) slala>de
3 ol ol S o oslisal it o i 2§ 5 sledlpe
anlaid 5 )13 0590 Y] 0 (T (61 oo ol

aidl o 3l Lasein X,Y) (699,5 l3l s g @ gar a5 Sledo slows (V) Jeus

ay, a, a3
(X,Y) 1) Ve ) \ \ M
(+e*) s
o) y
Oe) 4
ON) 0 0 ) )

gt SBeESe 5 (A 2L) Hlae (29,5 B el 5L 5 lge

Jsl Hlas s2g,5 a5 widl oo 3T cpl g0k ol jo

o=l y 0,8 )8 colaiwl 590 oo Jlaw (605,9 lereas Wb



1Fee Glawsl oY o lods (o203190 JUw & Jole e widlagy  cole s

XOR L 1, AND d oy 10 aieon cplpliy 0,0 0925 g duw

oS (50 09,5 02 o)y (ml (5lwesly (sl

7} X )It X /X X
EEELELEL AR
1 111

: g "; 1
! 1
IR-'LL Al . .‘ e
1 4V ALY
b {oogm e
e 1 B4 ADXR:
1 %ND/XOR é |
0108 |
i ...... o . 1}11 ........ .
/ (] L]
I\HI\IHIIIHIII\Iﬂ”
1—

[f:] oo KATAN 32 o, 5l 50 5 :(F) JSi

odd jaseivn Glapge 5l S o il 1) IR a5 Soly 5> a
g g0 oslaiwl (B) alayl;y 3llas
Ay =X, @ (V22,8Y,2:8Y32,)
Ay =Xz @ (Y3Z:0Y32, @Y1 Z3) ®
Az =X, @ NMZ, @Y1 Z,8Y,7,)
SLapew oloss [FY] o susall) Glsgs 4 4> g5 b
sz a e Skl g S = EX A+ 1 =3 4l (5395
S o sl (530l sl sl S = (1) = 3
590 0% )le |15 098 o colaiwl (F) alayl, 51 IR s ély jo
D9 ga5 stpes IR s 53 5
A;=X;+IRXY, wherei<s; )
5 oolitwl b oo YY KATAN e, [FY] o a5 008 av g
dw Glojpd OHgods donl )0 .Cwl 0ol (g3lwosly g 4w
2 s ol @zl @l jle 9 oy el 2l Jlo 0 Sl
cblis> a0 gilwosly > ol laibn] (g5lwesly & )90
San )8l s jlade > g0 ol wglay s .ol
5oy gl (g3luosly (s)li8lccn e ggaze ol
LEVT ol Tas )3 YWY+ ol o YY KATAN

Y] oo 6,050 wle LIS cnl sl Sslite slass,
Sl slaw 1als 0] (s55,5 sloppes oloss 3, YU
o rbae ;505 3,190 5 [0] "o B ) eslanal [¥Y] 5,5

ol 00
KATAN 30, glaibuw! g jtwosly -0

‘51_.%‘_,’_?)%‘5 9 Lg‘d.)L_MJ 6)L»06L:; u?u l; )'”“"»’«‘J ‘_,’JL..M:] L;‘)"‘
L8 5, slabiw! o3lwesly Eom S Lidu oyl o o
D a0 91wl sas b yxe [FY] ,o 45 KATAN

@ oy ol el (B o, sl eslgils S KATAN 5,
e RIS (gluesly Cua B cwl oud 21k g9
= Y g = FA (i VY e Lises glgil 1o 50y () ol
Elosl i ol 5l g canl Can A 5oy ) alST el ouss &l
Sl 590 YOF jr0 cpl ol oo (LSS cossl (sl ls o iz
0SS A o (o PY g YYFA glgil ann o o] 90 &b g
el 0as S5 XOR 5 AND o5lg,0 (golaws 3l g aiins

oa— 03,g] (< VY KATAN 50, 5l 590 G (F) S5 0
699,9 (ye el Can G KL Led (F) S 0 Seb o ol
A 5 09 o0 ol Ze VA 9 IV i 90 4 o YY
@3l slacan j90 50 50 0,5 o L L s Ly slaold o
JOUEE P P INCH KON NI ERRCI JUUN I AN PO SO
P Cn S ejlul by g Ly lacld prizen S
oo ool yislei IR L aS oo i)ls g g conly 4y cacds
3y o prwouad 45 el 598 005, leds SO 5l Cn o, T el
S esliil o5 555 (Slu gy sl Ly ol 5l pyler on
Kaier skay (< 40) aloz b ol cloyen ol . by 0,5,
A oy 0SS Al s el @iH1) 5 el2i o 5 4
0y LFSR Sy awgs ol 0l 51 50 ol Lo jg0 3L (o
Y] 4 oo 70, cnl Sy30 50 yidion Sledll (6l g oo
25 E97

b e A e oo csalin (F) S5 j0 &5 joblen

1y Lo i oyl .Casl ANDIXOR s5ls, (F) Lol o, o]
olas (o] s sls Gl FIXLY,2) =X ®YZ b b oy oo
ot ¥ L eSS glaslin] (g5lwonly SO a8 Canl sais sols
S 0 Ojlasan o)l 059 AND am o S 6l
LFXY,Z) =X @YZ &b sl sy slaibin] 5luosly

%1720 GE

! Re-masking
2 Using correction term



O b e g o0liude ol tglaibiuw] (g3lwooky by 3l eoliswl b il JUI s il 30 (6K 30y sLopits ;951 (5 5lwpglio y slasaiio

side-channel attacks: A formal security proof,” in
Annual International Conference on the Theory and
Applications of Cryptographic Techniques, Springer,
pp. 142-159, 2013.

[4] S. Mangard, E. Oswald, and T. Popp, “Power analysis
attacks: Revealing the secrets of smart cards,”
Springer Science & Business Media, 2008.

[5] S. Nikova, C. Rechberger, and V. Rijmen,
“Threshold implementations against side-channel
attacks and glitches,” in International conference on
information and communications security, Springer,
pp. 529-545, 2006.

[6] D. Boneh, R. A. DeMillo, and R. J. Lipton, “On the
importance of checking cryptographic protocols for
faults,” in International conference on the theory and
applications of cryptographic techniques, Springer,
pp. 37-51, 1997.

[71 G.-F. Piret, “Block ciphers: security proofs,
cryptanalysis, design, and fault attacks,” Catholic
University of Louvain, Louvain-la-Neuve, Belgium,
2005.

[8] J. Arlat, “Validation de la sdreté de fonctionnement
par injection de fautes: méthode, mise en oeuvre,
application,” Toulouse, INPT, 1990.

[91 S. A. T. Nezhad, “Keeloq block cipher power
analysis,” Master, Shahid Sattari, 1393.

[10] P. C. Kocher, “Timing attacks on implementations of
Diffie-Hellman, RSA, DSS, and other systems,” in
Annual International  Cryptology  Conference,
Springer, pp. 104-113, 1996.

[11] A. Z. Torbati, “Practical implementation of combined
power-error analysis attack against AES cryptography
system on PIC microcontroller,” Master, Shahid
Sattari, 1392.

[12] P. Chodowiec and K. Gaj, “Very compact FPGA
implementation of the AES algorithm,” in
International Workshop on Cryptographic Hardware
and Embedded Systems, Springer, pp. 319-333, 2003.

[13] K. Gandolfi, C. Mourtel, and F. Olivier,
“Electromagnetic analysis: Concrete results,” in
International workshop on cryptographic hardware
and embedded systems, Springer, pp. 251-261, 2001.

[14] S. Mangard, T. Popp, and B. M. Gammel,
“Side-channel leakage of masked CMOS gates,” in
Cryptographers” Track at the RSA Conference,
Springer, pp. 351-365, 2005.

[15] G. R. Blakley, “Safeguarding cryptographic keys,” in
1979 International Workshop on  Managing
Requirements Knowledge (MARK), IEEE, pp.
313-318, 1979.

[16] A. Shamir, “How to share a secret,” Communications
of the ACM, vol. 22, no. 11, pp. 612-613, 1979.

[17] Y. Desmedt, “Some recent research aspects of
threshold cryptography,” in International Workshop
on Information Security, Springer, pp. 158-173, 1997.

[18] A. C. Yao, “Protocols for secure computations,” in
23rd annual symposium on foundations of computer
science (sfcs 1982), IEEE, pp. 160-164, 1982.

& S daxd -7
slab] gilwosly iy, b obs] wlie ol @l 51 Gun
Ar e e gleable Gilupslie mee By, S Olsiea
e O)ygon lal jslate onl gl 09 (oilr JUS oMo
Py oadaizlid (gilupglie slaghs; 5 (Sl JUS SOle
W ol @lepslio sl by, ins 5 wed bl 5 wind
oddy jga> 50 gl o) pae daghy; opl s o Faee
slabiwl giluosly silupslia (o9, 53, aalsl jo Canl @olS
ryatar g was Gl |) (S slats, slacins Wil e a5
Sy D S8 S obml Caeglie 58 S jea> o
oS sl g IS g, axdly 5] ades wglaibion] (g jlmoolyy
ol sl oals (glucanlin b8l )0 (655,54 jslaiea,
itz Slabres g 3l et peplae (loa (e )
Sl sl be a5 sls IS Sy ks 5 ceul ous Ly (MPC)
A e S L PPN EX A RN &
pls Ol Jol Sy 99 45 298 axgs Sl @y (29>
5 pe b Ths bl wie St WO glg,b

it slaibinl 5luesly by, paie s p)lex

plw as cas 6\43[:_..,1 ‘SJL'*)OOL:J? 1Y slocae
LEE] 0,5 oM 055 aw ;0 lgisa |y ol slais,
el iloas @l a5 o 5ol il My a8 T s
51 ooy ik 4y Jlasl BB 45T g0 S o ol iyl
3 e AS el 'CMOS 4ty &l las ales 5l lap pedy
po— Smye g Axlge JSie b S (s3leiiy slag b
al, vé‘.l—“’ Ol 025 dagt; plo b dnslie o 48]
Sl 03¥ iS5 ol 53 el )3 S (o0 Jreos laesly 5 2l
OVa anwgi (ol )50, sloaileles Cool 4y azgi b oS
o35> 15 NIST .31 clals o o5 glacled 5 olx JUIS
Silmoslay OlsTse winl 00,5 5,0 slailial g3luosly
anelz (G9S lej sl Sl mge 033> S ) (slailin]
28,5k 58 ) K5,

&=y =V

[1] W. Cheng, Y. Zhou, and L. Sauvage, “Differential
fault analysis on Midori,” in International Conference
on Information and Communications Security,
Springer, pp. 307-317, 2016.

[2] P. Kocher, J. Jaffe, and B. Jun, “Differential power
analysis,” in  Annual international cryptology
conference, Springer, pp. 388-397, 1999.

[3] E. Prouff and M. Rivain, “Masking against

! Multi-Party Computation
2 CMOS-like
% Resources



1Fee Glawsl oY o lods (o203190 JUw & Jole e widlagy  cole s

oy

Transactions on Cryptographic Hardware and
Embedded Systems, pp. 1-21, 2018.

[32] P. Sasdrich, B. Bilgin, M. Hutter, and M. E. Marson,
“Low-latency hardware masking with application to
aes,” IACR Transactions on Cryptographic Hardware
and Embedded Systems, pp. 300-326, 2020.

[33] A. J. Leiserson, M. E. Marson, and M. A. Wachs,
“Gate-level masking under a path-based leakage
metric,” in International Workshop on Cryptographic
Hardware and Embedded Systems, Springer, pp.
580-597, 2014.

[34] T. De Cnudde, B. Bilgin, O. Reparaz, and S. Nikova,
“Higher-order glitch resistant implementation of the
PRESENT S-box,” in International Conference on
Cryptography and Information Security in the
Balkans, Springer, pp. 75-93, 2014.

[35] L. T. Branddo, N. Mouha, and A. Vassilev,
“Threshold Schemes for Cryptographic Primitives:
Challenges and Opportunities in Standardization and
Validation of Threshold Cryptography,” National
Institute of Standards and Technology, 2018.

[36] A. Moradi and T. Schneider, “Side-channel analysis
protection and low-latency in action,” in International
Conference on the Theory and Application of
Cryptology and Information Security, Springer, pp.
517-547, 2016.

[37] J.-S. Coron and L. Goubin, “On boolean and
arithmetic masking against differential power
analysis,” in International ~ Workshop ~ on
Cryptographic Hardware and Embedded Systems,
Springer, pp. 231-237, 2000.

[38] L. Goubin, “A sound method for switching between
boolean and arithmetic masking,” in International
Workshop on  Cryptographic  Hardware and
Embedded Systems, Springer, pp. 3-15, 2001.

[39] M.-L. Akkar and C. Giraud, “An implementation of
DES and AES, secure against some attacks,” in
International Workshop on Cryptographic Hardware
and Embedded Systems, Springer, pp. 309-318, 2001.

[40] T. De Cnudde, B. Bilgin, O. Reparaz, V. Nikov, and
S. Nikova, “Higher-order threshold implementation of
the AES S-box,” in International conference on smart
card research and advanced applications, Springer, pp.
259-272, 2015.

[41] A. Aghaie, A. Moradi, S. Rasoolzadeh, A. R.
Shahmirzadi, F. Schellenberg, and T. Schneider,
“Impeccable circuits,” |IEEE  Transactions on
Computers, vol. 69, no. 3, pp. 361-376, 2019.

[42] B.  Bilgin, “Threshold implementations: as
countermeasure against higher-order differential
power analysis,” 2015.

[43] C. De Canniere, O. Dunkelman, and M. KneZevi¢,
“KATAN and KTANTAN—a family of small and
efficient hardware-oriented block ciphers,” in
International Workshop on Cryptographic Hardware
and Embedded Systems, Springer, pp. 272-288, 2009.

[44] E. Prouff and T. Roche, “Higher-order glitches free
implementation of the AES using secure multi-party
computation protocols,” in International Workshop on
Cryptographic Hardware and Embedded Systems,
Springer, pp. 63-78, 2011.

[19] R. S. Ali Noori Khamnaeh and H. Soleymani
“Provide an optimal masking for the implementation
without delay of AES S-box,” Presented at the
ISCISC 2020, Tehran, Iran University of Science and
Technology, 1399. [Online]. Available:
https://civilica.com/doc/1120276/.

[20] A. Moradi, A. Poschmann, S. Ling, C. Paar, and H.
Wang, “Pushing the limits: A very compact and a
threshold implementation of AES,” in Annual
International Conference on the Theory and
Applications of Cryptographic Techniques, Springer,
pp. 69-88, 2011.

[21] B. Bilgin, B. Gierlichs, S. Nikova, V. Nikov, and V.
Rijmen, “A more efficient AES threshold
implementation,” in International Conference on
Cryptology in Africa, Springer, pp. 267-284, 2014.

[22] B. Bilgin, B. Gierlichs, S. Nikova, V. Nikov, and V.
Rijmen, “Trade-offs for threshold implementations
illustrated on AES,” IEEE Transactions on
Computer-Aided Design of Integrated Circuits and
Systems, vol. 34, no. 7, pp. 1188-1200, 2015.

[23] O. Reparaz, B. Bilgin, S. Nikova, B. Gierlichs, and I.
Verbauwhede, “Consolidating masking schemes,” in
Annual Cryptology Conference, Springer, pp.
764-783, 2015.

[24] T. De Cnudde, O. Reparaz, B. Bilgin, S. Nikova, V.
Nikov, and V. Rijmen, “Masking AES with $$ d+ 1$$
shares in hardware,” in International Conference on
Cryptographic Hardware and Embedded Systems,
Springer, pp. 194-212, 2016.

[25] T. Moos, A. Moradi, T. Schneider, and F.-X.
Standaert, “Glitch-resistant masking revisited,” IACR
Transactions on Cryptographic Hardware and
Embedded Systems, pp. 256-292, 2019.

[26] R. Ueno, N. Homma, and T. Aoki, “Toward more
efficient DPA-resistant AES hardware architecture
based on threshold implementation,” in International
Workshop on Constructive Side-Channel Analysis
and Secure Design, Springer, pp. 50-64, 2017.

[27] A. Ghoshal and T. De Cnudde, “Several masked
implementations of the boyar-peralta AES s-box,” in
International Conference on Cryptology in India,
Springer, pp. 384-402, 2017.

[28] F. Wegener and A. Moradi, “Yet Another Size
Record for AES: A First-Order SCA Secure AES
S-Box Based on $$\mathrm {GF}(2" 8) $$
Multiplication,” in International Conference on Smart
Card Research and Advanced Applications, Springer,
pp. 111-124, 2018.

[29] J. Daemen, “Changing of the guards: A simple and
efficient method for achieving uniformity in threshold
sharing,” in International Conference on
Cryptographic Hardware and Embedded Systems,
Springer, pp. 137-153, 2017.

[30] F. Wegener and A. Moradi, “A first-order SCA
resistant AES without fresh randomness,” in
International Workshop on Constructive Side-Channel
Analysis and Secure Design, Springer, pp. 245-262,
2018.

[31] H. GroB, R. lusupov, and R. Bloem, “Generic
low-latency  masking in  hardware,” IACR



4 Passive Defense Quarterly, Vol. 12, No. 2, Summer 2021

An Introduction to Security Enhancement of the
Cryptographic Algorithms against Side Channel Attacks
Using the Threshold Implementation Approach
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Abstract

In order to establish information security, we need to implement a cryptography algorithm in
either the software or the hardware. In 1996, Kocher presented the Side Channel Attacks (SCA)
on the cryptography systems in which the leakage of some important information was used.
Power analysis is one of these attacks. In order to prevent these kinds of attacks, the designers
and implementers presented some countermeasures such as hiding and masking. Afterwards,
attackers showed that these countermeasures, especially masking, could not reach the security
goals in the presence of Glitch. To resolve this challenge Nikova et al. presented the threshold
implementation method in 2006. They used three subjects, namely threshold cryptography,
hidden share, and multi-party computation in their new countermeasure. In fact, the threshold
implementation is a kind of masking with some extra features to establish the information
security in the presence of Glitch. In the recent years, the National Institute of Standards and
Technology (NIST) has started some activities in the field threshold implementation.
Standardization in this field is the main goal of NIST. In this paper we introduce the threshold
implementation method as a countermeasure against side channel attacks and review its
challenges and advantages in comparison to the previous countermeasures.
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