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Developing an Intrusion Detection System Based on Fuzzy
Clustering and Whale Optimization Algorithm
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Abstract

Nowadays, computer networks are being widely used in the world. Due to the widespread use of the internet,
computer systems are prone to information theft and this has led to the emergence of intrusion detection systems
(IDS). Thus, network security has become an essential subject in computer science responding to the increase of
sensitive information. The current research has used fuzzy C-means (FCM) and Whale optimization algorithm
(WOA) to propose an unsupervised machine learning intrusion identification system and has tested it with the KDD
Cup 99 standard intrusion detection dataset. In this method, fuzzy C-means has been applied in order to distinguish
intrusive activities from normal activities and Whale optimization algorithm has been used to achieve optimal
separations among these activities. In order to help FCM, the WOA has been applied to start with suitable cluster
centers rather than randomly initialized centers. Experimental results on KDD Cup 99 dataset showed that the
proposed method offers higher detection accuracy and a lower false alarm rate compared to other similar
algorithms. Therefore, the findings of the present study would be effective in solving complex problems related to
IDS.

Keywords: Intrusion Detection System (IDS), Fuzzy C-Means (FCM), Whale Optimization Algorithm (WOA),
Fuzzy Logic, Fuzzy Clustering, WOA-FCM
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® Anomaly Detection

! Intrusion Detection Systems (IDS)
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4 Network - based Intrusion Detection System
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1. Initialize each search agent to contain k
randomly cluster centers
2. whilet < Iteration do
3. for each search agent i do
4, for each data vector x,, do
5. Calculate the Euclidean distance of x,, to
all  cluster centers
6. Assign x,, to the cluster c;; such that
|y = zi| = mine_1sk|xp — zic|
7. Calculate the fitness using Eq.17
k n
fitness = wij|xi; — 7] av)
,Z:; - 1 j
Where
W = {(1) if |x; = zij| = Miny cmerel i — Zim
else
8. end for
9 end for

10.  X* is the best search agent
11.  for each search agent do
12. update a, A, C, land p

13. if p < 0.5 then

14. if |A| < 1 then

15. update search agent by Eq.6

16. else if |A| = 1 then

17. select random search agent

18. update current search agent by Eq.13

19. end if

20. elseifp = 0.5 then

21. update the position of current search agent
by Eq.10

22. end if

23. endfor

24, t=t+1

25. end while

26. Initialize the cluster centers of FCM with
position of the best cluster center vector. Then
using this cluster centers, iterate the FCM
algorithm.

27. Do Update the membership matrix by Eq.3

28. Refine the cluster centers by Eq.4

29. While (until it meets the convergence criteria)

30. Exit
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2 True Negative Rate (TNR)
® Specificity

* True Positive Rate (TPR)

® Detection Rate (DR)

® Sensitivity
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® False Negative Rate (FNR)
® False Positive Rate (FPR)
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" Precision

2 F-Measure

* Harmonic Mean

4 Receiver Operating Characteristics (ROC)
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