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Text Steganography Based on Text Justifying Methods
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Abstract

One of the most important information security techniques is the hiding of information. Steganography
is the art and science of hiding information in the cover of data (in the form of text, image, video, or
audio) such that it does not arise any suspicions, and is difficult or even impossible to discover. This
paper presents a method for steganography in the form of text which uses the methods of text justifying
in typing editors. The method presented in this paper is able to hide information better than some of
previous algorithms in this field. This algorithm is resistant to various forms of attack such as visual,
structural and statistical attacks. Another important capability of this method is that it can be used to
send printed information.

Keywords: Steganography, Hiding Information, Justified Text, PDF Steganography, Cryptography.
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{ [S&). Watermarks can be either visible or nonvisible to the human eye. Steganography is the process of

1 Introduction

Chp b

Biometric systems allow for convenient identification to take place based on a person’s physical or
behavioural characteristics. Im comparison with comventional token-based or knowledge based systems, <
they link identities directly to the owners. Moreower, these identities cannot be given up or lost easily.
The uses of biometric procedures have evolved mapidly in the past decade and are used in many
different areas, such as banking and government agencies, retail sales, law enforcement, health <
services, and airport/border controls [3]. In recent years, companies such as Apple and Samsung have
integrated biometrics into their latest mobile devices, which can now be unlocked with the owner's
fingerprint data [43, 64]. One of the main reasons that thess biometric mechanisms are gaining
popularity is because of their ability to distinguish between an authorized user and a deceptive one
[52). At present, fingerprint biometrics are said to be the most common mechanism, as these are
convenient to use, and less expensive to maintain in comparison to other systems. However, as the
development of these applications continues to expand, the matter of security and confidentiality «<—
@nnot be ignored. The security and integrity of biometric data presents a major challenge, as many
benefits of biometrics may quite easily become impediment. Thus, from the point of view of promoting
the extensive usage of biometric techniques, the necessity of safeguarding biometric data, in particular
fingerprint data becomes cucial [37]. For example, fingerprint biometric systems contain sensitive <
information such as minutia points {explained in the next section) which is used to uniquely identify
eadh fingerprint. The use of latemt fingerprints is one way that an unauthorized user can access a
system. A latent fingerprint can be easily collected as people leave latent prints when they touch hard
surfaces. If an unauthorized user was successful in retrieving a latent print it may enable him/her to
gain access to the system hence potentially endangers the privacy of users. Additionally, stolen data
may be used for illegal purposes, such as idemtity theft, forgery or fraud. Therefore, inoreased security
of the data is critical [51]. There are procedures in existence that can help to optimize the security of
biometric data, one being, information hiding. Information hiding techniques like watermarking and
steganography can add to the security of biometric systems. Watermarking can be explained as a
process of embedding information imto a carmier file in order to secure copyright, typically ownership

hiding aritical data (i.e. identity pin) in a trusted carrier medium [i.e. digital fingerprint image) without
third parties sharing any awareness that the information exists. Both methods of information hiding

are dosely connected [24]. Steganography can be applied using the following two approaches: <
reversible and imeversible [100]. A reversible data hiding technique, allows for a full recovery of the
original carrier file even after extraction of the hidden data. Whereas, an irmeversible technigue may
leave the criginal carrier file distorted after the hidden data is extracted [88]. Over the past number of
years, mamy image-based steganography methods have been broadly dassified depending upon the
domain as spatial domain steganocgraphy and frequency domain steganography. In Spatial domain
steganography, methods such as comelation based techniques, pixel value differencing and L58
substitution, which will be explained later, have been developed and tested. Frequency domain
steganography methods consist of many different domains, such as Discrete Cosine Transform (DCT)
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