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18.ifp< 2%‘1 + 1 orif pis not prime then continue
19. ¢, = RandomBitString1()

20. compute n' = (c4]|c2)

21. solve for the quotient q and the remainder r inn’ =

pq+r

w
22. if q is not a W/2-bit integer or if g < 2z ' + 1 then
continue
23. if q is not prime then continue
24.if |pg| < W or if p = g then continue
25. if p > g then interchange the values p and q
26. set S = (p, q) and break
27. output S, zeroize everything in memory except i, and
halt
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GenPrivatePrimes3() :
input: none
output: W/2-bit primes p and g such that p #q and |pg| =W
. if i > © then output GenPrivatePrimes1() and halt
. update i in non-volatile memorytobe i =i+1
. let I be the |®|-bit representation of i
.forj=0tocodo:
choose x randomly from {0, 1, 2, ..., N — 1}
setcy = x
if gcd(x, N) = 1 then
. choose bit b randomly and choose u randomly from Z,
if JX/N) = +1 then set ¢y = efei®u? mod N
10. if J/N) = —1 then set ¢, = ePed™Pu? mod N
11. compute (e,c,) = PBRM(N, 2%, o)
12. if e = —1 then continue
13. if u > —u mod N then set u = —u mod N [* for faster
decr. */
14. let TO be the W/2-bit representation of u
15. for k = 0 to oo do:
kw w

16. compute p = H(TO||ID|[1]|], - 7)

© N UTAWNE

w
17.if p > 22" + 1 and p is prime then break
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The Analysis and Simulation of Crypto-Trojan Attacks on
RSA Key Generating Algorithms

S. H. Hosseini

Imam Hossein Comprehensive University

Abstract

In the past, encryption and its applications were used defensively and provided users with
privacy, authentication, and security, but now hackers use crypto-malwares offensively to
infiltrate and alter victims' data. Cryptovirology or malicious encryption is a different way of
stealing information using a combination of one or more encryption methods and malwares,
which launches an attack to ruin user data with a predetermined plan. Some crypto-malware
attacks known as kleptography attacks are done using public key encryption. The purpose of this
research, in addition to identifying new angles of computed kleptography and examining the
new concepts presented in recent years, is to focus closely on backdoor attacks on RSA
encryption key generating algorithms, and to study, review and analyze several correct and
incorrect key generating algorithms. After calculating the complexity of the key production
algorithms in theory, these algorithms are implemented and simulated using MATLAB software
and the results are presented in comparative tables and graphs.

Keywords: Cryptography, Cryptovirology, Crypto-Virus, Crypto-Malware, Crypto-Trojan,
Kleptography Attacks, Key Generating Algorithm, RSA Cryptographic System
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