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® Denial-of-Service attack

6 Off-line password guessing attack
" Denial of Service attack

8 perfect forward secrecy

® Untraceability
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! Hash functions

2 Stolen verifier attack
% Parallel session attack
* Insider attack
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4 Sobel

Canny algorithm
/I Finding the edges of the input picture

1-Compute f, and f,

a a
= a(f*c)zf*ac":f*ax
a a

G(x,y) is the Guassian function

Gy(x,y) is the derivate of G(x,y) with respect to
x: Gy(x,y) =

—X
? G(X' Y)

Gy(x,y) is the derivate of G(x,y) with respect to
y: Gy(x,y) =

-y
= G(x,y)

2- Compute the gradient magnitude

magn(i,j) = /fxz +1

3-Apply non-maxima suppression.
4- Apply hysteresis thresholding/edge link
/[Threshold of the edge is found
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2 Hough Transform
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Sobel algorithm

/I Finding more accurate edges of the input picture
to remove outlier edges

1-  Implementing sobel mask
Gy
= (z; + 225 + zo)
—(z
2-  Find the y-direction derivative: Substract
the first column from the third column
usingthe mask
Gy = (23 + 226 — 29) —
(z1 — 22, + z)
3-  Find the Gradient magnitude
G

4-  Finding the gradient direction
0

/I Unnecessary and outlier edges of the eyes are
removed

Laplacian algorithm

/I Boosting the remained edges of the input picture
for a faster and more accurate detection

a2f

azf
V=t ey

Where the second order derivative in the x direction is
defined as follow

32

é =flx+1L,y)+ flx—1,9) —2f(xy)
And the y direction as follows

62

= Gy + D+ [y~ D = 2f(xy)

/I Filtered the unnecessary edges and have a boosted
required part of the eyes for better detection
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Finding circles by hough transform
/I Finding the circle of the iris for detection of the
specific person
For all x
Forall y
If edge point at (x,y)
Forall 6
rho = x * cos(8) + y = sin(6)

Increment (add 1 to) the cell in H
corresponding to (6, rho)

End
End
End
End

/I The specific part of the eye (Iris) is detected. This
will help to detetct a specific person

T Sadye J e ansas (A) S
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If P(i,j)==1&&P(i-1, j+1)==1 &&
P(i-1, j-1)==1
Then P(i , j) is a Candidate Point
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Abstract

The Internet of Things provides instant access to information about the physical world and the
objects within it, leading to new services and increasing efficiency and productivity. The
wireless sensor network is an important network infrastructure in the Industrial Internet of
Things and user authentication is used as a basic security mechanism to authenticate users to
wireless sensor networks. In this article, we intend to provide a new way to improve the security
of authentication using image processing. The analysis was performed by MATLAB software.
The results presented in this article, which includes seven steps, have a 93% correct detection
rate in pupil identification. These seven steps are: 1. Noise reduction, 2. Finding the outer border
of the pupil, 3. Separating the eyelashes, 4. Finding the border of the eyelids, 5. Finding the
outer border of the iris, 6. Separating the iris area and 7. Extracting the feature and encoding the
pixels by the elliptic curve cryptography (ECC) method. With the measurements and
experiments performed, it was found that the proposed method in identifying the eyelid border
by the quadratic equation method is more efficient and faster in terms of time than the
third-degree equation and the Huff parabolic conversion method. In order to extract the feature,
the effective parameters in the SAIF feature extraction algorithm were examined and measured,
and the optimal parameters were selected. The Sigma parameter with a value of 2.5 and the
Octave parameter with a value of 4 should be considered as the best values. Also, in order to
evaluate the resistance of the proposed method to error factors such as the angle, brightness and
scale, the proposed method was tested and it was proved that the method has the appropriate
resistance resolution in different conditions.

Keywords: Authentication, Wireless Sensor Networks, Privacy, Industrial Internet of
Things, Image Processing
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