Journal of Electronical & Cyber Defence
Vol. 9, No. 4, 2022, Serial No. 36 8

The Automated Security Evaluation of Threat Paths
Based on Petri Nets

M. A. Ramazanzadeh', B. Barzegar®', H. Motameni®
*Department of Computer Engineering, Babol Branch, Islamic Azad University, Babol, Iran

(Received: 10/08/2021, Accepted: 16/11/2021)

ABSTRACT

The key challenge to be well addressed in case of emerging technologies such as the Internet of Things, In-
ternet of Transportation, e-Health, etc. is the security. Ignoring this challenge can sometimes cause irrepa-
rable personal and financial damage to human beings in everyday life. On the other hand, to identify and
extract security requirements and potential threats in the design phase of large-scale and interactive sys-
tems, there is a need to model the threats. The problem is that the existing modelling methods are mostly
manual, which are inherently associated with errors, cost, time consumption, and failure to evaluate all
conceivable possibilities. The present paper proposes a new method, called “Automated Security Evalua-
tion of Threat Paths”, as an automated solution to the problem of identifying and extracting potential
threats. In the proposed method, by adding new capabilities such as conditional probability and security to
Petri Nets, it is possible not only to automatically generate the threat paths, but also to automatically evalu-
ate the security of threat models in both quantitative and qualitative ways. In this paper, the performance of
the proposed method was evaluated under different security scenarios, and the results showed that, com-
pared to other existing methods, the proposed method offers a higher level of security assurance and also, it
is fully automated, unlike the existing methods .
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Input: Place, Token, Transition, Security concept
Output: Security Object Oriented Petri Nets
(SOOPN)

/I base class
1: public class Security

public string Security concept
{ get; set; }//secure, threat, insecure
public double conditional probability
{ get; set;}/ (0,1)
}/ end base class
/I derived class: place inherits the members in security
6: public class Place: Security

I/ Properties

7: public string parent
8: { get; set; }
9: public string child
10: { get; set; }
} /lend place
I/ Transition inherits the members in security
11: public class Transition: Security
12: { // repeat lines 7-10 } //end Transition
I/ Token inherits the members in security
13: public class Token: Security
14: { /I repeat lines 7-10 } //end Token

/l end derived class
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Token
Secure | Threat | Insecure

B lysaA Jll
P(A n B) =P(A|B)P(B);
(A Ls e Blesl
P(A n B) =P(BJA)P(A);

Secure

Place Threat il Jites By A 51

P(A n B) =P(A|B)P(B)= P(BJA)P(A)=
P(B)P(A)= P(A)P(B);

:B o> £989 Lo oA ol g8y Jloo! JoSs
P(~'|B)=1- P(AIB);

Insecure

e 55 355 5y 5,5 )13 slocllo olas ¥ 2050 4o
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Input: threat net as soopn

Output: reachability graph as soopn

1. Stack<object> stack = new Stack<object> ();
2: object _object;

3: foreach ('place is root)
{
4: if (root.Parent == "NULL")

{
5: stack.Push(place);

6: while (stack! = null)
{
7: _object = stack.Pop();
8: if (_object is Place)
{
9: foreach ((place to transition) or (place to null))
10: if (transition not null)
11: stack.Push(transition);
}lend foreach
Yiend if
12: else if (_object is Transition)
13: foreach ((transition to place) or (transition to null))
/lif (place not null)
14: if (place not null)
15: stack.Push(place);
}Hlend foreach
} /lend else if
Ylend while
Hiend if

}/end foreach

Qg5 S e 5095 adgs w2 56U (YY) @it 59!

Input: the list of threat net as soopn
Output: threat paths as soopn — the list of all threat paths
1: foreach ( place is root )

2: if (place.Parent is null )
{
3 str = string.Empty;
4: str += token.Security + place.Security;
/lcall fillchild(soopn)
5: FillChild(token , place);

Hlend if
}lend foreach
/ldefinition fillchild()
6: private void FillChild(soopn token , soopn p)
{

7:  foreach (soopn tin ((place to transition) or (transition to
place)
or (place to null) or (transition to null)))

{
8: if (t.Parent == p.Child && p.Child!="NULL")

/I Automated Path Generation

9: str +="->" + token.Security + t.Security;
10: FillChild(token , t);
Hlend if
}lend foreach

}Hlend Fill Child
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Input: Place and Token as soopn
Output: Transition as soopn
1: if (Place is root )

/lstart calculations code

2: if (token == secure and place == secure)
3: transition [conditional probability] =
4: P(A N B) = P(A)P(B);
5: else if (token! = secure or place! =secure)
6: transition [conditional probability] =
7: P(A'NB’) = P(A)P(B');
8: if ((transition == secure) or (transition == threat
and
9: probability < a))
10: transition can be fired
11: else transition can not be fired

/lend calculations code

Hiend if
12: else if (Transition to Place)

I/ repeat calculation code: lines 2-7
Ylend else if
13:  else if (Place to Transition)
{// repeat calculation code: lines 2-7
Ylend else if
14:  else if Place is leaf
{// repeat calculation code: lines 2-7
}lend else if
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