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ABSTRACT

The GMCR model is one of the approaches used for modeling and analyzing the real-world conflicts based
on the game theory. In this model, as the number of players’ options increases, the number of game states
(problem state space) increases exponentially. As the number of feasible game states increases, so does the
number of game equilibrium states. Extracting favorable equilibrium states and effective options is one of
the requirements of applying the GMCR model in view of the widespread conflicts such as malware games
and countermeasures. In this paper, based on the GMCR, a MAG architecture with four processing layers
is presented. The MAG's architecture was evaluated and analyzed based on methods of detecting and ana-
lyzing detection-independent and deductive evidence of malware and countermeasures in the form of three
related games. The evaluation results show that among the attacker options, the option of fileless cyber-
attacks'and among the defense options, the options of Hetwork communication disconnection,"path explora-
tion techniques'and Symbolic execution,"at a rate of 100%, are the effective options of the actors. Reducing
the game state space by using the game abstraction algorithm, scenario-based and repeated games, extract-
ing effective actions and favorable equilibrium states of the players are some of the advantages of MAG
architecture. The MAG architecture can be used in the cyber operations decision support systems and the
tabletop cyber wargames to make the right decisions and respond appropriately .
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® Conflict of Interest of the Players

® Graph Model for Conflict Resolution(GMCR)
" Players’Options

& Game States

® Feasible States
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! Detection-Dependent
2 Direct Detection

® Detection-Independent
* Deductive Detection
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® Bayesian Network

* Markov Model

® Cost Optimization Algorithm
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% Interval Fuzzy Preferences
1% Bashar

! Control Flow Manipulation

2 Set Debug Port and Breakpoint

® Skip and Hooking API Function

* Lockout Evasion

® Stalling

® CPU RDTSC (Read Time Stamp Counter)
" Trigger-Based

& path Exploration

® Symbolic execution

0 \Web-based and System-level exploits

" Fileless Attack(Advanced Volatile Threat)
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! Likert spectrum

2 Common Vulnerability Scoring System(CVSS)
% User-mode

4 Kernel-mode

% Virtualization and emulation

® Bare-metal

" Framware and Hardware

& Complexity

® Resistance

0 Efficacy-Level
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Input:
playerOptions:set of player Options
infeasiblePatterns: set of patterns to delete infeasible states

Output:

NashStates, SEQStates, GMRStates, SMRStates,
BestEQStates: set of fesiblestates

PlayersEffectiveoptions: set of player Options

#Step 1: Create binary form and infeasible state of Game

1: AllGameStates= 2”(count(attackerOptions) +
count(DefenderOptions))

2: GameFeasibleStates =0
3: For each ID in range(0,AllGameStates):
4:  create currenState'binaryForm for current ID

5 If currenState'binaryForm is in infeasiblePatterns:
6 Break

7 Else:

8 calculate Attacker and Defender Option'Values
9 update gameResultMatrix

10: GameFeasibleStates++

#Step 2: Calculate ordinal prefrences and Ul(unilateral
improvement) and UM (unilateral movement) of States

11: For each state in GameFeasibleStates:

12: calculate ordinal prefrences for Attacker and Defender
13: For each state in GameFeasibleStates:

14: calculate Ul and UM for Attacker and Defender

15: update gameResultMatrix

#Step 3: Calculate Indivitual stability and equilibrium for Feasible
States

16: For each state in GameFeasibleStates:

17:  calculate Indivitual stability for Attacker and Defender for
state

18: For each state in GameFeasibleStates:

19:  calculate Nash, SEQ, GMR And SMR equilibrium for state
20: For each state in GameFeasibleStates:

21: calculate count of Nash, SEQ, GMR And SMR
equilibrium

22: update gameResultMatrix

23: check gameSensitivity by minimum change in game’
prefrences

#Step 4: Extract Players Effective options
24: For each options in playerOptions:
25:  For each ID in range (1,50):

26: calculate Measures[ID] by using gameResltMatrix and
table4

27: calculate PlayersEffectiveoptions by using measures

#Step 5: Calculate BestEQ of Game and final
PlayersEffectiveoptions

28: calculate and show BestEQ and PlayersEffectiveoptions
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Input:
playerOptions:Set of Players options for each game
infeasiblePatterns:set of patterns to delete infeasible states

Output:

PlayersEffectiveoptions: Set of Players options

NashStates, SEQStates, GMRStates, SMRStates:Set of feasible
states
#Modelling, Analysis, Extract Effective options and BestEQ of
originalGame

1: model and analysis originalGame by using players’option and
infeasibilePatterns

2: calculate NashStates, SEQStates, GMRStates, SMRStates

3: calculate PlayersEffectiveoptions for originalGame by using
Effective measures(table 4)

4: add originalgameResult to gamesResultMatrix

#Modelling, Analysis, Extract Effective options and BestEQ of

abstractedGame

5: convert originalgame to abstractedgame

6: model and analysis abstractedgame by using players’option and
infeasibilePatterns

7: calculate NashStates, SEQStates, GMRStates, SMRStates

8: calculate PlayersEffectiveoptions for abstractedgame by using

Effective measures(table 4)

9: add abstractedgameResult to gamesResultMatrix

#Compare originalGame And abstractedGame

10:compare PlayersEffectiveoptions’originalgame with

abstractedgame
11: For each game in games
12: calculate and show BestEQ and PlayersEffectiveoptions for
current game
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Input:
playerOptions:set of players options for each game

infeasiblePatterns: set of patterns to delete infeasible states
for each game

Output:
PlayersEffectiveoptions: Set of Players options
NashStates, SEQStates, GMRStates, SMRStates: Set of
feasible states of games

1:For each game in games

2: model and analysis game by using players’option and
infeasibilePatterns

3: calculate NashStates, SEQStates, GMRStates, SMRStates

4: calculate PlayersEffectiveoptions for game by using
Effective measures(table 4)

5: calculate BestEQ and final PlayersEffectiveoptions for
current game(table 4)

6: add gameResult to gamesResultMatrix

7:calculate average of Effective measures for games in
gamesResultMatrix

8:calculate final PlayersEffectiveoptions
9: For each game in games:
10: extend Players Effective options to current game

11: update and show BestEQ and PlayersEffectiveoptions for
current game



Voo linoy oF o0losls cptd Jlw gy lw 9 (Sonig yiSIl widlay” colde ay pld

.

e plo b S (5 lone amlio :(B) Jguar

MAG GMCR+ | GMCR o o il
KWy W W)
(solgitun) [¥v] [fy] o= -
(e [ 0gamwli| [ sgamals [RTREN _ .
) . ) Ol i e \
S PR S
( Sewd [ 3g3al| [ dgaals | dgazae
e ” ’ oSl oleladl iy | Y
S S S
Nash, SEQ, Nash, SEQ,
GMR, [N 3ER | TGIR, | sl sl | ¥
SMR,BestEQ ' SMR,
3,5 a,ls S,ls LSl slacaasy s
) ) gl sl las
3,k 3, KRS o _ I
M 530 sloasy ;8
i &3k @l Jelos
S,ls 3, S, B 7
G)L”l J.,\.n B @.....a
a3 gl,Fe
S,ls 3, S, - \4
&b o LIAE Sk
) ) slcassg gzl el
S,ls 3, S, A
&b osllas
S,ls 3, S, 197 99,k (530 q
3,0 3, 3l &b sl gl ).

GMCR+ 4 GMCR 1l Juo (5,5 ,84 adlsi g la ll> 5

S Sis g5 5 ol 38l 0j9> 4 4t gy slalama 5o
Lol 5 bl U lite oS a5, oS5k sl
5 leioe s loand 5 ladae bl (28 il
s ol oo e sl Je il b S (g ome <) g
Ouasilay Blaal 4 ax g b acwl ool o5l g awslie el
Bl g prbee S5l 99 85 Sloy pogasar 53l 09> 50
Sl Lagae iy bga 38,5 15 55 Kot b 900
aslllas o ol og al)Sen e (5,8 bl pojla s
slacardy (pBasablico g bo )l 5b) dlie (nl 63,50
a g Lol 00is o) goloiig s lese o (LI
S 5 lers ;0 GMCR Juw o &l Ko (g5b oy <olB

Gi i el - S g lome (b, -F
Ol %Rk $lyd) (owld Sl 9 (sl
aolg s Jolxi g e is sla gy 9,50, b pBasS allae

lozls a5 ol ol Lol gy b ol ol g dams il
LS ooy e Jlie oolal s ol33ly o s b

Loasy;S Jos (1) S8 50 So ilone 4 295 L
Loay;s an Lagl sla el 5 oS5 cleladl gl
5 Pl e sla Sy gl g Lol a0
lad) 4l 55l il Goloas 5l (S5 L)
Ll Gl 1 (e b e (050 00 S
lad 4 ol 55l ooz baroe el luad T 0
20,5 (oo o oad gl 5l ;S Sm 55 g 390
5 00 Jlod ( Se g5 ere (bl 0ud gliil 5L
gl 5D Leau3 Joas aal b o (e (ol s
Silm (g g (Lol ldd 4 (L) 4y el
20,8 o S

Sl 2 sl g a8 S Sy Lol 5l plaS e o
54l 3 bl anglie Ly 00,5 o ol a8 56
Jou A.AMB 6)l_> 20 o.\_...;ul_?w‘ 6l_®4_u)5 —
S e 00,5 o oLl Tsase Lacs i wotlas
Heosthe g an ) Leas 3 o Dbl plyoe bl

by gladoe plo b Ko g lore dulio -7

i o atdlin I (el 3,5 Joaco sl sl oz
Jiala S a o Fa ] (Ll Sen g Jole Lo gy 1999
5035 (50— YISl sllo Loyl oo i >,k
s Loy slapias 6l pog—ate p3¥ (s piy Sl el
G,y slacodga e Lev] el a sl Iy 3oy
slacaaog slass 1o Cosgae g Loyl slaan;s 4 5050
(il sloatunds 1o GRS w5 eed g ik
03— 4__:‘)‘ Y0 JL...: B d._ful)l._i.o.&bs ‘S_A‘) .Ia_..us_v
45 0063 GMCR 1l Jos 00— 9, a5 u’)—"
slawi) A Jow slacgsgasw I 5 a8, m odle
ooy (SIS 4ol clac LB (5 slacarsy
S dog 5 S Sl il (b g5 il

Levl el



"M b (55908 Sz e omlie cilaan ¢ Byl580ay loladl 1 60 yg0 aslllan (g5b B1,F (gylol Julxi g Sidino Al Julini 1,5 oo Sguty

ban3S sl e oSk byl s bl s () Jgur

g | ol Sy olyie s,

Luge g Sl alio \

<> <> oraite Gl g9, |V
ey ey o 4l )l 5 slaaslole Y
[ P s 3 s>l Sl g ¥
Lo Lo 659U g Ll 4y o s o

ibaae s b3t clasin -1-F

sloylid, Jols 1S5k lean 5 (go,90 adllas (pl o
9 Lm)ljsl.x ol u»lm.\‘ » LQ)L\_‘)) UJ‘ 9 009 é_‘)‘..\n 9 w}l.e(d
waiole )l Gle iy a5 gl b glablis oSl
25 (V) Jodz 10 o2lee sboan 5 cul oays 5 7l sl
Ban gl J8al 5 Judow sbalasre jaseis sl s, el
slas] Lze a4 ataly 8 waled g (ol el Gulul
6)L4‘5,.,_> Lng)l;‘_é) L .]a.ufo é_él_u Lgl.md.‘_i}f ] 00
B o g byl awg oy JSo! Lase bl ausis

5 ol A) oo

lao)] sl (Shis 5 pzlee o3 :(V) Jgur

L3 sl el

o °§! O N B s s s,
SEARaE
Lyl Dyl S b syl
v v | s | s ]| Jlerlle] b i, b Lok e slaogls \
[7-1[aa] ot
b Lals; ISl gl L5 51 ),
Aa vy | ey | RS eI
s 53,5 J48

O S5 2 (e 5y S9d
ST (05 590 <y LB Y
=B g by sl ws

S ALY
[ev][f-]

=¥yl [¥y] o
Vv e x| Jealgr et eRE oM e

[5-] S e

5 ol slacalls g5l Jusd
P3O I A N O AL ' B PPN ST SOR [T EVINSN

(s

5 ol slaaibels (35 590
5 L pddaas>
Al A a2 el Srferel ot 5
3,509, b o pdyanl
L oy dla (clo iS5

b Sl glaailels (335 599
YLy A IeTIval | sleeslsn o o as gy |V

&bongﬂwdw

ol 5l G oS b oy ales Jow b mle
)‘ 6)‘*5)—?")—9:‘.‘ 9 09_04 d_ad ‘LJj‘ uLC)’LIG‘ L;)ﬁiw 9 RV
ele,lis; g Slaladl 5l 5 sllae 13 ai)lo 1) Ban g
. . ¥ .

Lo b JLiS o,mms Joe (650 040 5 V°9—°’ J=1e
i oS e pladl o e Jow Vs sl o Lol Sadyl o s
5 e aled Jodod g pans S alulid slahs,
Ll as,lo e o palpe causS o oolaiwl Glual ase 8
5 e e daly b Lo 5 panas sla ) 5l xS o e
s Lol b cnlizie 9 00,5 355 Bud pis 4y ¢ ol
aigles (ol ales ‘5';—\ Jdolre g aws bl Sboladl Bua
Ly, 56 ol bl jlblas olel b ales 5l o cpl 0 1A
OB S ablis glablio oo Kol bl 5l azgi b |y alos
3 erlge sla s, (lal b 1] o sl oL, g Joloo
aaly & Julod g (aseis slaghy, b bas e sla)lid; dcgene
L alilie 5 olowlis sle,Sal, cwlin |, FouSallas
009 J=olS o a0 S o e ez lpe sl L3,
slablio sla Sal, 5 saeily 4o Cos 1,550 Sledbl
0393 ol ot Ceuadad pac b (o3l Ll i 5l 1550 colis o)
pae 5 oL colin b el ol ggze 15550
69y5— addlas (pl )5 o9t slosil wadlgie slacialad
S iie D ygod Lol ol Sl plaSya g Cl iy a5 LB
A e ol (68,50 anlllas o X9l oo Jodod g (g5le Joe
lopt oS Gulowl 2 g oty a5 (1) Jgu b Gilkas 5L
sla Kly 5 SLbls )l 5 ol s5lo glil s (g5lug bw
5 & gl i wilize slasl jo o505k slean s

ol 0050 5 )l )] (68,50 dnlllan g jliw 51 5 a8ly oo

szl caz Rl @olopene gakaily 5 el
Posie Dygots ($oy3e addllas nl slagil o beanS
gle ol @layiall g oot a8 S Sl 0 (F) Joaz b Gllao
(o wl @)lBley glealls aakie Sl gy (Jle
Lol (5y5l8 5 RIS A p s 5 (som (SBLen Slpas
2 &k 2 50 55k e lp anS e 5l glopes cudib
Gb an s slayull o g%k <ol 5 lls el
23,8 50 duulee (V) alal;

S SBLassT g (iizd (g, Lok sle el by 5 Sleladl
segamn ooy Ve il SN Jals ale alie
PRalejl 5 o @l g L slalla Jul g eols

! Cyber Kill Chain
2MITRE ATT@CK
% Intrusion

* Exploitation

% Initial Access

® Execution

" Persistence
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M? = {U;iom’;(y) mb (y) = sizeof (Psetl, ..a } v
Mg = {U:;Omg(y) my (y) = (Mj /sizeof (PsetP?) « 100)} A i
MP = {Uiomg(y) m? (y) = (MP/sizeof (Psets) * 100)} q
iy = {UZO mi, () [mi, () = (Mg + M5)/2) » 100) } v
My, = {U;‘;Ommy) ml, () = (M2 + MI,)/2) * 1oo>} " ¥
M2, = {Uiom’l’z(y) P () = sizeof(Cnt;')} Y A
MY, = {Uiom’l’g(y) ml;(y) = (mf,(y)/sizeof (Ug)) * 100} VY
M2, = {U;iomf4(y) m?,(y) = sizeof (Cnt?2) } X
= {7 mto i) = Gt/ )+ 100) 18 ?
M?, = {U::Omf(,(y) mP(y) = (m?,(y)/sizeof (Cnt?, ) * 100} 15
P, = {Uiomm) m?, () = (M + M2,)/2) * 100) } 1Y
= {7 o |ty ) = sizeor(cmit) | A
Mis = {Ufo miy(¥) [miy ) = (M3 (0)/mi, () * 100} 1 )
M3 = {Uiom&,m myo ) = (miy()/sizeof (Cnef,,)) + 100} v
u, = {7 00 |00 = oty + i/ 100 | M
= {7 om0 = siseor(entiy) | i
ut, {7 2,00 [0 = 00/t o0 + 100 s A
= {7 200 |t = (0 saeof (cnt ) + 100 e
MP, ={ Yo

U " ml () |mEs () = (M2, + M2,)/2) + 100)}
-
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Yp
My, = {U mh(y) [mhs () = sizeof(Stb,’\’,‘y)} Y$
y=0
w2 =11J" w200 |00 = (m, 0/
27 y=0 27 y 27 y (m26(y)/m12(y)) * 100 Yv
Yp A
Mg = {Uy: mi () [mhs(v) = (m3(y)/sizeof (Stby)) * 100} YA
ME, = UYP mly () [mZy(y) = ((ME, + M%,)/2) * 100
29 o 20 20\ 27 26)/2) * ) va
Mp=UYp mP () |m?. () = si (E Dy
30 o130 V) M3y, izeof (EQuzsn Y-
Mp=UYpmp()mp()_ » P
31 oo 3 ) |5, () = (m5,(»)/m?, () * 100 )
Yy Ve
M3, = {Uyzomé”z(y) m8,(y) = (m5,(y)/sizeof (EQR,g,)) * 100} Y
M3, = {UY My () [ms () = (M3, + M3,)/2) * 100)} YY
33 y=0 33 33 31 32
P _ v p o Dy
M34 - {Uyzo m34(}’) m34()’) - SlZEOf(EQSEQ } \"\‘
M = {U:: mis(y) [mis () = (m5,()/mi, () * 100} Yo
P _ v p (P . » "
M3y =1 50 e = (md, ) sizeof (EQ3s,)) » 100 s
= {7 00 |y = 0ty + w22 - 100} -
ME, = {ino mhg(y) [m5s () = sizeof (EQEx } YA
MP. = Yoy 13 — (P P
39 =0 m39()’) mgg(y) (m38(}’)/m12(}0) * 100 Y4
W VY
M3, = {Uyzomfo(y) mho () = (m5s(y)/sizeof (EQhyz)) * 100} ¥
My = {U;Omfl(y) mi () = (M35 + M30)/2) * 100} )
P _ "o p o Dy
M42 - {Uyzo m42(y) m4z(y) - SlZEOf(EQSMR } \CY
My, = {ino mi;(y) (mh; () = (mh, () /ml, () 100} fY
Y W
Mf4 = {Uyzo m4p4(y) m4p4(y) = (mfz(}’)/SiZEOf(EQ?MR)) * 100} \C\c
Y
s = {7 s s = 0ty + 272 100} 2
e ={J] a0 = (5,00 + m0) 4 8y + ) 4] 5
Y
M, = {Uy mi ) [y ) = (8, 0) + mb ) + miy ) +mi, ) /4} 1 ¥
Y
Mfs = {Uy=0 st()’) st(y) = (mgg (Y) + m§7(y) + mL(}’) + mzs (31)) /4} A
MY, = {U::O mby(y) [mEy(y) = sizeof (EQL, } f4
Mp:UYpmp() P (y) = (m? p °
50 =0 s0(¥) |mse(¥) = (m49(Y)/Z m49(y)) *100 I\




	9
	چکیده لاتین

