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The Software Obfuscation with Analytical Hierarchy Process
and Petri Nets
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Abstract

Obfuscation in the general sense is a technique that makes it more difficult to read and analyze
the codes of a program, which is done for the purpose of software security. For reverse
engineering, a control flow graph is commonly used. Hence, this graph of the control flow must
be obfuscated in some way. In this paper, the control flow graph is obscured using multi-
threaded petri nets with a hierarchical selector. The main discussion is about dividing the code
into sections so that the program runs in separate threads. These threads should be managed by
the thread manager so that there is no problem in executing them. The more complex the petri
net used to model the program, the more difficult it is to perform the reverse engineering. The
slightest change in the execution process by using the stopping points, affects the selection of
the hierarchical selector, and as a result, the program does not go through its main process.

Keywords: Multi-Threaded Petri Nets, Hierarchical Selector, Control Flow Graph, Reverse
Engineering.
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