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Improving security of wireless telecommunication networks based on
covert communication in presence of a controlled noise using multiple
beamforming
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ABSTRACT

In Wireless Telecommunication, maintaining the security and the transmitted bit rate are very important.
However, in conventional networks, covert communication is often the transmitted bit rate very limited.
This may be for maintaining the security in covert communication in the sense that the data signal must be
covert inside the base noise. In this article, we present different plans to maintaining the security and
increase the transmitted bit rate in covert communication. The basis of the proposed method is transmitting
controlled noise signal to increase the probability of detection error in the eavesdropper and increase the
covert rate in the legal receiver to send the main message to the legal receiver. In the proposed method,
also, the beam forming technique is presented and applied to increase the covert rate and reduce the
interference in the receiver. To evaluate this scheme, an optimization problem is formulated. Various
simulations and numerical results proves the efficiency of our proposal in its ability to increase security in
telecommunications networks based on covert communication via controlled noise
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! Physical layer security

2 Decod-and-forward

® Amplify -and-forward

* Additive white guassian noise

® Time switching

® Power splitting

" Channel State Information

® Time Switching Based Relaying
® Power Splitting Based Relaying
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