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and preventing fake accounts through machine learning
S. Siadat”, V. Rahmaty, S. F. Noorani

* Assistant Professor, Computer Department, Tehran Payam Noor University, Tehran, Iran

(Received: 09/05/2021, Accepted: 03/10/2021)

ABSTRACT

Today, with the pervasiveness of social networks, the security of this environment is considered as one of
the most important network issues. One of the security challenges is creating fake accounts that harass so-
cial media users. The owners of these fake accounts pursue goals such as creating likes and followers or
distributing misinformation for political, cultural and economic purposes. In this study, with the aim of im-
proving security in social networks and improving the security of cyberspace, a method for investigating
and detecting fake accounts is presented. This method proposes an algorithm that combines the decision
tree, the nearest neighbor and Bayes methods. The results of this combined algorithm demonstrate an accu-
racy of 95.34%. This method has stability and does not suffer from overfit, as proved in the conclusion. The
results of this research can be used to provide solutions to prevent the creation of fake accounts and in-
crease account security and lead to the recognition and use of new data mining techniques and also data
analysis in social networks. One of the achievements of this research is the method of detecting the falsity of
the account and identifying the factors affecting its detection, which has been done using a hybrid algorithm
that obtains correct resullts.
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