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ABSTRACT

Using the ad hoc approach is one of the desirable options for configuration of wireless networks because of
the features such as distributed management between nodes, facilitating their entry and exit into the
network and the possibility of better mobility. This scheme leads to the dynamic behavior of the traffic
generated by applications in such networks, which affects the issue of network management and traffic
control between nodes. Identifying and classifying the network traffic can help to deal with these challenges
in wireless networks. Because conventional traffic detection and classification methods are not able to
provide proper performance with such traffic, applied machine-learning-based methods can improve the
detection and classification performance. As the precision required to find a specific network traffic implies
a high probability of detection, and the elimination of wrong decisions needs the false alarm rate reduction,
in this paper a new hybrid method, based on the combination of machine learning methods is introduced to
increase the accuracy and efficiency of identifying and classifying traffic in ad hoc wireless networks based
on purposeful combination of various machine learning methods. The results show that in addition to
improving the evaluation criteria of traffic classification, the proposed method increases the detection
probability and reduces the false alarm rate, in comparison to the cases where only a single machine
learning method is used .
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® Supported Vector Machine (SVM)

® Nearest Neighbor

" Probabilistic Neural Network (PNN)
8 Software Defined Radio
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% Decision Tree (DT)

* Convolutional Neural Network (CNN)
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® Internet Protocol (IP)
* Header
® Packet
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% False Alarm Rate (FAR)
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Algorithm 2: Hybrid Approach for Decreasing False
Alarm Rate

Input: test vector as real labels, two vectors named
predicted vetctor for each ML models as their
predicted labels.

Output: False Alarm Rate (FAR) value

1.define model wvector as output of Hybrid classifier.
2. For each index of two predicted vectors:

3. if both of them detected the desired label:
4. model vector[index]=1

5. else:

6. model vector[index]=0

7. For each index of test_ vector and madel vector:
8. search for false labels reporting:

9. Observing FP

10. search for labels that truly do not reported:
11. Observing TN

12.Calculating FAR

13 Return FAR
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Algorithm 1: Hybrid Approach for increasing
Probability of Detection

Input: test vector as real labels, two vectors
named predicted vetctor for each ML models as
their predicted labels.

Output: Probability of Detection (PD) value
l.define model vector as output of Hybrid
classifier.

2. For each index of two predicted vectors:

3. if one of them detected the desired label:
4. model vector[index]=1

5. else:

6. model vector[index]=0

7. For each index of test_vector and model vector:
8. search for true labels reporting:

9. Observing TP

10. search for labels that do not reported:
11 Observing FN

12.Calculating PD

13.Return PD
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