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ABSTRACT

With the development of web application software, the lack of access to the application layer and web
platform features has become the challenge of conventional intrusion detection systems against web-based
attacks. The proliferation of PHP server-side languages has led to the creation of unreliable applications
and security issues in this language’s software. Remote code execution attack is one of the most important
web attacks due to allowing remote access to the processor device and executing the operating system shell
commands. Modifying the architecture of network layer intrusion detection systems to the application layer
and applying a layered detection approach using the detections methods based on the signature and
behavior in PHP application software, facilitates the detection of remote code execution attacks. In this
research, remote code execution attacks are detected using the layered approach of PHP web application
intrusion detection system, with 90.4% and 95% accuracy in the signature and behavior based approaches
respectively .
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