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ABSTRACT

The growing number of malware is one of the major threats in the field of cyber and malware detection has
always been associated with challenges. Windows-based malicious executable files perform malicious
activities at the target operating system level or any other application by manipulating features in their
header and obscuring their behavior. Detecting suspicious specimens from a large volume of input samples
as well as discovering new and unknown malware is one of the researchers' favorite topics. In this study, a
combined method has been proposed to determine the level of maliciousness of suspicious executable files.
Kashef's proposed method consists of two static modules for extracting executable file header properties,
and two behavioral modules for extracting signature-generating properties and a thoughtful behavioral
model based on machine learning methods. The purpose of this study is to identify suspicious Windows
executable files from a large volume of files and determine their maliciousness level. This method detects
malware based on the maliciousness probability assigned to each file. Experiments have been done to
determine the malignancy percentage of six malware by four types of detectors. The results show the
malignancy percentage for the PE header detector module, to be in the range of 62.7 to 70% and for the
Yara-based detector module, to be in the range of 70.8 to 78.2%, whilst for the behavioral signature-based
detector module, the malignancy percentage is 98% and for the ML-based detector module using the
random forest learning algorithm it is equal to 99%. The experimental results also show that Kashef
detected 94% of protected malware with a 2% improvement compared to the achievements of 10 similar
rival products, and it detected 98% of unprotected malware, demonstrating a 5% improvement compared to
counterpart results of 10 similar products.
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Input:
S;: Selected system call sequence
C;: System call sequences
System call sequence length
. S; splited vector
D: C; splited vector

SE

Output:
F: signature vector

1. fori:=3to100do

2. split S; with length of i

3. insert to T vector

4. end for

5. forj:=3to100do

6. base =0

7. chunk_Size =j

8. While chunk_Size <> L

9. split C; from C;[base] to C;[chunk_size]
10. insert to D vector

11. base = base + 1

12. chunk_Size = chunk_Size +1
13. end while

14. end for

15. foreachT; €T do

16. if T; = D; then

17. insert T; to F

18. end if

19. end for

20. returnF
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File Write B Device Control 0]
File Read c Socket Comm / Internet p

com
File/Directory Info D Network Information Q
Registry Create E Internet Open/Read R
Registry Read F Win-Service S

. . Get System

Registry Write G Information T
Registry Delete H File/Directory Delete U
Process/thread Create | COM/OLE/DDE \%
Process/thread Info J Memory w
Process/thread Write K System X
Hooking L Enumeration Y

debugging and .
ErrorHandling M Encryption z
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% sqlite
4 Common SubStrings

oy
Jtw S & Kwd
WLAPI
CreateDirectoryA- S
CreateDirectoryW- VO A 'é':gé ?e' r(t(a)cteor%/
CreateFile2-... P
WriteFile —
WriteFileEx — \Y B File Write
CopyFilE - ....
ReadFile -
ReadFileScatter — A C File Read
ReadFileEx - ...
! Action list
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