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ABSTRACT

With the explosive growth of threats to Internet security, malware visualization in malware classification
has become a promising study area in security and machine learning. This paper proposes a visualization
method for malware analysis based on word embedding features of byte sequences. Based on some
assistant information such as word embedding, the basic to a strong malware classification approach is to
transfer the learned information from the malware domain to the image domain, which needs correlation
modeling between these domains. However, most current methods neglect to model the relationships in an
embedding way, ensuing in low performance of malware classification. To catch this challenge, we
consider the Word Embeddings duty as a Semantic Information Extraction. Our Proposed method aims to
learn effective representations of malware families, which takes as input a set of embedded vectors
corresponding to the malware. Word embedding is designed to generate features of a malware sample by
leveraging its malware semantics. Our results show that visual models in the domain of images can be used
for efficient malware classification. We evaluated our method on the Kaggle dataset of Windows PE file
instances, obtaining an average classification accuracy of 0.9896%.
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Algorithm.
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16 end

Bl g5l pa —F-Y

Gaaib a5 ce Sl 1 bl pslal (g a calil
Jsbled S ol il b LSS 5l anliul L 58l
380 554 nyal y (e Ll (ol ojg pol mild s oS
1 by dly 5| cols slaoslsils yglas ol 48,5 15 anlllas
0,5 sanlin (F) JS5 50 olsi oo

Ryl o a4l (D) JF alye po 8y sndana oy
WOrd2VeC oo jsxll b LSy (o9, b I3l 5o 098 o
M S plgrsa ool a8 o Sl oud (iludnss
bl gamgs ol S e O 9 00 ly S VYA
SHlop S &5 Sl Byge ol 4 pr oo anl B el o
2855 s oS e o AXVE il S a1, GBYYA
Gl el S A ol Slans 52 e o0 )3 C 17 Sl
oS oo b 6B b gl 4, Z sy slace
(@) ouds 4t oy (S olidie pgai s slo ola
b olsiss |y Joles 05,5 51 5300y @l el by 58,00 Ko
Sl (392 09290 2 ogMle 13,5 bl ile (low (b,
Moy a g |y srsal 5 so5eed Dbl Bl o Sl lne
plsn &S ol Glp @S hass pgas 4 1) ol 505 @il Z
Sy bl pasis Glp 1) i Gileplete Sledlbl

! grayscale



VBT jleg o) oybeuis em il Jlo & (6l 5 (oSuig il idlay” sole &g pis

A

Kaggle osls dcgazme calizie slooslgls i :(V) Jeua

Family Name Train Type
Samples
Ramnit VO Worm
Lollipop YEYA Adware
Kelihos_ver3 Yafy Backdoor
Vundo Vo Trojan
Simda Y Backdoor
Tracur ) TrojanDownloader
Kelihos_verl YaA Backdoor
Any kind of obfuscated
Obfuscator.ACY \YYA
malware
Gatak Yoy Backdoor

by Jeligd s g 00,5 e b B30 i (Jol Al e o
CaS dl> o pl 0 0sd e plml el yo alise sle
5 w3 ) ol 5l alal glass 5 was cdl,e el
A5 Coomd 4y bgrje Olygiws g ol okilgs oS lasaylas
oolauwlsyge ool dsgese Ho 58l Ha 0008 el Aol
oalawls g0 slaylidlay sl 138l 5l eolsils G @ bgsye
olgils o y0 LS Ll axius it oolgils A 4 slaie

Sl oaloalsylid (V) Jeaz jo 158l

iz sloodlgils (53, soleiion b9y @S Slsy (V) Jgua

Precision Recall F1-score
\ /Y </aY AN
Y - JAA \ -/
Y \ \ \
¥t - /Ay \ - JAA
o \ < /AN /29
7 - /Ay s\ - JAY
\ -/ +/29 -/
A +/a4 </aY AT
a \ gAY AT
g,y plo b (gl (g, dumlio :(Y) Jouor
approaches Accuracy Macro F1 score
CNN Entropy [51] <AV A <AYN Y
Autoencoder [52] < [AAFN EAAANS
MalConv [53] +/A7F) </AQ-Y
DeepConv [50] - [AVOF ARAA
MCSC [3] - [AAAF <JAN-Y
Shallow CNN AREAS < /AVEY
Our method +[AAAS +[AANFD

Lol e -Y-F
recall . F1 precision slslas 3 cmbs b3, !y
] ) d.))l.u ‘5‘)L) as W.M.SGQ oolazw!

TP

precision = W

@yl cpl ojlasl s 008 o0 8L o ouliaad sladiges
pooling 4Y < 4 Jolee slo,ls . 0iS o s ojlasl S
o 4 pooling slaay o 31 slo >g,5 Ngd oo Jlo)
s feedforward Y 4 s g Ggd oo J10u3 (s350s LSl
feedforward slaaY ;1 SO ,o a5sd o ools SOftMax
I RelU gjloJled abs ol ,o ol Bloiy gy95 VYA Jolis
A o aY o3l gl 1) softmax b g ase &Y oly

S oo Jlos!

2 bl s -F

ageze S35 p 1) 93 ol by o bes (A5 (nl 5o
cegarn sl Cal Sl a5 on 5,250l sloosls
dcgazme opl oS oo oolitul o)l sl [FV] kaggel ools
00ls dcgomme (ol sl 0l 00ls 18 wlolw pl Colis 4o ools
SR aneas Gl slats, xS osll sl o lasten] S
oolaiul ool dcgomme cpl 5l cdgh Yo 5l (6 bauy &S ol

2% B b3l Slegiis —)-F

S oolizal U 1) solyrin os, o oy anlllas cnl ploxil sl
b (20,5 s5lwesls Keras API L TensorFlow e el
L Intel (R) Core (TM) i7-10750H ous3ls, G )l 8lecen
il gamaib ysSl Lo ol Lol alitls cylISS VP
G e 8 oS o aalie wips Tl i b 1y ol
Structural entropy . [6-] DeepConv . [fa]MalConv
L .[¥] MCSC 4 [6\] Multiresolution CNN [aV] CNN
Gl oSles L)l Gl bl o liel Ve )
10-fold cross- | Lo .puiS oo oolatul (golpriy (g, 58l
awlio 5 ob;)l Glp cwl gl b, < 45 validation
S0 a |y ooy gy ol oS oo oolaiul 0g5 Jaw Hllgs
AT g0 ol e 5 (Bi90] Sl

;Lo g Loold ac goxo —Y-F

3 lagilejl plosl b1y I8l jansets v ,oSIl (asu ool
Kaggle ools acgerme Lawgs oI5l sanainl Gl aiej
Jolis o0ls degazme ol .aiS o 23, [FA] Microsoft 2015
S8lay Gglate oolgils A g oz lylo 13810y 5550 Vo AAPA
30 et b 4 A Gl iz Gl slaools acgozms
Sl halay Ll e cwl s o Kaggle cole
dde S dwlid cpl a5 Canl LS anlls S g LSS anlils
Iy asly b 4y by e oolsils awliss 451 (S a5 conl s
Gl BB e gl e 1) (V) Jgoz) o e olis
Jols ol il Jlwwol iR jioled Jold ool dcgoe
Lol oo (g 15800 BB 6 b slyme



A oL 5 (ool Joelowl ¢ Guos G50l bl dadS (g3l a9 5k 5 e s c;l"ﬁ Hosliiwl b l58lay (gusuadnb (i)

- o 1AAPD Jlade sl )ls Macro F1 score [l ,laie 5l
gy FL liel e Slaie 5 canl Sgpion a5 jebiylan il
el Gy 0 Sles sl bbby, ple Cond @ golpriy
s, 3 F1 score < Recall « Precision sla Les & slo S
50 dges FY L aS olmlyl sas o imles |, solprian
I, Simda asilgs o bap 5501 35T w3l 5424 Simda oolsils-
olpriny pi sl &S col S3LLE W aseis g4
ui}s) as &Lboé‘g}l}‘ ).3 ..L.S‘SA Lo l) lS’P Q)S.Lo.: uw
03lgils ] 5 005 oS Aiges Slaad 03,5 Juo chms golpiing
005 e el I as coul ooy alalidlay 51 SO
St e en 4 el 00,5 solinul 05 Lol L,
A s |y oolgls cpl cw o &5 wlaiuiles b o
ol oalo u»al.o.v =04 C—D PREA LgLﬁ:Jiw 5 LY )5Joul.o.as
L_‘>J9 S ua.‘u 6‘)‘b o~ L;ol.grw u,us) oo‘yl.’ LJ"‘ B Sl
@ o0 JS o)l s 3 Shee by, nlo b a0
a5 de ol 40w o Ginled | oolgls A5l plasT e SCS
ol 00,01 V' Jgoz ;o lag] 5l plaS,e slaws a5 eolgls e
y oolggls ,o 9,5 mls 5 mools 1,3 ialesl 550 |, ol
S loges iy eed 4 e JSOI il jo oS oS
Precision 5 oolgil> ,» S 4 recall 4 s recall

sl 00 03,91 00lgils o S5 4 Precision 4 s

wan — 0

me

ms

me

Wi

o3lgil> 4 (69, » F1_Score_all ,loges (o

g | — Maaee

vt » C
- e E&

Name

F1_Score jlsges (o

TP
TP +FN

2 X precision X Recall
Fl =

Recall =

recision + Recall
olass FN (L35 coie S sy Slass FP . xul 5o
Gt o s i Sl TP g QO aie slo m i
el g5 5 2B Shs creilos FL jLiel ool el
2 gLyl Julxi - Y-8
S5 1y @oleiday gy dpdse o ¥ Jsazr 0 a5 jsbiles
00,8 Lzl 58y calises oolgils 4 5 ol 53 osls asgae
onl 5o el 0a 03,51 Jgaz cnl yo (soleiay iy @l &5
2o &) oolgils ja SSE 1) @l &5 3,5 (s Joox
Jos w95 oolgils plas )5 galiing (g, 95d atie &S
¥ Jsax 0 el 08,5 Jes cind oolgls plaS 3 g 00,5
03)5] o b aalie )5 (ool (39 5 e slasisy @l
oz olaeds |y adS o> sondal alius L .l oo
(il Plas 1o 0055 o0 L5 50 (5l ol Al
precision .wzee obj,l @, sl s, recall 5 precision
(Bolai jb ) ol bl diged o g e Jlexm|
b ) b e diges SO aS el opl Jlasl recall ool
Sg g0 oy a5 jebjlen oed SbiL (o bl Bolas

+JAARF Jlade Iyl AccUracy jLase jlaie 5l golorinn (g,

o w0 0
« & ,df’ *

Hame

Golgiin g, recall [loges (all

"

u“" \J" “,&:n o " o ‘r,a'-“ @yg": o

oslgils A (g5, » Recall_all jloges (z



1F+Y Hle o) oylods o3l Jlu ¢ (g mlw g (Soig Sl widlay” code 4 yld

wis — precision

w““‘d o ** M o¥

Name

precision ,lsg.e3 (g

— mecision

Hame

oolgil> 4 (g4, Precision_all jloges (o

Slroslgls (55, soleiion hs,y I005s (el 9 MACTO F1 ACCUTACY [Line dus duslie :(B) S

Slidlay calises

049y Vb Cwglie o aas e plis oS &, dles
zhcal gy sy (oeolBs alem ly o (solaiig
CNN 02,63 a5 (g sla Sy LS o olne Sledlbl
o2 LS 5o el (golaiing by, 5 IS s gl Bl 1) ol
58y 6ot Al 45 el ouds el pspio 39 ol (yos:
Al VLI Garets sla e plo S &) oletiey

& 35 domi -V
Sy 1) LIy ganail @l S L lie ol o
) Geoe 650k GlosSaSS 5 8 (silus par 45T 0o S
ik 5o il a9 Giludnal porde 93 WS (0 S S
S W ganaib )5 arg LB e 90 Lol o
SRy gleanas (gl als ey awo oo wl) L 8l
Q@ b OMSiw 5 g g0 a5 ams o Sl ) ole oS
Gilos rar Eon 5o Ll T 3l b IS o ooumey Lalg,
GrS Slp Mg o ngal CSle &S WS (o0 sk Lo &
Sleglas jo lalidlay gamail lp (s pSob o)l o
sleallos dassl jo goleing (B9, 4o .0gd colaiwl adbbais
sl Sy bix by a5 e gl i Gl Slles oS
S e (5,105 0s Word2Vec b goluw Jsb 4 ,f5800 LSS
e Ol ciluoanss Jamle Con e o (28,5050 L
Spbes ol pslal & Ol e 1) WOTd2VeEC slacs oSy
el sly pbalgls orae aSd Sy alol jo 08T b
Hlas 0 isu ol 3! l58lay sleeolgls olulils ¢ pglas
ageze ;0 500 gy 4 Camd 550k anad by, a5 ob
(@ s ol n emas 5 (g sl slaesls
S e o plid 1) golprin g, Je paxis ol
degazme ;0 AN ke g a0 Ve iSlas gunddl
G ,65 pl 5l SYL a5 sl diges VoA 51153l ools

Gosainb cBS p dileas OHlos il -Y-5

9y » Wlowad Moz ol b 4y )33 (arsids slaJas
Sl alem o Lo 855 (o) ol i Sl i |, lag ]
IS oS5 slass 3938l L ol slaaigel o
Sl pl g e ,S solail 8l sladises jo dediee
Oeizmed g 00liiul (g (SlBS (L S b 45 0205 (o
aloz aul)d pl oS a8l LB @ S LA Bis
38y Sl oS casl (g,0L S bl )0 0hg bl wiesls
Sy Djgo GlisSay dles a5 05l a9 0585 o 2o
asens wlie 485 18 aes> 050 4ol p 0, Sles 5 Glate a5
85w b e, Wlams a0 Slac sl Lo
8 pals dlear de> Gan 0,5 g Sojlail 0l g
dadsge OIS o Saslal b 4l 18l asis sla Jow
a0 g Sewl olzdl gamail gly il slaaises

a3 ge Gl o B g

Aoz ply 50 o) plo b goleiin by, ammlio :(F) Jguo

ool
. . ol ods
o9y b NRE alo §l s
CNN Entropy [51] <AV A <AV Y
Autoencoder [52] < [AAF) QINAYS
MalConv [53] - [A5F) NAZEN
DeepConv [50] < [AYOF < [APAA
MCSC [3] - [AAAF - IAA50
Shallow CNN AREAY AR
Our method AV V4 /NS

il 525 b 5bm caslie (F) Jpaz 5 o jsbilan
o9y il e o ey asis Glize sl Joe 4 des
odlice ull aazgil ool gy o, Slee slilo (solorinn
Al o 0 Sl e Cuglie oleidy N, 45 S9b e




AN oL 5 (ool Joelowl ¢ Guos G50l bl dadS (g3l a9 5k 5 e s A;l"ﬁ Hosliiwl b l58lay (gusuadnb (i)

Adaptive and Convergent Systems, 2018, pp. 143-
148.

[8] S.Jainand Y. K. Meena, "Byte level n—gram
analysis for malware detection," in Computer
Networks and Intelligent Computing: 5th
International Conference on Information Processing,
ICIP 2011, Bangalore, India, August 5-7, 2011.
Proceedings, 2011: Springer, pp. 51-59.

[9] M. El Boujnouni, M. Jedra, and N. Zahid, "New
malware detection framework based on N-grams and
support vector domain description,” in 2015 11th
international conference on information assurance
and security (1AS), 2015: IEEE, pp. 123-128.

[10] T. Wuechner, A. Cistak, M. Ochoa, and A.
Pretschner, "Leveraging compression-based graph
mining for behavior-based malware detection," IEEE
Transactions on Dependable and Secure Computing,
vol. 16, no. 1, pp. 99-112, 2017.

[11] A. Damodaran, F. D. Troia, C. A. Visaggio, T. H.
Austin, and M. Stamp, "A comparison of static,
dynamic, and hybrid analysis for malware detection,”
Journal of Computer Virology and Hacking
Techniques, vol. 13, pp. 1-12, 2017.

[12] M. Christodorescu and S. Jha, "Static analysis of
executables to detect malicious patterns,” in 12th
USENIX Security Symposium (USENIX Security 03),
2003.

[13] M. Egele, T. Scholte, E. Kirda, and C. Kruegel, "A
survey on automated dynamic malware-analysis
techniques and tools," ACM computing surveys
(CSUR), vol. 44, no. 2, pp. 1-42, 2008.

[14] M. Akour, I. Alsmadi, and M. Alazab, "The malware
detection challenge of accuracy,"” in 2016 2nd
International Conference on Open Source Software
Computing (OSSCOM), 2016: IEEE, pp. 1-6.

[15] S. D. Nikolopoulos and I. Polenakis, "A graph-based
model for malware detection and classification using
system-call groups,” Journal of Computer Virology
and Hacking Techniques, vol. 13, no. 1, pp. 29-46,
2017.

[16] A. P. Namanya, I. U. Awan, J. P. Disso, and M.
Younas, "Similarity hash based scoring of portable
executable files for efficient malware detection in
10T," Future Generation Computer Systems, vol.
110, pp. 824-832, 2020.

[17] C.-I. Fan, H.-W. Hsiao, C.-H. Chou, and Y.-F.
Tseng, "Malware detection systems based on API log
data mining," in 2015 IEEE 39th annual computer
software and applications conference, 2015, vol. 3:
IEEE, pp. 255-260.

[18] K. Griffin, S. Schneider, X. Hu, and T.-c. Chiueh,
"Automatic Generation of String Signatures for
Malware Detection," in RAID, 2009, vol. 5758:
Springer, pp. 101-120.

[19] M. G. Schultz, E. Eskin, F. Zadok, and S. J. Stolfo,
"Data mining methods for detection of new
malicious executables,” in Proceedings 2001 IEEE
Symposium on Security and Privacy. S&P 2001,
2000: IEEE, pp. 38-49.

[20] X. Liu, Q. Lei, and K. Liu, "A graph-based feature
generation approach in Android malware detection
with machine learning techniques,” Mathematical
Problems in Engineering, vol. 2020, 2020.

Sl ) golgin gy s bl I (Sl 43,5 )13
60,8 sllo golpinn by, ail oS dges olaxs S a5
RS P E PR L L IR A [T RV o RN SV LW WS-
Al Gabcaas 4 e &S oolalul o> Lol LS,
@75 weled (S b ax Sl ogh oo 3leiin gy 79
Olllas 4y alies ol Lol (oloass 1) golprinn 9,55,
S ophie Slria s b Lz slecer 0 gy

S addlas abwly pl jo (yudie

0 65 sllase o golgring g, 5l eolawl (V)
Sop olede

S oo oolaul oy JIKal ws slacSass

Silopslie 5 53luis rar slaghs; < B 09> sy asdllas (V)
Mo u-“ ).3|).3 B LQUT

Slsls 3l oalial b 58y a o gomaib 5 alolis (F)
Sy GBS b L GPU bl YL LS
oS sl by Julow b oolpiinn sl b, pleal (F)

&1y A

[1] A. Shalaginov, S. Banin, A. Dehghantanha, and K.
Franke, "Machine learning aided static malware
analysis: A survey and tutorial,” Cyber threat
intelligence, pp. 7-45, 2018.

[2] Z.Sunetal., "An opcode sequences analysis method
for unknown malware detection," in Proceedings of
the 2019 2nd international conference on
geoinformatics and data analysis, 2019, pp. 15-19.

[3] S.Ni, Q. Qian, and R. Zhang, "Malware
identification using visualization images and deep
learning,” Computers & Security, vol. 77, pp. 871-
885, 2018.

[4] W. Han, J. Xue, Y. Wang, L. Huang, Z. Kong, and
L. Mao, "MalDAE: Detecting and explaining
malware based on correlation and fusion of static and
dynamic characteristics," computers & security, vol.
83, pp. 208-233, 2019.

[5] G. G. Sundarkumar, V. Ravi, I. Nwogu, and V.
Govindaraju, "Malware detection via API calls, topic
models and machine learning," in 2015 IEEE
International Conference on Automation Science and
Engineering (CASE), 2015: IEEE, pp. 1212-1217.

[6] A.Kumar, K. Kuppusamy, and G. Aghila, "A
learning model to detect maliciousness of portable
executable using integrated feature set,” Journal of
King Saud University-Computer and Information
Sciences, vol. 31, no. 2, pp. 252-265, 2019.

[7] B.Jung, T. Kim, and E. G. Im, "Malware
classification using byte sequence information," in
Proceedings of the 2018 Conference on Research in



1PY 5l ) o loud (@3 3b Jlu & (gl g (Sodg iSIl widlay” cole &y pid

Computer Science and Ubiquitous Computing: CSA-
CUTE 17, 2018: Springer, pp. 1352-1357.

[36] M. S. I. Sajid, J. Wei, M. R. Alam, E. Aghaei, and E.
Al-Shaer, "Dodgetron: Towards autonomous cyber
deception using dynamic hybrid analysis of
malware," in 2020 IEEE Conference on
Communications and Network Security (CNS), 2020:
IEEE, pp. 1-9.

[37] D. Bilar, "Opcodes as predictor for malware,"
International journal of electronic security and
digital forensics, vol. 1, no. 2, pp. 156-168, 2007.

[38] J. Firth, "A synopsis of linguistic theory, 1930-
1955," Studies in linguistic analysis, pp. 10-32, 1957.

[39] T. Mikolov, K. Chen, G. Corrado, and J. Dean,
"Efficient estimation of word representations in
vector space," arXiv preprint arXiv:1301.3781, 2013.

[40] A. O. Salau and S. Jain, "Feature extraction: a survey
of the types, techniques, applications,” in 2019
international conference on signal processing and
communication (ICSC), 2019: IEEE, pp. 158-164.

[41] I. Goodfellow, Y. Bengio, and A. Courville, Deep
learning. MIT press, 2016.

[42] J. Gu et al., "Recent advances in convolutional
neural networks," Pattern recognition, vol. 77, pp.
354-377, 2018.

[43] J. Jeon, J. H. Park, and Y.-S. Jeong, "Dynamic
analysis for 10T malware detection with convolution
neural network model," IEEE Access, vol. 8, pp.
96899-96911, 2020.

[44] X. Meng et al., "MCSMGS: malware classification
model based on deep learning," in 2017 International
Conference on Cyber-Enabled Distributed
Computing and Knowledge Discovery (CyberC),
2017: IEEE, pp. 272-275.

[45] E. K. Kabanga and C. H. Kim, "Malware images
classification using convolutional neural network,"
Journal of Computer and Communications, vol. 6,
no. 1, pp. 153-158, 2017.

[46] Y. LeCun, Y. Bengio, and G. Hinton, "Deep
learning. nature, 521 (7553), 436-444," Google
Scholar Google Scholar Cross Ref Cross Ref, p. 25,
2015.

[47] R. Ronen, M. Radu, C. Feuerstein, E. Yom-Tov, and
M. Ahmadi, "Microsoft malware classification
challenge," arXiv preprint arXiv:1802.10135, 2018.

[48] M. Kalash, M. Rochan, N. Mohammed, N. D. Bruce,
Y. Wang, and F. Igbal, "Malware classification with
deep convolutional neural networks," in 2018 9th
IFIP international conference on new technologies,
mobility and security (NTMS), 2018: IEEE, pp. 1-5.

[49] E. Raff, J. Barker, J. Sylvester, R. Brandon, B.
Catanzaro, and C. Nicholas, "Malware detection by
eating a whole exe," arXiv preprint
arXiv:1710.09435, 2017.

[50] M. Kré&il, O. Svec, M. Bélek, and O. Jasek, "Deep
convolutional malware classifiers can learn from raw
executables and labels only," 2018.

[51] D. Gibert, C. Mateu, J. Planes, and R. Vicens,
"Classification of malware by using structural
entropy on convolutional neural networks," in
Proceedings of the AAAI conference on artificial
intelligence, 2018, vol. 32, no. 1.

[21] E. Amer, S. El-Sappagh, and J. W. Hu, "Contextual
identification of windows malware through semantic
interpretation of api call sequence," Applied
Sciences, vol. 10, no. 21, p. 7673, 2020.

[22] R. Sihwail, K. Omar, and K. Z. Ariffin, "A survey on
malware analysis techniques: Static, dynamic, hybrid
and memory analysis," Int. J. Adv. Sci. Eng. Inf.
Technol, vol. 8, no. 4-2, pp. 1662-1671, 2018.

[23] V. Verma, S. K. Muttoo, and V. Singh, "Multiclass
malware classification via first-and second-order
texture statistics," Computers & Security, vol. 97, p.
101895, 2020.

[24] R. Vinayakumar, M. Alazab, K. Soman, P.
Poornachandran, and S. Venkatraman, "Robust
intelligent malware detection using deep learning,"
IEEE Access, vol. 7, pp. 46717-46738, 2019.

[25] J. Fu, J. Xue, Y. Wang, Z. Liu, and C. Shan,
"Malware visualization for fine-grained
classification," IEEE Access, vol. 6, pp. 14510-
14523, 2018.

[26] L. Nataraj, S. Karthikeyan, G. Jacob, and B. S.
Manjunath, "Malware images: visualization and
automatic classification," in Proceedings of the 8th
international symposium on visualization for cyber
security, 2011, pp. 1-7.

[27] Y. Ye, T. Li, D. Adjeroh, and S. S. lyengar, "A
survey on malware detection using data mining
techniques," ACM Computing Surveys (CSUR), vol.
50, no. 3, pp. 1-40, 2017.

[28] A. Hellal and L. B. Romdhane, "Minimal contrast
frequent pattern mining for malware detection,"
Computers & Security, vol. 62, pp. 19-32, 2016.

[29] A. Narayanan, M. Chandramohan, L. Chen, and Y.
Liu, "A multi-view context-aware approach to
Android malware detection and malicious code
localization," Empirical Software Engineering, vol.
23, pp. 1222-1274, 2018.

[30] K. Han, J. H. Lim, and E. G. Im, "Malware analysis
method using visualization of binary files," in
Proceedings of the 2013 Research in Adaptive and
Convergent Systems, 2013, pp. 317-321.

[31] D. Vasan, M. Alazab, S. Wassan, H. Naeem, B.
Safaei, and Q. Zheng, "IMCFN: Image-based
malware classification using fine-tuned
convolutional neural network architecture,"
Computer Networks, vol. 171, p. 107138, 2020.

[32] J. Zhang, Z. Qin, H. Yin, L. Ou, S. Xiao, and Y. Hu,
"Malware variant detection using opcode image
recognition with small training sets,” in 2016 25th
International Conference on Computer
Communication and Networks (ICCCN), 2016:
IEEE, pp. 1-9.

[33] H. HaddadPajouh, A. Dehghantanha, R. Khayami,
and K.-K. R. Choo, "A deep recurrent neural network
based approach for internet of things malware threat
hunting," Future Generation Computer Systems, vol.
85, pp. 88-96, 2018.

[34] S. Jha, D. Prashar, H. V. Long, and D. Taniar,
"Recurrent neural network for detecting malware,"
computers & security, vol. 99, p. 102037, 2020.

[35] H.-J. Kim, "Image-based malware classification
using convolutional neural network," in Advances in



W oL 5 (ool Joelowl ¢ Guos G50l bl dadS (g3l a9 5k 5 e s A;l"ﬁ Hosliiwl b l58lay (gusuadnb (i)

[53] S. Quynn, "ldentifying behaviors in executable
binaries with Deep Learning,” Sandia National
Lab.(SNL-NM), Albuquerque, NM (United States),
2021.

[52] V. Kurkova, Y. Manolopoulos, B. Hammer, L.
Iliadis, and 1. Maglogiannis, Artificial Neural
Networks and Machine Learning—ICANN 2018: 27th
International Conference on Artificial Neural
Networks, Rhodes, Greece, October 4-7, 2018,
Proceedings, Part 1. Springer, 2018.



	چکیده لاتین
	1-1313

