Scientific Journal of Electronical & Cyber Defence
Vol. 11, No. 1, Spring 2023, Serial No. 41 6

Identify the Factors Affecting the Culture and Awareness of Cyber
Security Using Theme Analysis
S. Heydari, M. Barzgar , A. H. Mohammad Davoodi

* Assistant Professor, Department of Psychology, Marvdasht Branch, Islamic Azad University, Marvdasht, Iran
(Received: 08/06/2021, Accepted: 03/10/2021)

ABSTRACT

Cybercriminals are targeting more humans than machines these days because they try to exploit users’
vulnerabilities to achieve their destructive goals. The main purpose of this study is to identify the factors
affecting the culture and awareness of cyber security using theme analysis. The research is applied in terms
of purpose, exploratory in terms of method and qualitative in terms of data type. The research data includes
all valid articles in the field of culture and cyber security awareness published in 2020 to 2022 inside and
outside the country, with 3 keywords (culture, awareness, cyber security) in the valid have been collected
and reviewed in the framework of MAXQODA software. The criteria for entering articles in the research was
the applicable content for the research question and the criteria for excluding abstracts, book chapters,
short reports and lack of access to the full text of the article. Validity was assessed using content validity
and data reliability was estimated using Holstie method. Findings showed a review of 392 theme identified
the basic themes related to cybersecurity culture and awareness, of which 12 themes were asset organizing,
continuity, access and trust, operations, protection, security governance, attitude, behavior, competence,
commitment and support, cyber security and they covered the budget. The identified factors can be used as
analytical tools in the field of assessing the culture and awareness of cyber security, which is an important
factor in the occurrence of cybercrime, in a logical and principled way to reduce cybercrime and solve
related problems in the economic field. Educational, security, social and cultural payments.
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